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Abstract: - A new fault-tolerant estimating approach for unmanned aerial vehicle (UAV) dynamics in the presence 
of sensor/actuator faults is proposed, which is both adaptive and robust. This study discusses how to choose 
between adaptive and robust approaches when a sensor or actuator fails. We provide an adaptive method with Q-
adaptation as well as a robust method with R-adaptation. The Kalman filter detects faults using the chi-square 
distribution of the normalized quadratic innovation function (NQI). After detecting a fault, it is recommended to 
run both R-adaptive and Q-adaptive Kalman filters concurrently and compare their estimation capabilities to 
distinguish between sensor and actuator faults. As a performance criterion, the mean-squared residuals between 
estimation and extrapolation values of robust and adaptive filters are proposed. 
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1   Introduction 
Detection and isolation of sensor/actuator faults in 
aircraft control systems can be accomplished using 
model-based Fault Detection and Isolation (FDI) 
methods, [1], [2], [3], [4], [5], [6], [7].  

The study [6] describes a method for detecting and 
isolating aircraft sensor and control surface/actuator 
faults that affect the Kalman filter's innovation 
sequence mean. The Extended Kalman Filter (EKF) is 
constructed to estimate the nonlinear flight dynamics 
of an F-16 fighter, and the effects of sensor and 
actuator faults in the EKF's innovation sequence are 
investigated. An algorithm based on the Doyle-Stein 
condition allows for fault isolation, making it easier to 
discriminate between actuator and sensor problems. In 
[6], a robust KF insensitive to actuator faults is 
described as one that meets the Doyle-Stein criterion. 
In [7], an effective strategy for isolating sensor and 
actuator faults that affect the Kalman filter's 
innovation sequence is presented and used on a 
dynamics-based UAV model. To determine if the 
problem is with the sensor or the actuator, a linear 
adaptive two-stage Kalman filter (TSKF) is developed 
that is unaffected by actuator faults. 

The study [8] presents a fault detection technique 
for sensor/actuator fault detection. This method uses 
an embedded Kalman filter to update the weight on 

the parameters of a neural network used for fault 
detection. Using MATLAB SIMULINK, the proposed 
technique has been evaluated on the WVUYF-22 
small UAV model. The results of the simulation 
demonstrate that the proposed approach is capable of 
effectively detecting and identifying different types of 
faults that occur in UAV actuators and sensors.  

The work [9] uses model-based state estimation 
methodologies to address sensor, actuator, and 
component fault detection, identification, and 
classification in nonlinear helicopter systems.  The 
Extended Kalman Filter based on Interactive Multi-
Models and the Unscented Kalman Filter based on 
Interactive Multi-Models are examined. Statistical 
measures of residual analysis, stochastic likelihood 
ratio, and model probability have been proposed to 
solve the fault detection problem. The algorithm was 
used on a helicopter with two degrees of freedom, and 
the results are shown for different fault scenarios. 
From the results, better fault detection performance 
was obtained by using the Unscented Kalman Filter 
based on the Interactive Multi-Model. 

The three data-driven statistical residual-based 
time series approaches for rotor fault detection and 
identification in multicopters are introduced, 
examined, and critically evaluated in the study, [10]. 
The developed methods are based on univariate and 
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multivariate autoregressive representations of 
multicopter attitudes. Three different levels of 
turbulence and several rotor fault situations are used 
to compare the performance of three residual-based 
statistical fault detection and identification approaches 
when dealing with external disturbances. 

To scale the noise covariance matrix, consider 
multiplying it by a time-dependent variable. Single 
fading factor adaptation approaches for process noise 
covariance correction (Q-adaptation) are discussed in 
[11], [12]. It is preferable to use a matrix with several 
fading factors to independently vary the main aspects 
of the Kalman gain matrix. Instead of using a single 
component, a matrix consisting of multiple fading 
components should be used, with the adaptation 
weighted differently for each parameter. Works [13], 
[14] show an adaptive estimate of several fading 
factors in the Kalman filter. Unfortunately, a 
limitation of these studies, [11], [12], [13], [14] is that 
they solely examine the Q adaptation process, 
ignoring the measurement noise covariance correction 
(R adaptation) strategies.  

Furthermore, studies that focus on both the robust 
R-adaptation and the adaptive Q-adaptation 
approaches have been published in the literature, [15], 
[16], [17]. However, these articles do not include a 
fault isolation scheme and do not explain how to use 
Robust Adaptive Kalman Filters (RAKF) when 
sensor/actuator faults occur. These filters can identify 
whether there is a malfunction or not in the system, 
but they are unable to identify the type of malfunction.  

In this paper, the combined fault isolation and R 
and Q adaptation methods are solved using a single 
RAKF that includes the R and Q-adaptation filters. 
The proposed method does not require an additional 
fault isolation filter. Following fault detection, it is 
recommended to run both R-adaptive and Q-adaptive 
Kalman filters concurrently to distinguish between 
sensor and actuator faults. The R-adaptation and Q-
adaptation processes are compared in terms of 
estimating performance for fault isolation. It is 
proposed to use the mean squared residuals between 
estimation and extrapolation values of the examined 
filters as an estimation performance criterion. If the 
actuator fails, the Q adaptation is performed; 
otherwise, the procedure is completed with the R 
adaptation. 

The paper proceeds as follows. In Section 2, the 
RAKF algorithm for the UAV state estimation is 
presented. In Section 3, a sensor/actuator fault 
isolation technique based on the performance analysis 

of the R-adaptation and Q-adaptation algorithms is 
proposed. In Section 4, performances of the Robust 
and Adaptive KF algorithms are tested and compared 
for the cases of different sensor and actuator faults. 
Section 5 gives a summary of the obtained results and 
concludes the paper.  
 
 
2   RAKF for UAV State Estimation 
 

2.1  Preliminaries 
For the studied estimation problem, we choose to use 
the combined model for the longitudinal and lateral 
equations of motion (see Appendix A).  As a result, 
the state vector of the unmanned aerial vehicle (UAV) 

( )x j  to be estimated comprises the 9n  states. 
Assume that the white noise random vectors 

( )w j  and ( )V j are mutually uncorrelated. 
 

The state vector (A-3) (Appendix-A) can be 
determined with the linear optimal Kalman filter 
(OKF), [18]. The following equations represent the 
OKF's estimation value and gain matrix:  

ˆ ˆ( / ) ( / 1) ( ) ( )x j j x j j K j j                                         (1)    
                                                           

1( ) ( / 1) ( )TK j P j j H j P

                                           (2)                                                           
 
where ˆ ˆ( / 1) ( 1/ 1) ( 1)x j j Ax j j Bu j       is the 
extrapolation value, ( )j  and ( )P j  what are the 
innovation and innovation covariance, respectively.  
 
The formulas for the ( )j  and ( )P j  are: 

ˆ( ) ( ) ( ) ( / 1)j z j H j x j j                                           (3)    
                                                       

( ) ( ) ( / 1) ( ) ( )P j H j P j j H j R j                                    (4)                                                              
 
where  

( / 1) ( 1/ 1) ( 1)T TP j j AP j j A GQ j G            (5)                                    
 

Is the covariance matrix of the extrapolation error, 
( 1)Q j   is the covariance matrix of system noise, and 
( )R j  is the covariance matrix of measurement noise. 

Accurate UAV state estimates can be obtained 
using LKF if the system is not faulty. However, if a 
sensor or actuator fault occurs, the RAKF algorithm 
should be used instead. In this study, we present the 
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RAKF algorithm, which combines the R and Q-
adaptation approaches. 

  
2.2  RAKF Based on Multiple  

Measurement Noise Scale Factors 
RAKF, based on R-adaptation, can be represented 
using the measurement noise scaling factors (MNSF). 
The innovation sample covariance matrix is 
recommended in this study for fault detection and 
isolation. The sample covariance matrix for the 
innovation sequence ( )k is formulated as follows, 
[19]:  

1

1ˆ ( ) ( ) ( )
j

T

k j M

S j k k
M



  

                   (6)                                        

 
Here M is the "sliding window" width.  
 

The statistic (6) is proposed to be used for R-
adaptation. If the measurements are incorrect due to 
faults in the estimation system, the Kalman filter 
equations (1), (2), (3), (4), (5) will give incorrect 
estimation results. The Kalman innovation sequence is 
presented for use in determining the scale matrix. To 
calculate the MNSFs, the real and theoretical values 
of the innovation covariance matrix can be compared. 
When a measurement fault arises in the estimation 
system, the real error surpasses the theoretical error. 
As a result, a multiple measurement noise scale matrix 

( )S k is included in the algorithm, 

1

1 ( ) ( ) ( / 1) ( ) ( )
j

T T

k j M

k k HP j j H S j R j
M   

     ,     (7)  

 
Then, it can be calculated by the expression below:  

1

1

1( ) ( ) ( ) ( / 1) ( )
j

T T

k j M

S j k k HP j j H R j
M



  

 
     
 

  

(8) 
 

The matrix obtained by the formula (8) may not 
be diagonal and may contain diagonal elements that 
are "negative" or less than "one" (which is physically 
impossible). To avoid this situation, adopt the 
following guideline while generating the scale matrix, 
[19]:  

 1 2, ,..., nS diag s s s    ,                             (9) 
Here 

              max 1,i iis S                      1,i n .        
(10) 

 

and 
iiS  is the ith diagonal element of the matrix S .  

In the presence of a measurement fault, ( )S j it 
will change and have an impact on the Kalman gain 
matrix.  

1
( ) ( / 1) ( / 1) ( ) ( )T TK j P j j H HP j j H S j R j


       

(11)                
 

When a sensor fails, the scale matrix element 
corresponding to the faulty component of the 
measurement vector increases, resulting in a smaller 
Kalman gain. As a result, the filter's resistance against 
sensor fault is ensured, while the fault-induced 

degradation of the estimation technique is avoided. 
 
2.3  AKF Based on Q-Adaptation  
When an actuator fails in the system, the control 
distribution matrix changes. If an actuator fails, the 
real uncertainty of the innovation covariance 
outweighs the theoretical one. Thus, the key idea of 
Q-adaptation is to determine a suitable matrix of 
factors for the covariance Q, such that the real and 
theoretical innovation covariances are equal. As a 
result, a fading matrix ( )j consisting of several 
fading coefficients is added to the formula (12) as 
follows: 

1

1 ( ) ( )

( 1/ 1) ( ) ( ) ( )

j
T

k j M

T T T

k k
M

H AP j j A j GQ j G H R j

  

  

     



   
(12) 

 
Then the fading matrix can be found using the 
following expression: 

 

1

1

1

1( ) ( ) ( ) ( 1/ 1) ( )

( )

j
T T T

k j M

T T

j H k k HAP j j A H R j
M

GQ j G H



  



 
        

 





       (13)  
           

In a specific scenario where all states are 
measured (as in this case H I ), (13) reduces to 
formula (14) 

  

1

1

1( ) ( ) ( ) ( 1/ 1) ( )

( )

j
T T

k j M

T

j k k AP j j A R j
M

GQ j G

  



 
        

 





                       

(14) 
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The resulting fading matrix must be diagonalized, 
as in the case of the adaptation R, since the matrix Q 
must be a diagonal, positive definite matrix 

      1 2, ,..., ndiag        .                                    (15) 
where, 

 max 1,i ii    1, ,i n .                                (16) 
and 

ii represents the ith diagonal element of the 
matrix  . If the system has an actuator fault, the 
fading matrix ( )j should be included in the 
estimation algorithm as,  

( / 1) ( 1/ 1) ( ) ( )T TP j j AP j j A j GQ j G             
(17)                                

 
 

     3   Sensor/Actuator FDI  
 

3.1  Sensor/Actuator Fault Detection 
The fault detection method is applied by testing the 
statistical function at each evaluation step. Two 
hypotheses are presented: 

          0 : Normal system operation.  
                           1 : System is faulty. 
 
To detect faults, it is proposed to use the normalized 
quadratic innovation function (NQI): 

1
( ) ( ) ( / 1) ( ) ( )T TNQI j j HP j j H R j j



        .       
(18)                           

 
The statistical function (18) has a 2 - 

distribution with a degree of freedom N (N is the 
dimension of the innovation vector).  
If the significance level,  , is set to, 

 2 2
, ;NP           0 1  ,     (19)                                 

 
The threshold 2

,N can be found. If the hypothesis 

1 is right, the statistic ( )NQI k  will exceed the 
threshold value 2

,N , i.e.  
2

0 ,: ( ) NNQI j                       k  
2

1 ,: ( ) NNQI j                        k   .       (20)                   
  

3.2   Sensor/Actuator Fault Isolation 
In this study, the combined fault isolation and R- and 
Q-adaptation procedures are solved using a single 
RAKF including R- and Q-adaptive filters. 

When a fault is detected, it is proposed to run R-
adaptive and Q-adaptive Kalman filters at the same 
time to distinguish between sensor and actuator faults. 

For fault isolation, it is recommended to compare 
the estimation performances of the R-adaptation and 
Q-adaptation processes. The R-adaptation and Q-
adaptation methods presented in this research are 
scaling approaches based on innovation covariance 
rather than direct matrix estimation. As a result, in the 
event of a sensor or actuator fault, the gain matrices of 
both the RKF and AKF algorithms adapt to the 
change in innovation covariance. 

As the estimation performance statistic, it is 
proposed to pick the square differences between the 
estimation and extrapolation values of the studied 

filters after detecting a fault at the iteration  . 
   ˆ ˆ ˆ ˆ( ) ( / ) ( / 1) ( / ) ( / 1)T

j x j j x j j x j j x j j      , j                                  
(21) 

 
In the case of a sensor fault, the R-adaptive KF 

will perform better (the values of the choosing 
criterion for the RKF will be lower), but if the 
actuator fails, the Q-adaptive KF will perform better 
(the values of the choosing criterion for the RKF will 
be higher). If the actuator fails, the Q adaptation is 
performed; otherwise, the procedure is completed 
with the R-adaptation. 

As the estimation performance criterion, it is 
proposed to select the mean square difference between 
the estimated and extrapolated values of the filters 
under study for m implementations after detecting a 
fault at the iteration  . 

   * 1 ˆ ˆ ˆ ˆ( / ) ( / 1) ( / ) ( / 1)
m

T

k

x k k x k k x k k x k k
m










     , 

k                                                             (22) 
 

The performance criterion (22) makes it simple to 
compare the RKF and AKF performances and reduces 
the probability of making incorrect decisions. 

The algorithm structure depicted in Figure B-1 
(Appendix B) summarizes the combined fault 
isolation, R, and Q adaptation techniques.  

 
 

4  Simulation Results and Discussions 
The proposed RAKF is used to model of dynamics of 
an experimental platform, the ZAGI UAV.  
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We call the robust approach with R-adaptation the 
robust Kalman filter (RKF), and the adaptive method 
with Q-adaptation the adaptive Kalman filter (AKF). 

A mathematical model of UAV flight dynamics is 
described in Appendix A. The simulations are carried 
out in 1000 steps over 100 seconds, with 0.1 seconds 
of sampling time. The algorithms are investigated for 
two types of measurement fault scenarios (continuous 
bias at measurements and measurement noise 
increment) and an actuator fault associated with loss 
of efficiency. In the event of a sensor/actuator fault, 
simulations are performed for the RKF and AKF to 
compare the outcomes of state estimation and 
performance criterion (22). 

For the fault detection method, the threshold value 
is taken to be 16.9, which follows from the chi-square 
distribution for a degree of freedom of 9 and a 
reliability level of 95%. 

 

4.1  Continuous Bias Type Measurement Fault  
The continuous bias term is simulated in the interval 
300 600,j  applied to the pitch angle gyro 
measurements as follows:  

( ) ( ) ( ) 2z j z j V j                (300 600)j         (23)                                   
 

The behavior of the performance statistic (21) in 
the presence of pitch gyroscope bias using the RKF 
and AKF algorithms is shown in Figure 1 and Figure 
2, respectively. 

 

 
Fig. 1: Performance criterion ( )k values for the RKF 
in the presence of pitch angle gyro bias  
Source:  Created by the author 
    

 
Fig. 2: Behaviour of the performance criterion 

( )k for the AKF in the presence of pitch angle gyro 
bias  
Source:  Created by the author 

 
The values of the performance criterion (22) for 

the RKF and AKF were obtained 20m  , respectively. 
* 0,0503  RKF    and   * 7,7804  AKF   

 
As shown   * *

RKF AKF  , this inequality 
corresponds to a sensor fault, and it is advised that the 
estimating method proceed with the RKF.  

Figure 3 and Figure 4 show the pitch angle and 
forward velocity estimation results of RKF with the 
pitch angle gyro bias, and Figure 5 and Figure 6 show 
the similar results obtained with AKF. 

 

 
Fig. 3: Estimation result for the pitch angle by the 
RKF in the presence of pitch angle gyro bias 
Source:  Created by the author 
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Fig. 4: Estimation result for the forward velocity by 
the RKF in the   presence of pitch angle gyro bias 
Source:  Created by the author 

 

Figure 3, Figure 4, Figure 5 and Figure 6 
demonstrate that the RKF outperforms the  AKF in 
the presence of pitch angle gyro bias.  The RKF 
ensures accurate estimation results for the entire 
interval, whereas the AKF fails under pitch angle gyro 
fault situations. 

 

 
Fig. 5: Estimation result for the pitch angle by the 
AKF in the presence of pitch angle gyro bias 
Source:  Created by the author 

 
 

 
Fig. 6: Estimation result for the forward velocity by 
the AKF in the presence of pitch angle gyro bias 
Source:  Created by the author 

 
4.2  Noise Increment Type Measurement Fault 
The noise increment type measurement fault is 
simulated in the interval 300 600j  , applied to the 
pitch angle gyro measurements as follows:  

( ) ( ) ( ) 10z j z j V j     ,          ( 300 600j  ).     
(24) 

 
The performance statistic (21) graphs for the RKF 

and AKF algorithms are given in Figure 7 and Figure 
8, respectively.  

 

 
Fig. 7: Performance criterion ( )k values for the RKF 
in the presence of pitch angle gyro noise increment      
Source:  Created by the author 
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Fig.8: Performance criterion ( )k values for the AKF 
in the presence of pitch angle gyro noise increment    
Source:  Created by the author 

 

As shown in Figure 7 and Figure 8, in the 
situation of pitch angle gyro noise increment, RKF 
performance statistic values (21) are much lower than 
AKF.  

 
For 20m   the performance criterion values (22) for  
 
RKF and AKF are determined as follows: 

* 0,0871       RKF    and   * 19,2337  AKF     
 

As can be seen * *
RKF AKF  , the sensor fault has 

been detected in the system. In this situation, the 
estimation procedure should be resumed using RKF. 
Figure 9 and Figure 10 show the results of the RKF 
pitch angle and forward velocity estimation with the 
pitch angle gyro noise increment, and Figure 11 and 
Figure 12 show similar results calculated using AKF. 

 
Fig. 9: Estimation result for the pitch angle by the 
RKF in the presence of pitch angle gyro noise 
increment 
Source:  Created by the author 
 

 
Fig. 10: Estimation result for the forward velocity by 
the RKF in the presence of pitch angle gyro noise 
increment 
Source:  Created by the author 
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Fig. 11: Estimation result for the pitch angle by the 
AKF in the presence of pitch angle gyro noise 
increment 
Source:  Created by the author 

 
Fig. 12: Estimation result for the forward velocity by 
the AKF in the presence of pitch angle gyro noise 
increment 
Source:  Created by the author 

 

As shown in Figure 8, Figure 9, Figure 10, Figure 
11 and Figure 12, in the presence of pitch angle gyro 
noise increment, the RKF estimation results 
outperform the AKF results.   

  
4.3  Loss of Effectiveness Type Actuator Fault 
In simulations, the actuator fault is represented in the 
interval 300 600j  by multiplying the first column 
components of the UAV control distribution matrix by 
0.001. This fault corresponds to the loss of elevator 
effectiveness. 

The behaviour of the performance statistics (21) 
for the RKF and AKF algorithms is shown in Figure 
13 and Figure 14, respectively.   

 

 
Fig. 13: Performance criterion ( )k values for the 
RKF in the presence of an actuator fault  
Source:  Created by the author 
 

 
Fig. 14: Performance criterion ( )k values for the 
AKF in the presence of an actuator fault  
Source:  Created by the author 

 
The simulation findings reveal that in the case of 

an actuator fault, RKF performance statistic values   
are greater than AKF.  

The performance criterion values (22) for RKF 
and AKF were determined as follows 20m  : 
      * 0,5583     RKF    and   * 0,0762       AKF   

 
As is obvious * *

AKF RKF  , this inequality relates 
to an actuator fault in the system, and it is advised that 
the estimating method proceed with the AKF.  

Figure 15 and Figure 16 show the pitch angle and 
vertical velocity estimation results for RKF in the 
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presence of elevator loss of effectiveness, and Figure 
17 and Figure 18 show similar results calculated using 
AKF. 

 
Fig. 15: Estimation result for the pitch angle by the 
RKF in the presence of an actuator fault 
Source:  Created by the author 

 
Fig. 16: Estimation result for the vertical velocity by 
the RKF in the presence of an actuator fault 
Source:  Created by the author 

 

 
Fig. 17: Estimation result for the pitch angle by the 
AKF in the presence of an actuator fault 
Source:  Created by the author 

 

 
Fig. 18: Estimation result for the vertical velocity by 
the AKF in the presence of an actuator fault 
Source:  Created by the author 
 

As shown in Figure 15, Figure 16, Figure 17 and 
Figure 18, the AKF outperforms the RKF in the 
presence of an actuator fault.   

It is advised that the number of realizations m  
used to calculate the performance criterion values (22) 
be chosen from the interval 10 30m  . 

 
 

5   Conclusion    
Two opposing techniques are presented in the event of 
sensor/actuator faults in the system.   One is the 
adaptive approach with a fading factor, which can be 
insensitive to actuator faults (AKF). The other is a 
robust method that can be insensitive to measurement 
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faults (RKF). A unique adaptation technique is 
proposed that allows for a choice between R-
adaptation and Q-adaptation procedures. Following 
fault identification, the unique method proposes 
running both R-adaptive and Q-adaptive Kalman 
filters simultaneously and comparing their estimation 
capabilities to distinguish between sensor and actuator 
faults. 

The mean square differences between estimation 
and extrapolation values of the investigated filters are 
used to calculate the estimation performance criterion 
index. When a sensor fails, the RKF performs better 
in estimating, but when an actuator fails, the AKF 
performs better (in terms of the selection criterion). If 
the actuator fails, the Q adaptation is performed; 
otherwise, the procedure is completed with the R 
adaptation. 

In this study, the combined fault isolation and R 
and Q adaptation methods are solved using a single 
RAKF that includes the R and Q-adaptation filters. 
The proposed method does not require an additional 
fault isolation filter. The proposed RAKF is used to 
model the dynamics of an experimental platform, 
ZAGI UAV. The holding simulations support the 
validity of the theoretical results. 
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APPENDIX-A 

 
Mathematical Model of UAV Movement  

The equations of UAV motion are studied in two 
stages: longitudinal and lateral. The linearized 
longitudinal equation in state space form is [20]:          
 

( 1) ( ) ( ) ( )lon lon lon lon lon lon lonx j A x j B u j G w j          (A-
1)                                
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 lonG  is the 5×5 transition matrix of longitudinal 

system noise; ( )lonw j  is the Gaussian white 
longitudinal system noise,  (.) refers to the perturbed 
condition, u is the forward velocity, w  is the 
vertical velocity,  is the pitch angle, q  is the pitch 
rate, and h  is the height. 

The linearized equations of lateral motion of the 
UAV can be written as follows [20],  
 

( 1) ( ) ( ) ( )lat lat lat lat lat lat latx j A x j B u j G w j          (A-
2)                                                   
 
where 
                             

 ( ) ;Tlat

j
x j p r       

 

latG  Is the 4×4 transition matrix of lateral system 
noise; ( )latw j  is the Gaussian white lateral system 
noise,   is the sideslip angle, p is the roll rate, 

r is the yaw rate, and   is the roll angle. 
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The notations of the parameters entering Equations 
(A-1) and (A-2) can be found in [20]. 
By combining Eq. (A-1) and Eq. (A-2), we have 
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( 1)V j   It is a random 9-dimensional vector of 

measurement noise, and H is the measurement matrix 
of the system.  
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APPENDIX-B 
Structure of the Proposed RAKF 

 

 
Fig. B-1: Structure of the proposed RAKF against sensor/actuator faults 

Source:  Created by the author 
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