WSEAS TRANSACTIONS on SYSTEMS and CONTROL
DOI: 10.37394/23203.2024.19.19 Edwar Jacinto, Fredy Martinez, Fernando Martinez

Enhanced Device-Specific Encryption for IoT: Leveraging
Microcontroller UIDs and Dedicated Cryptographic Hardware

EDWAR JACINTO, FREDY MARTINEZ, FERNANDO MARTINEZ
Facultad Tecnoldgica
Universidad Distrital Francisco José de Caldas
Carrera 7 No. 40b-53, Bogota
COLOMBIA

Abstract: - In this research, we introduce an advanced encryption system that aligns with global cryptographic
standards, emphasizing device identification and adherence to the PK CS#5 standard. Instead of relying on pseudo-
random numbers, our innovative key expansion approach capitalizes on the microcontroller’s UID, merged with
the session key, and subjected to a repetitive Digest algorithm, thus achieving a dimension apt for asymmetric
encryption protocols. Leveraging the dedicated hardware support for the SHA-256 algorithm, we compute a dis-
tinctive digest through varying iteration counts, gauging computational prowess. We employ AES128 for data
encryption, given its ubiquity and its hardware inclusion in the NXP FDRM-KS82F device. This device boasts
a Cryptographic Acceleration Unit (CAU), optimizing processing durations and memory consumption, paving
the way for autonomous cryptographic systems with viable throughput rates tailored for IoT scenarios. The mi-
crocontroller’s specialized LP Trusted Cryptography (LTC) hardware champions diverse algorithms, enriched
with atomic directives. We integrate Physical Unclonable Functions (PUFs) into our design, harnessing inher-
ent manufacturing disparities to spawn unique, hard-to-replicate keys. The key expansion is rooted in the PKI
infrastructure, sourcing a distinct number per device from the FRDM-K82F’s UID and culminating in a 256-bit
Digest, employed as the AES-CBC key and Initialization Vector (I.V.). Our empirical assessment underscores
the superior efficiency of the CAU against counterparts lacking such modules, showcasing remarkable boosts in
performance and diminished encryption/decryption intervals. Consequently, our pioneering approach emerges as
a prime candidate for fortifying [oT applications.
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1 Introduction effectiveness, widespread applicability, and strong

ity, [10].
The ubiquitous boom of the Internet of Things security, [[10]

(IoT) has exponentially expanded the landscape of in- To tackle the complex issues of security, nu-
terconnected devices, [1], catapulting the urgency for merous cryptographic strategies have emerged, [[11].
fortified and impenetrable communication channels, Ampng thesp, the salt complement methqd, [12],
[2]. As IoT penetrates homes and businesses, ensur- which combines a pseudo-random number with a user
ing essential levels of security in line with contem- ke}’g has become pqpular. However, thls.rnethod (_19@5
porary standards becomes something non-negotiable, not inherently provide a clear way to verify the origin,
[3]- This is accentuated by the spread of sensitive [13]], which is crucial for confirming the legitimacy of
data, [4], and the possibility of generating vulnera- the sender.
bilities at multiple levels, [5]. More importantly, es- Revolutionizing embedded systems, manufactur-
tablishing an irrefutable identity of the data authors, ers have augmented microcontroller architectures,
making cloning and falsification of the data unlikely, embedding specialized physical modules for discrete
is emerging as an essential requirement, [6]. functionalities, [14], [[15]]. Notably, cryptographic-
The challenge of implementing encryption in IoT centric modules offer direct, CPU-independent oper-
applications lies in balancing three critical aspects: ations, encompassing block ciphering, abstract-type
performance, energy efficiency, and robust security, unique number generation, and unique identification
[7]. While established encryption methods provide codes, [16]. This metamorphosis unlocks sophisti-
strong security, [8], they often struggle to meet the cated cryptographic capacities within cost-effective
processing and energy constraints of IoT devices, microcontrollers, aligning with benchmarked stan-
[9]. This situation highlights the need for innova- dards like those set by NIST and delivering perfor-
tive cryptographic solutions specifically designed for mance congruent with prevalent application band-
the unique requirements of IoT, focusing on cost- widths, [[17]].
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In light of this evolving landscape, and building
upon prior works examining cipher implementations
using salt complements in IoT, [[18]], [[19], our re-
search introduces an innovative approach to sender
authentication. We propose the substitution of the
traditional salt complement with a microcontroller’s
intrinsic Unique Identification number (UID), [20].
Derived from uncontrolled manufacturing variables,
[21]], this UID resonates with the ethos of Physical
Unclonable Function (PUF) technology, [22], [23]].
Our exploration is grounded in two microcontrollers,
the FDRM K82F and the STM32-F401RE, culminat-
ing in the generation of secure, verifiable keys opti-
mal for encryption, and benchmarking their perfor-
mances. Further, we harness the AES standard block
cipher, [24], [25], leveraging dedicated encryption
hardware, all orchestrated by an energy-efficient al-
ternate processor ensuring autonomous operation.

The subsequent sections delineate our research
journey: Section 2 elucidates our methodological
framework, spotlighting three pivotal components.
Section 3 chronicles our solution’s implementation,
demystifying the underpinning source code and em-
phasizing the synergy of dedicated cryptographic
hardware with intricate low-level programming. Sec-
tion 4 presents a comparative analysis between the
cryptographic-equipped FDRM K82F and the more
rudimentary STM32-F401RE. We conclude in Sec-
tion 5, synthesizing our research insights and charting
potential trajectories for future exploration.

2  Methodology

In this work, we advocate for a fortified encryp-
tion system, anchoring its foundation on an innova-
tive key generation method. This methodology aligns
rigorously with standards delineated by premier in-
ternational cryptographic entities. The linchpin of
our cryptographic architecture is its meticulous key
expansion procedure, crafted to unmistakably iden-
tify the device orchestrating the encryption. This
intricate design is underscored by adherence to the
PKCS#5 standard, eschewing conventional pseudo-
random numbers in favor of the microcontroller’s
UID. This UID, when seamlessly amalgamated with
the session key, lays the groundwork for subsequent
iterative applications of a Digest algorithm. This
meticulous process culminates in a key, congruent in
width to its asymmetric encryption algorithm coun-
terpart.

To further bolster our system’s robustness, we en-
gaged the SHA-256 algorithm to compute a distinc-
tive digest number. This algorithm underwent mul-
tiple iterations, serving as a litmus test to ascertain
the requisite computational prowess, ensuring that our
methodology not only embodies precision but also
operational efficiency.

E-ISSN: 2224-2856

178

Edwar Jacinto, Fredy Martinez, Fernando Martinez

ILTC

slave interface

LTC Registers

. > AES
interrupt

- Input FIFO

system clock >

DES

async reset

Output FIFO

> PKHA

sync reset

Figure 1: LTC architecture, [26]]

After ensuring that the user session key generates
a value with the characteristics required for the pro-
cess, the information was encrypted using AES128
since it is the most widely used encryption algo-
rithm today. For this reason, it has been included as
a hardware block within the architecture of the de-
vice called Cryptographic Acceleration Unit (CAU)
FDRM-K&2F of the company NXP, reducing pro-
cessing times and the amount of memory used; all this
makes that, over time, the embedded cryptographic
applications are stand-alone and have usable through-
put rates in real applications such as IoT.

The microcontroller has dedicated memory-
mapped hardware, shares a standard set of registers,
and has its atomic instruction set to perform the
cryptographic tasks required in this application. This
custom-made hardware by the manufacturer NXP is
called LP Trusted cryptography (LTC). A general
schematic of the architecture that makes up LTC
and the algorithms it supports directly by dedicated
hardware is shown in Fig. [T}, [26]:

2.1 PUF Function, [27]

Physical Unclonable Functions (PUF) are physical
systems of response to stimuli that are easy to mea-
sure but not easy to clone, unlike other random key
generation methods. They are generated from uncon-
trollable variations in the manufacturing process, in
this case, the number of doped atoms due to the in-
trinsic process of semiconductor manufacturing, tran-
sistor print size, and changes in the physical struc-
ture of the material due to the natural behavior of the
atoms, et cetera, such randomness, resulting from un-
predictable physical phenomena, are complicated to
attack. A series of literature talks about this character-
istic. Depending on the manufacturer or the context
in which this data is being discussed, this technology
can be referred to as UID, UUID, or Device Identifi-
cation (DIE).

Features of PUF functions
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PUFs are considered electronic bio-metric mea-
surement systems due to the way they are generated.
Since they are based on non-controllable physical pa-
rameters, just like, for example, fingerprints, these
systems are characterized by the following parame-
ters, [27]):

* Unique: It is based on an analogous real-world
physical system.

» Easy to evaluate: using the specific physical sys-
tem chosen, it is possible to check it easily.

* Randomness: because its generation is based on
real-world physical systems, its outcome is con-
sidered thoroughly random.

» Non-predictable: as a truly random system, there
1S no easy way to attempt to predict its value
based on variables common to attack pseudo-
random systems.

» Unclonable: as its generation is based on char-
acteristics intrinsic to the manufacturing process,
and because no two hardware units are identical
even if they are the same, it is not possible to
clone it.

2.2 PKCS#5 Key Expansion Process:

Variation with PUF

A key expansion process is performed using the cre-
dentials dictated by the PKI public key infrastructure.
However, in this case, instead of performing the pro-
cess of mixing the user session key with a pseudo-
random number typically called salt, it was sought
that the process of generating this key in the expan-
sion process will be performed with a unique num-
ber for each device. For this, it was chosen to read
a physical address within the internal memory struc-
ture of the FRDM-K82F device, which corresponds
to the UID number housed in the memory address
0x1FFF7A10 and has a length of 12 bytes. This num-
ber is concatenated with the session key entered by
the user, and calculation of the unique digest num-
ber is performed using the SHA256 algorithm, which
is supported by the LTC hardware managed by a co-
processor for such tasks of ColdFire(R) architecture,
which is one of the architectures handled by the man-
ufacturer Motorola, now FreeScale-NXP.

2.3 Data encryption: Block Cipher AES

Over the past decade, the paradigm governing em-
bedded applications in microcontroller-type devices
has undergone a profound transformation. No longer
confined to simplistic data interpretations, contempo-
rary systems treat readings-whether emanating from
sensors, actuators, or specialized hardware tailored
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for diverse applications-as intricate character strings.
Against this backdrop, our research entailed com-
prehensive experimentation with plaintext strings of
varying lengths. In each instance, meticulous care
was exercised to adhere to the memory map architec-
ture delineated by the LTC. Furthermore, to ensure
precision and consistency in our data manipulation,
we leveraged atomic instructions, a potent toolset pro-
vided within the manufacturer’s Integrated Develop-
ment Environment, MCUXpresso.

For such programming, it is necessary to provide
the AES function with the following parameters: the
session key after the key expansion process under the
PKI standard and the mixing type of the key with the
initial round. Such modes of operation of AES are
shown in previous works [28]); in this case, it was cho-
sen to use the AES-CBC mode since the internal ar-
chitecture of the device supports it. It is of vital im-
portance to emphasize the correct use of the key ex-
pansion since two numbers are required to perform
the encryption process in the different AES modes,
one is the expanded session key, and the other is the
Initialization Vector (IV) of the same length, in this
case, the key was expanded to 256 bits, and 128 bits
were taken for the expanded session key and 128 bits
for the IV.

This application seeks to leave a trace of the device
that performed the information encryption process;
therefore, the pseudo-random number is replaced in
the PKCS #5 scheme by the PUF of the device, but
it should be clarified that to complete the process,
the number resulting from the key expansion process
must be stored locally or in the cloud along with the
unique number of the UID device, all this must be
done securely, using the available resources and fol-
lowing the guidelines of international cryptographic
entities.

2.4 Development: Block Diagram

Once the element to perform the complete encryption
process is clear, it is necessary to understand the com-
plete flow of the application; Fig.[2|is shown the gen-
eral block diagram of the application. This diagram
shows all the information flow of the key expansion
on the left side and the block cipher part on the right
side using AES-CBC.

The first process within the algorithm is to cap-
ture the unique identification number of the device;
this is done by reading a specific memory location,
then the session key must be obtained using the serial
port of the device as a method of entry for the user,
then the digested key is concatenated with the UID;
for this work, this methodology is used, but in future
work is expected to improve the Human Interface De-
vice (HID) or method of entry in this way to make in-
teractive applications, or that have the possibility of
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remote access. Subsequently, the CAU, through the
block dedicated to calculating unique numbers or di-
gest, uses the SHA256 algorithm iteratively in order
to give different levels of security, for which a series
of tests were performed verifying the amount of time
required to perform the above process, at the end the
digest of 256 bits is obtained which consists of a num-
ber used as Key and . V. for the AES-CBC algorithm,
the above shown on the left side of the diagram.

The block diagram’s right segment elucidates the
intricate mechanics underpinning the encryption and
decryption processes. Central to our empirical evalu-
ation is the deployment of a microcontroller’s intrin-
sic physical timer as a pivotal test parameter. This
meticulous approach facilitates a granular assessment
of the processing durations expended by the Crypto-
graphic Acceleration Unit (CAU) across diverse in-
formation magnitudes, thereby equipping us with em-
pirical metrics to gauge throughput for varying sce-
narios. To ensure data fidelity, each encryption or
decryption operation is accompanied by a rigorous in-
formation integrity assessment. It’s imperative to un-
derscore that the encryption mechanism commences
with a foundational key paired with an Initialization
Vector (I.V.). However, the decryption paradigm
mandates the nth [.V., given the encryption’s inherent
intricacies. Post-decryption, it is crucial that the deci-
phered data reverberate in its original plaintext form,
conjoined with the inaugural I.V. birthed from the key
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Figure 2: General block diagram of the application

expansion trajectory.

3 Implementation

The prototype was assembled using the NXP
FDRM-K82F microcontroller, chosen for its inte-
grated Cryptographic Acceleration Unit (CAU) and
LP Trusted Cryptography (LTC) hardware, which
significantly reduces processing times and memory
usage. The selection criteria for this microcontroller
were based on its robustness, accuracy, energy effi-
ciency, cost, and availability. By utilizing the UID
of the microcontroller, the proposed encryption sys-
tem eliminates the need for pseudo-random numbers
in the key generation process, resulting in a more se-
cure and efficient solution.

For this case, an embedded software application
was made in a microcontroller-type Stand-Alone de-
vice. This application is written in ANSI C language
in the FreeScale-NXP MCUXpresso IDE. It is impor-
tant to emphasize that this implementation must be
done in a mandatory way in a Bare-metal program-
ming mode since native and atomic functions of this
IDE must be used to access the hardware resources
of the CAU. On the other hand, previous work has
been done using higher level IDE’s, using Rtos and
with C++ programming, which can be used as a ref-
erence to compare the performance of this type of so-
lution using only the power of a CPU that does not
have hardware blocks dedicated to cryptography. A
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- @ O

1 // main process

2  main(void)

3 CPUClockCycleCheck();

4 Peripherals init();

5 tc();

6

7 // LTC Process start

8 static void ltc(void);

9 uid = UIDExtract();
10 clave = KeywordRead();
11 CAUinit();

12 hash(uid+keyword);
13

14 // HASH process start
15 static void hash(uid+clave);

16 n = rounds;

17 key = hash(uid+keyword,n);
18 AES(key);

19

20 // Encrypt and Decrypt
21 static void AES(key);

22 messagge = UARTmessage;

23 StartTime;

24 encryptedMessage= Encrypt(key,UARTmessage);
25 EndTime;

26 t1 = EndTime - StartTime;

27 StartTime;

28 DecryptMessage = Decrypt(key,encryptMessage);
29 EndTime;

30 t2=EndTime-StartTime;

Figure 3: Pseudo-code

pseudo-code of the embedded software application
programmed for the FRDM-KS82F in bare-metal is
shown in Fig.

Like all applications for this device, a hardware
verification must be performed, starting with the sys-
tem clock, it is prescaling, and internal or external
clock sources, depending on the application and the
power consumption required. Then, all necessary pe-
ripherals are configured, such as communication ports
for reading sensors or external modules. Many pro-
grammers make a series of APIs tailored for such
configurations. In this case, a function that uses the
ARM CMSIS layer facilitates application compatibil-
ity tasks.

A statement is also used to turn on the CAU unit
using LTC. This hardware module is instantiated in
a static function with no input or output parameters,
thus generating the memory space and initializing the
dedicated hardware.

The first parameter is the UID obtained by read-
ing a position in the device’s FLASH memory in a
specific zone, which is mixed with the key entered
by the user. Having both the UID and the session
key, we perform the necessary iterations to expand the
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Figure 4: Performance comparison

key. Without first initializing the required hardware,
the number of iterations within the key expansion pro-
cess is dynamic depending on the degree of security
and the time available for this task.

From the previous process, the AES block cipher
requires a key of the same size, and the I. V. is returned
to encrypt the plain text to be sent securely. Finally,
some functions perform the process of encryption and
decryption of the information, for which the UART
makes transmission of the information of the micro-
controller, and the times for each process of the infor-
mation are measured, all this to perform the measure-
ments of the metrics proposed and required.

4 Findings and results

To validate the efficiency of the system with hard-
ware dedicated to cryptography, which for this man-
ufacturer is called CAU, compared to a device with
similar performance but without this type of dedicated
modules, a comparison of the time of each of the cryp-
tographic processes was made, which can be seen in
Fig. @ where the high performance of the microcon-
troller with cryptographic tools in dedicated hardware
is clearly evidenced.

In the key expansion process, there is a signifi-
cant difference between the two systems because an
iterative process generates an exponentially increas-
ing variation, going from a few nanoseconds to 120
microseconds.

As for the encryption process, tests were per-
formed with character strings entered through the se-
rial port more minor than the size of the cipher; in
other words, AES256 was used, and the test strings
were smaller than this size, so the algorithm auto-
matically completed the information to the size of the
block by filling with zeros to the right.
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Figure 5: HASH rounds in key expansion algorithm

Typically the size of the readings of a sensor or a
group of them is in Ascii format, and in the vast major-
ity of cases, it is of small size (less than 32 characters)
and therefore smaller than the 256-bit size, which is
the block size of the cipher.

So, for any of the cases, the throughput does not
exceed 100 microseconds, which generates an aver-
age of 256 bps for a microcontroller without hard-
ware dedicated to cryptography, which is acceptable
for some range of IoT or similar applications, but if
the encryption and decryption process is performed
using the CAU unit, the throughput of 38.4 Mbps
is achieved, a speed comparable to the speed of the
CPU. With 256-bit packet encryption, the bandwidth
of possible encrypted information enters the audio
spectrum and, generally, any application that can be
performed on a microcontroller of this range.

On the other hand, a measurement of the execution
time of the algorithm in the FRDM-K82F was per-
formed using the CAU SHA-256, changing the num-
ber of iterations to give the algorithm a higher degree
of security. Such a table is shown in Fig. [5| where the
execution times are shown concerning the number of
iterations of the key expansion process.

Even if a fair number of rounds are generated for
this application, they always reach 100 nanoseconds,
1000 times faster than the average time it takes a user
to enter each character through the serial port.

Our empirical findings unequivocally validate the
prowess of the UID-centric key generation methodol-
ogy in sculpting a key of optimal width, seamlessly
harmonizing with asymmetric encryption paradigms.
Further accentuating the system’s robustness is the in-
clusion of dedicated cryptographic hardware, which
not only delivers a pronounced uptick in operational
efficiency but also dramatically truncates process-
ing intervals associated with both encryption and de-
cryption endeavors. This heightened performance
dovetails with the integration of Physical Unclonable
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Functions (PUFs), which ingeniously exploit inher-
ent, non-deterministic discrepancies present during
the manufacturing phase to spawn singular, stochas-
tic keys—rendering replication endeavors ostensibly
insurmountable. Furthermore, our analytical assess-
ment illuminated the system’s commendable energy
frugality paired with impeccable data precision. Col-
lectively, these attributes underscore the system’s
preeminence as a quintessential cryptographic solu-
tion tailored for the intricate demands of secure loT
ecosystems.

5 Conclusion

This research unveils a groundbreaking alternative
for fortifying IoT and sensor network applications. At
the heart of our proposition is the judicious employ-
ment of Physical Unclonable Functions (PUFs) or the
device’s Unique Identification (UID) number. This
strategic integration ensures that each encrypted in-
formation packet remains indelibly stamped with an
unreplicable signature, thereby infusing the applica-
tion with an unparalleled security layer whilst con-
currently maintaining a discernible digital footprint of
the data originator. To harness the full capabilities
of the device, we leveraged the MCUxpresso devel-
opment environment, sculpting our solution in the C
programming language, underscored by a bare-metal
programming paradigm.

Furthermore, we introduce an avant-garde adap-
tation to the quintessential salt usage in key expan-
sion processes, supplanting the conventional pseudo-
random number with the device-specific UID. This
approach is meticulously aligned with the PKCS#5
standard delineated by NIST, enhancing the robust
management of user session keys across a plethora
of application domains. It’s worth noting that this
innovation builds upon and amplifies the founda-
tional work of the Embedded Information Security
(SIE) research group. Our meticulously crafted se-
curity framework not only assures data confiden-
tiality across myriad applications deployable on a
microcontroller of this computational prowess but
also achieves staggering throughputs exceeding 150
Mbps. This is further complemented by an expedited
key expansion process, executed with ample itera-
tions to bolster security, yet remarkably swift—sur-
passing the time a user would typically expend in in-
putting a single key character.

A synthesis of our research insights reveals the
pragmatic feasibility of UID-centric key generation,
the pronounced efficiency dividends reaped from
dedicated cryptographic hardware, [|1]], and the holis-
tic robustness of our proposed encryption blueprint.
Collectively, our findings champion our encryption
paradigm as an optimal cryptographic solution for [oT
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ecosystems, adeptly balancing performance metrics,
energy frugality, and impregnable security.

Peering into the horizon, we envision augmenting
our cryptographic architecture by architecting a com-
prehensive system adept at managing session keys
and PUF or UID numbers. This envisioned system
would seamlessly integrate asymmetric encryption al-
gorithms like RSA, [14], or ECC, [15]], [11]]. Fur-
thermore, we aim to harness cloud-based platforms,
such as AWS, renowned for their prowess in secure
data transit. This would invariably facilitate robust
user access management for stand-alone applications,
thereby further solidifying our cryptographic frame-
work.
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