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Abstract: - Using the cyclotomic classes and generalized cyclotomic classes for sequence design is a well
known method. In this paper, we study the symmetric 2-adic complexity of sequences based on generalized
cyclotomic classes of order two. These sequences with period 2p™ have high linear complexity. We show that
the 2-adic complexity of these sequences is good enough to resist the attack of the rational approximation
algorithm. The 2-adic complexity is the measure of the predictability of a sequence which is important for
cryptographic applications. Our method of studying 2-adic complexity is based on using the generalized “Gauss
periods”.
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1 Introduction Using the cyclotomic classes and generalized
Pseudo-random sequences are widely used in secure cyc.lot(?mic classes is a W?H kf}OWn method.of
and reliable communications. They have a lot of designing sequences with high linear complexity,
characteristics like period, auto-correlation, and (1], [2]" (31, [4], [5]. The 2-adic c'omp'le.xny 18
complexity of sequences. Any binary periodic another important measure of the predictability of a
pseudo-random sequences can be generated by sequence. Thus? it is useful to st}ldy the 2.—adlc
linear feedback shift registers (LFSRs) or feedback comple)qty of binary sequences with large linear
with carry shift registers (FCSRs). The rational complex.lty. _ o

approximation algorithm (resp. Berlekamp-Massey 2-adic comple?glty of sequences with 1de?11 two-
algorithm) showed that any binary periodic level auto-correlation was completely determined by

computing the determinant of a circulant matrix and
the greatest common divisor of two numbers, which

2m (resp. 2l) consecutive bits, where the 2-adic are associated with the corresponding sequences,

complexity (resp. linear complexity) is defined as [6]. This method was further used to study the 2-

the length of the shortest FCSRs (resp. LFSRs) that adic complexity of interleaved sequences, [7].
can generate the sequence. Furthermore, applying the property of ideal two-

level auto-correlation, a simple method was

sequence having 2-adic complexity m (resp. linear
complexity 1) can be completely determined by its
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proposed to show that ideal two-level auto-
correlation periodic sequences have the optimal 2-
adic complexity, [8]. This approach was extended to
study the 2-adic complexity of the two-prime
generator [9] and binary sequences with period 4N
and optimal auto-correlation magnitude, [10].
Among the ideal two-level auto-correlation periodic
sequences mentioned above, Legendre sequences
were constructed based on the classical cyclotomy
of order two, and their 2-adic complexities are
optimal, [6], [8], [9]. For other binary cyclotomic
sequences of order two having large linear
complexity, by the method in [6], the 2-adic
complexity of Ding-Helleseth binary sequences with
period p? was proved to attain the maximal value
[10] and a lower bound on 2-adic complexity of
Ding-Helleseth binary sequences with period p™

was given, which is larger than %, [11]. Other

issue for studying of 2-adic complexity was propose
in [12], where using generalized “Gauss periods” for
derivate of 2-adic complexity of Ding-Helleseth-
Martinsen binary sequences with a period 2p.
Further, according to [13], the symmetric 2-adic
complexity is better than the 2-adic complexity in
measuring the security of a binary periodic
sequence.

In this paper, we study the symmetric 2-adic
complexity of sequences are based on generalized
cyclotomic classes of order two. These generalized
binary cyclotomic sequences with period 2p™ were
proposed in [3] and according to [3] they have high
linear complexity. For any of these sequences, to
determine its 2-adic complexity, it suffices to find
the greatest common divisor S(2) and 220" _ 1,
where S(x) is the generating polynomial of the
sequence. To do this, we will use generalized
“Gauss periods” proposed in [12]. Consequently, it
is proved that the 2-adic complexity of these
sequences is optimal. Our results show that the
symmetric 2-adic complexity of these sequences is
large enough to resist the attack of the rational
approximation algorithm.

The remainder of this paper is organized as
follows. In Section 2, we introduce some basic
concepts and the main result. In Section 3, the
properties of generalized polynomials of sequences
and subsidiary Lemmas are given. Section 4 gives
the proof of the main result and completely
determines the symmetric 2-adic complexity of
sequences.
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2 Preliminaries

Throughout this paper, we will denote by Zy the
residue class ring modulo N for a positive integer N,
and by Zy the multiplicative group of Zy.

2.1 Generalized Cyclotomic Sequences

Let p be an odd prime and n be a positive integer.
Assume that g is an odd primitive root modulo p™.
Then g is also a primitive root modulo 2p™, [14].
Below we recall the notation of Ding-Helleseth
generalized cyclotomic classes of order two [15]
and the definition of generalized cyclotomic
sequences proposed in [3].

Forj=1,2,---,nand i = 0,1, we put:
p®D={gi*2t(mod pl) | 0st<p/~(p-1)/2};

Di(zz’j):{gi“t(mod 2pl) | 0st<pi—1(p-1)/2}.

Here and hereafter a mod  denotes the least
nonnegative integer that is congruent to a modulo g.

The cosets Di(p]), i = 0,1 are called Ding-Helleseth
generalized cyclotomic classes of order 2 with
respect to p’/. By the definition, we have that

IDPD| = | D#P) = pi~t(p—1)/2 for i = 0,1. It
is obvious that {DSZp]),Dl(Zp])} forms a partition of

*

ZZp ; and

n
Typn = U pn (Dézpi) U Dl(zpj) U ZDé”j)
j=1 ,
u 2Dy U {0,p™}.

As in [3], let Hl.(p]) = p"‘jDi(p]) and Hi(Zp’) =
p™/ Dl.(ZPJ) for i = 0,1. Throughout this paper, the
subscripts in Di(p]), Dl.(2p}), Hl.(p]) and HL.(ZPJ)
computed modulo 2. Set

n

- (2p’) ®)
C = U (HEZ v 2mP?) U (0)

j=1
and CO = Zzpn\Cl, where (il' iz, ...,in) € [121 1S a
defining vector and

arc

. (i if p = +1(mod 8), 5
% = ij + 1(mod2), if p = +3(mod 8). 2)
Then generalized cyclotomic sequences u* =

(ug, uq, Uy, ... ) with period 2p™ can be defined as
_ {0, if i(mod 2p™) € C,,
i

1, if i(mod 2p™) € C;. 3)

Example. Let n = 2, (iy, i) = (0,1). Suppose p =
5. Then D = (1,4}, DI = {2,3}, DP = {1,9},
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P =37}, p{P) =
{1,4,6,9,11,14,16,19,21,24},

p") = (2,3,7,8,12,13,17,18, 22, 23},
DY) =(1,9,11,19,21,29,31,39,41,49},
Dl(wz) ={3,7,13,17,23,27,33,37,43,47},
(fo1) = (1L0).  Thus, Cp=DI")uD® U
20 U pp .

and

2.2 Adic Complexity

The linear complexity and auto-correlation of these
sequences were studied in [3]. In this paper, we will
consider the 2-adic complexity of these sequences.

The 2-adic complexity was first studied in [16],
[17]. Below we recall the definition of the 2-adic
complexity of a sequence in [16].

Let s*° = (sg, 51, ---,Sy)® be a binary sequence
with period N, where N is a positive integer. Its
generating polynomial is S(x) = YN ! sixt €
Z[x]. Then the 2-adic complexity of s® can be
defined as

o 2N_1

CD(S ) = llogz (gcd(S(Z), N_1) t 1)]' (4)
where | x| is the greatest integer that is no more than
x, and gcd(a,b) denotes the greatest common
divisor of two integers a and b. Particularly,
®(s®) = N if and only if gcd(S(2),2YN — 1) = 1.
In this case, the 2-adic complexity of the binary
periodic sequence reaches the maximal value.

3 Main Result

Using the generalized “Gauss periods” to compute
ged(S(2),2N — 1), we get the main result of this
paper as below.

Theorem 3.1 Let u® be the generalized cyclotomic
sequence defined by (3). Then ®(u™) = 2p™.

3.1 The Properties of S(2)

In this section, we give some subsidiary lemmas on
the basis of the properties of generalized cyclotomic
classes and present the definition and the property of
“Gauss periods”, which will be used to compute the
2-adic complexity of u™ defined in (3). By (4), we
need to study the greatest common divisor of S(2)

and 22" —1. In this section we study
me+1i1 .
S(2)(mod W), sice
n 2P 11 27" 41
20" 41 e (2P £ 1).

= opn1 1 : 2Pz 1
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We also show how these residues are connected
with Gauss periods. First, we investigate the
properties of generalized cyclotomic classes.

3.2 The Properties of Generalized

Cyclotomic Classes
The properties of generalized cyclotomic classes are
well-known. Here we only list some necessary
properties for further use in the following lemma.

Lemma 3.1 With the notations as above, let [ and k
be two integers with 1 <l <k <n. For i = 0,1,
we have:

k l k
(i) D7 (modp') = DP? and DY (mod2p') =
(2ph).
D&, l
(i) if b€2DP?, then (b+ 2tp')(mod2p*) €
®" . (2rh
2D;" 7 and if beD™’, then (b+
l K (2p") :
2tp*)(mod2p*) € D, forany t € Zy;
k
(iii) 207 = (b,b +2p!, .., b + 2" -
l k
Dp' | be2pP} PP = (b,b +
l
2pL, .., b+ 2(p" = 1)p! | be DPPOY.

and

Proof: (i) The statements can be obtained by (1).

(i1) Note that g is an odd primitive root modulo both

l

) and
l l k l

Di(ZPk), we have 2DL.(7[J ) ¢ ZDL.(IKJ ) and DL.(ZIZJ ) ¢

D#?) for i = 0,1. Since b + 2tp! = b(mod2p),

the second conclusion follows from (1).

(iii) Let H2{bb+2p,...,b+2(p" " -

l
Dp'|be 2Dlp }. For any element x € H, we have
ke k
x €2D®” by (1) and (2). Hence H € 2D, On
l
the other hand, the order of |H| = |2Dl.(7[J )| phl =

=100, _ k=1(,_
g > (zp 1).pk—l =2 P2 ;p D Then |H| =
k
by (1). Therefore, we have H = 2Di(p ),
Similarly, we get
k
DPPD = {b,b+2p!,...b+2(p* " = p! | b€

(2rH
D"y,

p™ and 2p™, from the definitions of Di(p

k
120%7

3.3 Subsidiary Lemmas

M1y .
Now, we derive S(2)(mod Zl’Ti-l) in this

subsection.

Lemma 3.2 Let m=0,1,..,n—1 and k=
1,2,...,n. Fori = 0,1, we have
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22pm+1 _ 1

f S
27 (mod 20 1 )

fepn‘kD.(ZPk)

n—k _
(2P e - 1)/2,
4 pnm-1 Z 2/ if k=n—m,

if k<n—-—m,

feDi(Zp)
0, otherwise
and
2pM+1_q
f -
2 (modzzp,,1 — 1)
fezpn-kp®P")
(pk_l(p—l)/Z, if k<n-—m,

m

_{ pn—m—l z pr )
fezp®
L o

Proof: Since the second statement can be proved by
the same method as the first one, its proof is omitted
here. Next, we prove the first statement.

if k=n—m,

otherwise

According to the value of k, we consider the three
cases.
(i) Letk <n—m. Thenn — k > m and

- m k
2/ = 27" (mod2?™" — 1) for f € p”_kDi(ZP ),
Thus, we get

me+1 _ 1

f S
27 (mod 20 ]

—k (2p%)
fep™D;

)

n-k _
=2 "N - 1)/2.
(i1) Suppose k = n —m, thenn — k = m. By
k
Lemma 3.1 (iii), for [ =1, we get mei(zzo ) _
p™b,b+2p,...b+2(*1—Dp | be Di(Zp)}_

2pMt+i_q

Hence
z:f E€p™D

pk=1 ZfED.(Zp) 2™,
4
(i1) Let k > n — m. It followsm —n + k > 0.

2
(k) 27 (mod — ) =

i

According to
k
pn—kDi(ZP ) {bpn_k,bpn_k +2p™, ...,bpn_k +
m-n+k
2™ ™ —1)p™ | be D),

Lemma 3.1 (iii), we have

Since
obp™ K | obp™Ra2p™ Ly obp" K2 -1)p™

ok 229" -1

— 7bp R
2 22p™ _ 1

m+1 2pN

22P7 -1 L. 22P7 -1
T divides S it follows that

and ZZPT
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22pm+1_1

2/ (mod =0

22r™ — 1)
fep”‘kD.apk)

in this case.

The following lemmas will be heavily used to

investigate the 2-adic complexity of u® in Section

4.

Lemma 3.3 Let u®™ be defined by (3) and S(x) =

Z?fg - u;x* be its generating polynomial. Then

) Pty

(1) S(2)(mod Py )=
pn—m—l (ZfEDi(rzf)m 2/p™ 4 ZfEZDi(z)_m prM> n
pn—m—l.

i 5(2)(mod oty =
(i) @)(modZ ) =
pn—m=1 (ZfEDi(rzf)m 2™ 4 Zfezbi(fl’)_m 2fp’”> + 1.

Proof: By definitions of the sequence u™ and S(x),

we haVC 5(2) =1 + 21]'(1:1 ZiEH(ZPk) k) zl =
i

u2H®
ik

14 n:m—l X 2i+ i 2i
Zie=1 ZiEp”_kDi(;p ) ZiEan_kDi(If )
n )

+ Zk=n—m+1 2

X

k ko 2Y 4
iepn‘k(Di(:p )uzpi(]f )
n-my 2L+ Y.

iEmei(rzlfm lEmeDi(::

n-my 28,
-m

According to

22014 e m
S(2) (mod T >pn m 1ZfezD-(p) 2™ 4

In-m
1+ 2=yt (zp"_k + 1) pk1 4+
PR pem 2T (5)

ln-m

Lemma 3.2, we get

LetA = %ZQ;T‘I (an—k + 1)p*=! and consider

it in two cases.

(i) Since 27" =1(mod2P™"" = 1) for k<n—
m — 1, it follows that
n-m-1
A= p*~1(p — 1)(mod 2™ - 1).
k=1

m+1

Hence A=p™ ™ !—1(mod2P  —1). Thus,

the first statement of this lemma follows from (5).
(ii) Here we observe that 2P" ™ = —1(mod 2°™"" +
m+1

1) for k<n—m-—1, then A=0(mod 2P ~ +
1). Hence, we also obtain (ii) from (5).

Lemma 3.4 With the notations as above, we have
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(1) ZfEDl(rzlpzn 2/p +Zf€2Dl(:Z)m 2 ™ =
25sep® 277" (mod 2P™"" - 1);

(i1) ZfEDl(yzlpin 2™ 4 ZfEZDl(Z)m 2fp™ =
0(mod 2°™"" 4+ 1).

Proof: It is well known that 2 € Dép) when p =
+1(mod 8) and 2 € Dfp) when p = +3(mod 8).

Hence, if h € D with i = 0,1, then 2h(mod p) €
D® for p=+1(mod8) and 2h(modp) € DP)

i+1
for p = +3(mod 8). Based on this, the statements

(i) and (i1) will be proved as below.
() If £ € D) then f(modp) € DI by (1).

Furthermore, we get that f(modp) € Di(:—)m by (2)
if fe 2D(p) . This completes the proof of (i).
(i) If f € Di(f_pi, then f(modp) € Di(f_)m and f is

odd. Hence f + p = 21. It follows f = 2l(modp).
By (2) and the above analysis, we get [(modp) €

5:) . From (1), we have that (f + p)(modp)

2l(modp) € ZD(p) . Note that 2P =
—2F+p)p™ (m d me“ +1), then
Licpen 2 e + X ep® 2 fo

ln-m in— m

= 0(mod v + 1).
This completes the proof of Lemma 3.4.

According to Lemma 3.4, to determine the

gcd(S(2), 22" _ 1), it suffices to study the sums
obtained.

3.4 Generalized “Gauss Periods”

To compute the 2-adic complexity of sequences
defined by (3), we generalize the notion of “Gauss
periods” presented in [12] to determine the greatest
common divisor of two integers S(2) and 22P" 1.
In this subsection, we introduce the definition and
properties of the generalized “Gauss periods”.

Let a = 2P". The generalized “Gauss periods” is
defined as:

ma@= Y o,
jeDi(p)

i=0,1

By Lemma 3.4, we have Zf p® 2™ =

m+1

n:(27P™). Thus, the values S(Z)(mod L

determined by the generalized “Gauss periods”. In

—m——) are
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conclusion of Subsection 3.3 we recall some of their
properties.

It is clear that n;(a?) = n;(a)(moda? — 1) for b €

Dép) and

P_1
no(@) +mi(a) ===

~1. (6

The following property of “Gauss periods” was
discussed in [18].

Lemma 3.5 With the notations as above, we have

L no(a) - n1(a)
=+(+1)/4(mod (a? —1)/(a—1)),if p=
+1(mod 4).

4 Proof of the Main Result

Proof of Theorem 3.1: According to (4), to prove
Theorem 3.1, it suffices to prove ged(S(2), 227" —
1) = 1. We will proveit by contradiction here.

Let d be a prime divisor of ged(S(2),2%°" — 1).
Then d # 2 and d divides 27" — 1 or 2P" + 1.

Since 2¥ = 1(mod 3) when k € Hi(ZPJ)and 2k =
~1(mod 3) ifk € HP",it follows by (3) that
S(2) = 1(mod 3). Hence d # 3. As notedbefore
2P"+1 2 1
2pn—1 +1 ' an—z +1 s
hence there exists an integer m such that d divides

m+1

P+ 1)/2P" + D with0<m<n-—1.

2" +1 =

.. (zp + 1)'

We consider the following two cases.

m+1
(1) Let d be a prime divisor of gcd(S(2), %)

for some m € {0,1, ...,n — 1}. First of all, we note

that d #p. In fact, assume that d =p, then p
m+1
— and 2P™" = 1(mod p).

divides T It is

impossible, since2”P™! = 1(mod p) by Fermat's
little theorem.

Further, from Lemma 3.2, we get S(2)=
pr-m-1 (2/‘6’31-(,21’_73” 2P +§jfE 20® 2/P™ 4

1) (mod d) and we see by Lemma 3.4 that
S)=p" ™| 2 2/P" 41

®)
f EDLn m

(mod d).
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According to the definition of the generalized
“Gauss periods” introduced in Subsection 3.3, we
obtain

S2) =p™™ (2, _ (2P") + 1) = 0(mod d).

Since  ged(2,d) =1 and, it follows
that nin_m(zp’") = —1/2(mod d). By (6), we also
have mn_m+1(2pm) = —1/2(mod d). Then from
Lemma 3.3 we get (£p +1)/4 = 1/4(mod d).
Hence, p=0(modd), which leads to a
contradiction.

(i) Let d divide ged(S(2), (2P + 1)/(2P" + 1))
for certain integer m with0 <m <n — 1.

m+1

Applying Lemma 3.2 again, we get:

s@)=prmt 27" 4 Z 2/r™
rep? reap®
+ 1(mod d).

By Lemma 3.4, we have that S(2) = 1(mod d)in
this case. This is impossible since d divides S(2).
The proof of Theorem 3.1 is completed.
Theorem 3.1 shows that the 2-adic complexity of
these sequences is good enough to resist the attack
of the rational approximation algorithm.
Remark. As to note before, for measuring the
security of a binary periodic sequence, the
symmetric 2-adic complexity is a finer measure than
the 2-adic complexity, [13]. The symmetric 2-adic
complexity is defined as

®(s*) = min(P(s?), P(3™)),
where §%is the reciprocal sequence of s*.

Let S(x) be the generating polynomial of %®. Then
S(x) =% uy_ex1

Hence
N N-1
25(2) = Z Uy 2t = Z U2t + ug2N — g,
=1 t=0
So 285(12) = YNt u_,28(mod 2V — 1). It is clear

k k
that —t € p"*DP or —tep"*DP) if te

—k @)
p" D" . Hence, the sequence

(ug, U_q,U_y, ..., U_n4+1) can be defined by (3) too.

Therefore, by Theorem 3.1, we have ®(u®) =
d(u™) = 2p™.

That is to say, the 2-adic complexity and the
symmetric 2-adic complexity of sequences defined
by (3) are optimal.
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Numerical experiments have been done for 5 <
p <1000,n=12 and 5<p <100,n=3in
accordance with statements of Theorem 3.1 and
Remark.

5 Conclusion

We developed the method for analyzing 2-adic
complexity proposed in [12] for sequences with
period 2p. We prove that the 2-adic complexity and
symmetric 2-adic complexity of considered
sequences attains the maximal value. The approach
of this article can also be used to study the 2-adic
complexity of other generalized cyclotomic
sequences. Moreover, with this method we can
study the m-adic complexity of series of cyclotomic
sequences.
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