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Abstract: - The rapid evolution of ToT networks has led to an increasing number of devices connecting to the
internet, exposing them to various cyber threats. Detecting intrusions in [oT environments is essential but
challenging. Network Intrusion Detection Systems are vital in analyzing network traffic to differentiate normal
and malicious activities without compromising security. However, the abundance of benign traffic complicates
accurate detection. To overcome this challenge, we propose an Ensemble-based Network Intrusion Detection
Systems framework, where five Machine Learning classifiers are combined through a Stacking approach and
with nature-inspired feature selection techniques to enhance the detection effectiveness. The performance of the
proposed model was compared to four base models - Random Forest, Extra Trees, AdaBoost, and Gradient
Boosting - in terms of several metrics. The experimental results on the CICIoT2023 dataset reveal that the
proposed stacking model consistently outperforms the base classifiers across all evaluation metrics.
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1 Introduction performance. Ensemble learning benefits from the
Heterogeneous IoT networks pose serious difficulty weaknesses of the individual classifiers, especially
in learning and characterizing complex traffic when there is little training data, and stacklgg
patterns due to the existence of different protocols ensemble methods have been found helpful in
and connected systems, [1]. The more considerable enhancing Network Intrusion Detection Systems
network traffic has many benign flows and a small (NIDS).

number of malicious flows, making the process In 1992, Wolpert  proposed  Stacked
valuable in making more sophisticated attack Ger}erallzatlon, [4]. It has se-rved as a fundamer}tal
detection problematic. Single machine learning basis for many modern solutions. With the growing
(ML) classifiers often do not have sufficient Interest mn integrating ML and deep DL rpethods,
strength for effective detection and reliable various studies pres.ented NIDS,  significantly
classification of intrusions in such environments, enhancing the detection performance based on
[2]. In response, scientists have utilized ensemble stacking ensemble methods. For 1nstance., quthors m
classifiers [3], which combine several separate [5] developed a.stacklng model combining three
models to improve the accuracy and detection base models, Linear Regression (LR), Random
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Forest (RF), and K-Nearest Neighbors (KNN), and a
Support Vector Machine (SVM) as the meta-model
with an entropy-based feature selection strategy.
The performance on UNSW-NB15 and UGR’16
datasets demonstrated 94% accuracy and a 5.2%
False Alarm Rate (FAR), although the model has
not been evaluated in real-world IoT environments.
Likewise, the authors in [6] proposed B-Stacking, a
method that combines boosting and stacking with
KNN, RF, and XGBoost, which is used as base
models to remove the bias and variance and improve
level-1 mode data quality. Another work [7], used a
stacking ensemble with RNN to identify whether an
instance belongs to an anomaly in the BoT-loT
dataset with satisfactory results for binary and
multi-class (5 and 11 classes) properties. The
authors in [8] developed an IoT NIDS that reduces
false positives. The system records 85.81% for
binary classification and 83.83% for multi-class
classification, using the NSL-KDD dataset and
KNN decision trees through Bagging and Boosting
ensemble methods. In [9], the study has proposed a
NIDS with base learners as XGBoost, KNN,
Gaussian Naive Bayes, and RF as meta-classifiers,
achieving a detection rate of 99.99% on the DS20S
dataset. In [10], the authors proposed a stacking
ensemble framework called DIS-IoT with LSTM,
CNN, DNN, and MLP models and achieved high
accuracy on different open-source datasets: 99.6%
(ToN _IoT), 98.7% (CICIDS2017), and 99.7%
(SwaT).

This work introduces an NIDS designed to
effectively and accurately detect various categories
of DoS and DDoS attacks in IoT networks. We
implemented nature-inspired feature selection
methods to reduce dimensionality and remove
redundancy by selecting the relevant features of the
CICIoT2023 [11] Dataset. The framework is based
on the stacking ensemble approach, where four base
learners are integrated: Random Forest (RF), Extra
Trees (ET), AdaBoost (Ada), and Gradient Boosting
(GB). Logistic Regression (LR) is used as a meta-
learner to combine their outputs effectively. This
advanced architecture processes the input data and
delivers a robust final classification.

The structure of this paper is as follows: Section
2 elucidates the methodology employed in
developing our NIDS proposal. Section 3 presents a
detailed analysis of the experimental results. Section
4 concludes this research endeavor.

2 Methodology

This section outlines a systematic methodology for
building and evaluating a stacking model for
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intrusion detection in an IoT environment Fig. 1.
First, the preprocessing steps are conducted to
optimize the dimensionality of the CICIoT2023 [10]
Dataset. We refine the dataset by focusing solely on
DDoS attacks. Then, we select and identify features
by calculating their importance and correlation from
the given dataset to make the dimensionality
optimum and relevant. Splitting the data into
training, validation, and test sets is the final step of
the preprocessing stage.

.......

S

Fig. 1: Methodology Flow Chart

For each base classifier, the hyperparameter
tuning is performed with GridSearch. To measure
the performance of different models, we propose a
new measure called the Tuning Score (TS), which,
in our case, is equal to the ratio of accuracy to the
time to complete the tuning operation. The concept
of accuracy was introduced to achieve an
outstanding balance between prediction exactitude
and computation complexity, and it is essential in
actual NIDS, where false alarm elimination and fast
response are valuable.

The individual training outputs of these base
learners are then combined to form a new dataset,
which serves as the input for the meta-classifier.
The meta-classifier is trained to adjust for the errors
of the base classifiers, leveraging their outputs to
optimize predictive accuracy. We also employ 5-
fold cross-validation for the meta-classifier training
phase to further enhance generalizability. This
iterative process helped to minimize errors and
improve the stacking model's overall performance.

Finally, the trained base and meta-learners are
stored, and the stacking model is constructed and
prepared for testing. We use the test dataset to
assess the stacking model through multiple
evaluation metrics, which will be explained in the
following section. The evaluation approach teaches
us about using thorough data preprocessing, model
stacking, hyperparameter tuning, and cross-
validation to develop an intrusion detection system
with high-performance levels to manage complex
real-world network security complexities.
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2.1 Data Processing

The IDS requirements determine three sequential
processes for preparing experimental data. The
initial data processing stage transforms and reduces
the information to meet modeling standards and
enables efficient computation. The second
preprocessing stage reveals the linkages between the
system inputs and output targets. The final step uses
feature importance methods to recognize essential
data patterns and unimportant features that should
be omitted. Fig. 2 summarizes the data processing
flow.

Feature
Correlation

CICIoT Data
2023 Reduction

Fig. 2: Data Processing Flowchart

Feature
Importance

Data Reduction: To develop a balanced and
representative dataset for our study, 169 CSV files
from the CICIoT2023 dataset were merged into a
single resource, focusing on DDoS attacks and
benign traffic due to computational constraints. A
stratified random sampling of 5,000 samples from
11 classes ensured balanced data. The dataset was
shuffled to reduce biases and saved as a new CSV
file for model development. Fig. 3 illustrates the
number of rows corresponding to the 11 different
classes.

DoS-SYN_Flood
DoS-UDP_Flood
DDoS-SYN_Flood
DDoS-RSTFINFlood
BenignTraffic
DoS-TCP_Flood
DDoS-UDP_Flood
DDOS-ICMP_Flood
DDOS-PSHACK_Flood
DDoS-TCP_Flood

DDoS-Synanymousie_Flood

Fig. 3: Count of Samples for Each Class in the
Reduced Dataset

Feature Correlation: In predictive modeling, not all
variables contribute effectively, and irrelevant or
redundant features can reduce classification
accuracy, increase computational demands, and
complicate model interpretability. Feature
correlation is a widely used statistical method for
feature selection, analyzing relationships between
variables to uncover significant connections. Highly
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correlated features, with values close to 1, often
indicate redundancy, as they provide overlapping
information, while correlations near 0 suggest weak
or no relationships. This study visually identifies
these relationships by employing a correlation
matrix heatmap to remove uninformative features.
The heatmap represents the strength and direction of
correlations, helping streamline the dataset for
efficient and accurate model development. Fig. 4
and

Table 1 detail the detected -correlations,
emphasizing their role in optimizing feature
selection for improved performance.

Fig. 4: Correlation Heatmap of Feature Pairwise
Correlation Matrix

Table 1. Correlated Features
Column | Correlated Row
Srate Rate
rst flag number fin flag number

ack count fin flag number
ack count rst_flag number
fin_count fin flag number
fin_count rst_flag number
fin_count ack count
rst_count Header Length
UDP Protocol Type
LLC IPv
Std Max
Number IAT
Magnitude AVG
Radius Max
Radius Std
Weight IAT
Weight Number

Feature Importance: It 1is essential for
identifying input features that significantly impact
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the prediction of the target variable. It assigns a
score to each feature based on its contribution to the
model's performance, with higher scores indicating
a more significant influence.

Feature Importances

Magnitue —
fin_flag_number -—
flow_duration -ee—
n_count -mmm—
psh_flag_number -e—
TCP -—
(CMP -—
Rate -—
VG J—
Tot size -—
Srate -—
Variance -e—
i - —
15t_flag_number -—
ack_flag_number -
To

Features
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Fig. 5: Feature Importance with Random Forest
Classifier (MDI)

Table 2. Correlated Features with Their Associated
Feature Importance Scores

Features Correlated
Feature Correlated Importance Feature
Feature Importance
Srate Rate 0.018404 0.019127
rst_flag number | fin flag number | 0.016861 0.041224
ack count fin_flag number | 0.020802 0.041224
ack_count rst_flag number | 0.020802 0.016861
fin_count fin_flag number | 0.024687 0.041224
fin_count rst_flag number 0.024687 0.016861
fin_count ack count 0.024687 0.020802
rst_count Header Length 0.030999 0.055493
UDP Protocol Type 0.034883 0.045574
LLC IPv 0.000003 0
Std Max 0.006301 0.004401
Number IAT 0.003304 0.271541
Magnitue AVG 0.024915 0.026067
Radius Max 0.006431 0.004401
Radius Std 0.006431 0.006301
Weight IAT 0.003822 0.271541
Weight Number 0.003822 0.003304

Various methods exist to measure feature
importance, including model coefficient-based,
decision tree-based, and permutation-based

E-ISSN: 2224-3402

Hassan Khazane, Mohammed Ridouani,
Fatima Salahdine, Naima Kaabouch

approaches. In this study, we utilized a decision
tree-based method using Gini importance (Mean
Decrease Impurity), which evaluates a feature's
significance by calculating the reduction in node
impurities across all trees in the ensemble. This
method handles both categorical and numerical data
and accounts for feature interactions. Then, we set a
feature importance threshold of 0.01 to refine the
dataset, retaining only the most impactful features.
Importance scores were then analyzed alongside
feature correlation results in

Table 1. The less significant feature was
removed for highly correlated feature pairs to
reduce redundancy and multicollinearity, Table 2.
Non-correlated features below the threshold were
also eliminated. This systematic process reduced the
feature set from 46 to 17, resulting in a streamlined
and efficient dataset for analysis. Fig. 5 illustrates
the feature importance rankings.

2.2 Stacking Model
Stacking, also recognized as Stacked
Generalization, is one of the modern ensemble
learning solutions in ML. The main objective of this
technique is to combine different models that handle
the same problem through their individual strengths.
The main idea of stacking depends on a fundamental
understanding that various models examine distinct
problem details without attempting to handle the
complete complexity. Several independent models
called base learners implement base-level training
for the stacking process. The base learners generate
intermediate outcomes that serve as input for a
higher-level model termed the meta-model. The
meta-model receives all individual predictions from
base learners before it learns how to assemble them
in an ideal way that produces a more precise and
robust prediction. The combination of deep learning
with ML components has become common for IoT
network intrusion detection solutions during the past
few years. The proposed solution develops an
ensemble framework that specifically targets multi-
class classification. The framework uses Random
Forest, Extra Trees, AdaBoost, and Gradient
Boosting as its four base learners. Separate training
processes enable base learners to produce differing
intermediate predictions. A Logistic Regression
model works as the meta-learner to effectively unite
the base learner outputs while generating the final
classification results. The Fig. 6 shows the
architectural flow of this framework.
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Fig. 6: Our Stacking Model Architecture

2.3 Performance Metrics

The model's performance evaluation employed the
standard metrics from intrusion detection systems
which incorporated Accuracy, Precision, Recall, F1-
score, False Positive Rate (FPR), and False
Negative Rate (FNR). These metrics
comprehensively measure the model’s ability to
classify normal and attack instances effectively.
Accuracy measures the ratio of correctly classified
samples to the total samples, given by:

TP+TN
TP+TN+FP+FN

Accuray =

ey

Precision evaluates the proportion of true
positive samples among all predicted positive
samples and is computed as:

TP

p . . __
recision TP + FP

(2)

Recall, also known as the detection rate, reflects
the model's capacity to identify attack samples
accurately and is calculated using:

TP

Recall = ——
ecall = 757N

(3)

F1-score, the harmonic mean of Precision and
Recall, balances their contributions and is expressed
as:

1 2 * Precision * Recall “@
— score =
Precision + Recall

False Positive Rate (FPR) quantifies the
proportion of normal samples misclassified as
attacks, calculated as:

FP

FPR = ep TN

)

False Negative Rate (FNR), also called the
missed alarm rate, measures the proportion of attack
samples misclassified as normal instances:
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FNR = en+7p (6)

In these formulas, TP (True Positive) refers to
correctly identified attack samples, TN (True
Negative) to correctly identified normal samples, FP
(False Positive) to normal samples misclassified as
attacks, and FN (False Negative) to attack samples
misclassified as normal.

A confusion matrix provides a detailed view of
classification performance, showing how instances
are distributed across four categories: TP, TN, FP,
and FN. The confusion matrix contains 11 rows and
11 columns, matching the 11 dataset classes that
include normal traffic and different DDoS attacks.
The matrix identifies incorrect classifications
through false alarms (FP) and false negative
detections (FN), providing knowledge about model
performance and recommending improvement in
attack detection.

3 Results and Discussion

This research proposed an IoT NIDS framework
using stacking which detects normal IoT activity
and DDoS attack indicators within multi-class
analytical environments. The main goal of this
research was to determine how effective stacking
proved to be at improving the network intrusion
detection systems' performance. The proposed
framework was implemented using the Scikit-learn
library in Python, ensuring reproducibility and
cutting-edge machine learning tools.
Comprehensive  performance evaluation was
conducted using key metrics, including accuracy,
precision, recall, Fl-score, FPR, and FNR. The
detailed results are presented in the subsequent
tables and figures.

Table 3 outlines a benchmark of performance
metrics for both the base and stacking models,
evaluated on the test dataset and through cross-
validation. The stacking model demonstrated
superior performance on the test dataset, achieving
the highest accuracy, precision, recall, and F1-Score
scores, all at 99.891%. In the cross-validation phase,
the stacking model continued to outperform the
individual models, with accuracy, precision, recall,
and F1-Score averaging around 99.846%. The minor
decrease of 0.045% is negligible and reflects the
robustness and generalization capabilities of the
stacking model.
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Table 3. Performance Benchmark Between Stacking

Model and Base Models

Test Cross-validation

z 3 g B z 3 g .

Model 5 & =2 8 < 2. 8 a

3 g 3 3 2 g 3 3

5 2 e S 3 2 e S

E Sl 8| 8 €

Random 9000 99.801  99.800 99.800 99733  99.740  99.736  99.737
Forest

ﬁ;‘: 84.001  88.161  84.091  83.690 87.878 91.035 87.818  87.598

Gradient  gg 073 99873  99.873 99873  99.872  99.784 99782  99.782
Boosting

AdaBoost 85255  83.115 82067 82.067 89.673 90239  89.673 863907

S};g';'g}g 99.801  99.891  99.891  99.891  99.846  99.847  99.846  99.846

The stacking model demonstrates high

effectiveness in distinguishing benign traffic from
various DDoS and DoS attack types, achieving
consistently high precision, recall, and F1-score, as
illustrated in Table 4. Notably, it excels in
identifying DDoS attacks, with many categories
attaining perfect precision and recall, thereby
minimizing  false  positives. = The  model's
classification of benign traffic also shows
impressive precision (99.51%) and ideal recall
(100%), which helps reduce alert fatigue. However,
some DoS attack categories show slightly lower
recall than DDoS types, indicating areas for
potential improvement.

Table 4. Evaluation Metrics for Different Types of

Attacks

> o b n

8 g 3 2
BenignTraffic 99.51 | 100.0 | 99.75 | 1007
DDoS-ICMP_Flood 99.71 | 99.90 | 99.81 | 1033
DDoS-PSHACK _Flood 100.0 | 100.0 | 100.0 | 964
DDo0S-RSTFINFlood 100.0 | 99.80 | 99.90 | 1014
DDoS-SYN_Flood 100.0 | 99.80 | 99.90 | 997
DDoS-SynonymouslIP_Flood | 100.0 | 100.0 | 100.0 | 1005
DDoS-TCP_Flood 100.0 | 99.90 | 99.95 | 984
DDoS-UDP_Flood 99.81 | 99.90 | 99.86 | 1045
DoS-SYN_Flood 100.0 | 99.90 | 99.95 | 973
DoS-TCP_Flood 99.81 | 100.0 | 99.90 | 1025
DoS-UDP_Flood 99.89 | 99.48 | 99.68 | 953

This conclusion is supported by the confusion
matrix shown in Fig. 7, which displays the
distribution of true positives and misclassifications
across different classes. It highlights the model's
sensitivity and specificity, demonstrating strong
performance in identifying DDoS-ICMP Flood and
revealing vulnerabilities in detecting specific DoS
attacks.
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Fig. 7: Confusion Matrix for the Staking Model
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Fig. 9: False Positive Rate
The stacking model maintains an even

performance level for FPR and FNR compared to
the individual base models, including RF, GB, and
ADA. The system achieves minimal error rates in
attack detection shown in Fig. 8, because of its low
FNR performance. Accurate threat detection and
mitigation must be established due to its critical
importance for process efficiency. The FPR
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measurement for this model remains low according
to Fig. 9 and shows excellent ability to prevent
incorrect positive results. High FPR levels create
operational inefficiency since they generate too
many needless security alerts for security teams to
handle.

4 Conclusion

The research team develops and evaluates a stacking
model for network intrusion detection systems in
IoT environments. Our framework operates for
multi-class classification through four base learners
implemented by Random Forest, Extra Trees,
AdaBoost, and Gradient Boosting. At the same time,
a Logistic Regression model acts as the meta-
learner. Our results show that the stacking model is
an effective NIDS solution. It consistently
outperforms the base models with an accuracy of
99.891% on the test dataset and 99.846% on the
validation dataset. It demonstrates balanced
performance regarding FPR and FNR, indicating
reliability in detecting threats. However, some DoS
attack categories have slightly lower recall rates,
highlighting areas for improvement. Overall, the
stacking model is a valuable asset in cybersecurity,
and addressing these improvement areas will

enhance its threat detection and response
capabilities.
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