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Abstract—In this paper, we present two public-key cryptosystems over finite fields. First of them is based on
polynomials. The presented system also considers a digital signature algorithm. Its security is based on the
difficulty of finding discrete logarithms over GF(q%"!") with sufficiently large q and d. Is is also examined along
with comparison with other polynomial based public-key systems. The other public-key cryptosystem is based
on linear codes. McEliece studied the first code-based public-key cryptosystem. We are inspired by McEliece
system in the construction of the new system. We examine its security using linear algebra and compare it with
the other code-based cryptosystems. Our new cryptosystems are too reliable in terms of security.
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1. Introduction

Public-key cryptography was introduced [10] in 1976 and
then many public-key cryptosystems have been proposed. One
of the most important is RSA cryptosystem [39] which was
presented by Rivest, Shamir and Adleman. The other good
studies are ElGamal cryptosystem [12] and DSS [35]. These
systems [12], [35] are based on the difficulty of solving of
discrete logarithm problem defined over the finite fields. It is
used the linear feedback shift-register (LFSR) sequences in
the RSA encryption [39] and the Diffie-Hellman public-key
exchange scheme [10]. The first-order LFSR sequence over
GF(p) or Z,, where n is a product of two prime numbers,
is the ElGamal digital signature scheme. Dickson polynomial
scheme [28], [37] or LUC [46], [47] are similar to RSA, Diffie
Hellman and ElGamal public-key cryptosystems, respectively.
The second-order LFSR sequence over GF(p) with a special
initial state is the mathematical function used in this family
of the public-key cryptosystems. This is coset constant [16].

Shor [42] wrote a quantum algorithm to solve the abelian
hidden subgroup problem. Some quantum-safe public-key
cryptosystems have been proposed recently [40], [19], [11].

The theory of polynomials over finite fields is important
investigating the cryptography for many applications. Calkavur
et al. [5] presented a new secret sharing scheme based on
polynomials over finite fields.

Code-based cryptography was first suggested by McEliece
[30] using binary Goppa codes in 1978. This system has the
efficient encryption and decryption algorithms. The security
of the McEliece cryptosystem is related to decoding a random
linear code in some metric. Many new cryptosystems have
been presented using different codes replacing Goppa codes
[31, [4], [7], [21], [29], [33], [34], [36], [43], but most of them
are broken by using the algebraic structures of the codes [2],
(6], [81, [13], [26], [32], [41], [44], [49].
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Gabidulin et al. [14] proposed a kind of McEliece cryp-
tosystem based on Gabidulin codes. They are a family of rank
metric-codes. Overbeck [38] broke the Gabudulin’s cryptosys-
tem. Next, Gaborit et al. [15] developed a new family of rank-
metric codes is called Low Rank Parity Check (LRPC) codes.
LRPC code-based cryptosystem is a reliable system.

In this work, we first construct a new-public-key cryptosys-
tem as well as digital signature generation and verification
operations. Our cryptosystem, whose security is based on
discrete logarithm problem, is based on polynomials over
finite fields. Its security improves on that of public-key cryp-
tosystems. Then we introduce another public-key cryptosystem
based on linear codes by combining McEliece cryptosystem.
We give the encryption and decryption algorithms by using
coding theory and linear algebra. We analyse its effectiveness
by means of security and result by the comparison between
our cryptosystem and the three other code-based public-key
cryptosystems in the literature: McEliece’s system [30], Krouk
et al. [25] and Kim et al. [23] system.

The material is organized as follows. Section II reminds
the necessary background in cryptography, finite fields and
coding theory. Section III describes the new cryptosystems and
explains their security. Section IV considers the comparison
with the other systems. Section V concludes the paper.

2. Preliminaries
We begin with the necessary informations to explain our
systems.

2.1 Public-Key Cryptosystems

A public-key cryptosystem or asymmetric cryptosystem is
one in which messages encrypted with one key only be
decrypted with a second key, and vice versa. That is the system
has two different keys, public-key and private key. The public-
key can be known by everyone, since it cannot decryption,
only can encryption, but the private key must be known
only by user. These keys are not completely independent
of each other. There must be a mathematical relationship
between them. Thus the public-key cryptosystems are built
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on mathematical functions. A strong public-key cryptosystem
which possession of both the algorithm and the one key gives
no useful information about the other key. So no clues as to
how to decrypt the message.

The public-key cryptosystems can also be used to achieve
user authentication and non-repudiation aspects of informa-
tion security. A message encrypted using a private key can
be decrypted using the corresponding public-key. Since the
public-key may be known by everyone, this would not provide
confidentiality, but, as the private key is only known to the
sender, it authenticates the sender, and the sender cannot deny
that he or she send the message. This means the security of a
public-key cryptosystem depends on the security of the private
key.

Public-key algorithms are main security principles in mod-
ern cryptosystems. Asymmetric encryption is slower than
good symmetric encryption. Both symmetric and asymmetric
encryption systems are used today.

2.2 Digital Signature Algorithm

Digital signatures consist of a public/private key pairs. So
they use a public-key cryptosystem. A message is signed by a
private key and the signature is verified by the corresponding
public-key. The digital signature provides message authenti-
cation (the receiver can verify that the message has not been
modified since it was signed) and non-repudiation (the sender
cannot falsely claim that they have not signed the message).

2.3 Polynomials over Finite Fields
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3.1 First System

We consider the polynomials belong to the field F' of ¢
elements, d being an arbitrary positive integer. We should de-
fine F. Consider an irreducible polynomial Q(z) € GF(q)[x]
of degree d + 1 and set F' = GF(q)[z]/(Q(x)). The system
will be based on GF(g?*!), the non-zero polynomials of
degree d over GF'(q).

d+1

3.2 Key-Generation Procedure

An user Alice follows the below steps to generate her public
and private key.
1) Selects any random polynomial p(x) € GF(q)[z] of degree
d.
2) Gets an irreducible polynomial Q(z) € GF(q)[z] of degree
d+ 1.
3) By using Euclid algorithm, calculates the polynomials
f(z) € GF(q)[z] satisfying p(z)f(z) = 1 (mod Q(x)).
4) The public-key is (p(z),Q(x)) and private key is f(x).

3.3 Encryption Algorithm

If Bob wants to send a message m(z) to Alice, then he
should do the following.
I-) Gets the Alice’s public-key (p(z), Q(x)).
II-) Considers the message m(z) such that m(z) € GF(q)|x]
of degree d.
ITI-) Calculates the ciphertext as c(z) =
Q(x)).
IV-) Sends the ciphertext c(z) € GF(q)[z] to Alice.

m(z)p(xz) (mod

The theory of polynomials over finite fields is important for 3.4 Decryption Algorithm

investigating many applications. These polynomials are used
in cryptographic protocols.

Definition 1. ([27]) Let f(z) = Y., a;x" be a non-zero
polynomial of degree n over an arbitrary field GF(q), ¢ being
a prime. Then a,, is said to be the leading coefficient of f(x)
and qg is the constant term.

Definition 2. ([27]) A polynomial f € GF'(q)[z] is said to be
irreducible over GF(q) if f has positive degree and f = be
with b, ¢ € GF(q)[z] implies that either b or ¢ is a constant
polynomial.

2.4 Linear Codes

Definition 1. ([18]) Let ¢ be a prime power. I, being denote
the finite field of order ¢, an [n, k|- linear code C over I, is
a subspace of (F,)" where n is length of the code C' and k
is dimension of C.

Definition 2. ([18]) The dual code of C is the set of those
vectors (F,)™ which are orthogonal to every codeword of C.
It is denoted by C*+. C* is an [n,n — k]- linear code.
Definition 3. ([18]) A k£ x n matrix G is the generator matrix
for a linear code C'. The rows of G consist of a basis of C.
Note that an [n, k]- code C over F, has ¢* codewords.

3. The System

In this section, we present our new public-key cryptosys-
tems over finite fields.
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Alice should do the following to find the plaintext m(x)
from the ciphertext ¢(x).
i) Uses the private key f(z) € GF(q)[x].
ii) Calculates the plaintext m(z) = ¢(x) f(x) (mod Q(z)).

Proposition 1. The size of the plaintext is logflqdﬂfl).
Proof. The plaintext is selected from the non-zero polynomials
of degree d over GF(q) and the number of these polynomials
is ¢?*1 —1. So the plaintext can be written using d+1 elements
of Fy.
O

3.5 Examination of the Public-Key
Encryption Algorithm

A public polynomial p(z) € GF(q)[z] of degree d is
used encryption algorithm. The private polynomial f(z) €
GF(q)[x] of degree < d is satisfied the equation

p(z) f(z) = 1(modQ(x)) (1)

Since the other public polynomial Q(z) € GF(q)[x] of
degree d 4 1 is an irreducible polynomial, Equation (1) has
always a solution over GF(g%+1).

Now we examine this equaiton in detail.

p(@)f(x) = L(modQ(x)) = f(z) = (p(x))~" (modQ(x))
= (p(2))7" = f(2)(modQ(x))
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= p(z) = (f(2)) " (modQ(x))
= (f(2)~" = p(a)(mod(Q(x))

The ciphertext ¢(x) is calculated as follows.

c(x) = m(x)p(z)(modQ(x))

Selda Calkavur

3.6 Security of the System

In this part, we analyze the security of the proposed system.
It is very difficult to prove the security of a public-key
cryptosystem in general [31], [48]. We will give some security
arguments and evidence that our cryptosystem is secure.

The security of the new system is based on the difficulty
of solving the discrete logarithm in GF(g?*!). Since the

m(x) EC(CC)f(l‘)(mOdQ(I)) = fﬁl(x)m(a:) EC(Z‘)(mOdQ(I)§)Ubll_key (p(x),Q(x)) is known by everyone, an attacker

= m(z) = m(z)p(x)(p(x)) " (modQ(x))
m(z) = m(z)(modQ(x))

Example 1. Suppose that ¢ = 2,d = 2,Q(x) = 23 +x+1 and
F =GF(2)[x]/(Q(x)). Alice selects any random polynomial
p(r) = 22+1 € GF(2)[x]. Then she calculates the polynomial
f(z) € GF(2)[z] satisfying

p(x) f(z) = 1(mod(Q(x)).
(x? + 1) f(x) = 1(modx® + 2 + 1)

Since 2 + v+ 1=z’ + 1) +1=23+2+1—2(2%+
1) = 1, f(z) will be z € GF(2)[z]. So her public-key is
(22 + 1,23+ x + 1) and private key is .

Encryption. Bob gets Alice’s public-key to encrypt the mes-
sage m(z) = 22 + 2+ 1 € GF(2)[z] and calculates the
ciphertext ¢(z) € GF(2)[z] as ¢(x) = m(z)p(x) (mod Q(z)).
Thatis c(z) = (22 +2+1)(2?+1) (mod 2® +x+1) = 22+
(mod 23 + z + 1). Then he sends the ciphertext c(z) to Alice.
Decryption. Alice calculates the plaintext m(z) € GF(2)[x]
by her own private key as follows.

m(x) = e(z) f(x) (mod Q(x))

m(x) = (2? + x)x (mod 23 + x + 1)

m(z) =22 +x+1 (mod 23 + x + 1)

Example 2. Suppose that ¢ = 3,d = 3, Q(z) = 2* + 223 + 2
and F' = GF(3)[x]/(Q(x)). Alice selects any random poly-
nomial p(z) = 23 + 222 € GF(3)[z] and calculates the
polynomial f(xz) € GF(2)[z] satisfying p(z)f(z) = 1 (mod
Q(x)).

(22 +222) f(z) = 1 (mod x* + 223 4 2)

Since x* + 223 4+ 2 = x(2® + 222) + 2

1 = z(2® 4 222%) (mod z* + 223 + 2),

the polynomial f(x) = x € GF(3)[z]. So her public-key is
(23 + 222, 2% + 22% + 2) and private key is x.

Encryption: Bob gets Alice’s public-key to encrypt the plain-
text m(z) = 23 + 22 + 1 € GF(3)[x] and calculates the
ciphertext ¢(c) € GF(3)[z] as follows.

c(z) = (23 + 22 + 1) (23 + 22) (mod z* + 223 + 2)

c(z) = 2® + x (mod 2t + 223 + 2).

Then he sends the ciphertext ¢(x) to Alice.

Decryption: Alice calculates the plaintext m(z) € GF(3)[x]
by her own private key.

m(x) = e(z) f(z) (mod Q(x))

m(z) = (2® + 2)z (mod x* + 223 + 2)

m(z) =23+ 2% +1 € GF(3)[x].
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also knows these values. If the attacker can solve the discrete
logarithm problem p(x) f(x) = 1 (mod Q(x)), then he/she can
reach the private key f(z). However, according to [1], [9],
[20], [24], [45], solving the discrete logarithm in G F(q¢t1)
is much harder than solving discrete logarithm in GF'(q) for
the same ¢. Furthermore, it is benefical having the large ¢
and d. In this case, the solution of the discrete logarithm will
be much more difficult because of the number of plaintext
will increase. So, if an enemy cryptanalyst cannot guess the
plaintext. Also there is no mathematical relation between the
plaintext and ciphertext. This means the system is too strong
against attacks.

3.7 Digital Signatures

The polynomial based public-key cryptosystem can be used
for the digital signatures.

1) Signature generation: If Alice wants to send the signed
message m(x) to Bob, then she applies to the message her
own private key as follows.

o(x) = m(x)f(x) (mod Q(x)), it is clear that o(x) €
GF(q)[x]. Then she sends the signed message (m(z),o(z))
to Bob.

2) Signature verification: Bob calculates
m(x) = o(z)p(x) (mod Q(z)) to verify signature.

Example 3. (continued to Example 1)

Sign: Alice calculates o(x) = m(z) f(x) (mod Q(x)) to sign
the message m(z) = (2? + x + 1) € GF(2)[x].

o(x) = m(2)f(z) (mod Q(x)

o(z) = (z? + 2+ 1)r (mod 23 + x + 1)

o(z) =22 +1

and she sends the signed message (m, o) = (z?+z+1,22+1)
to Bob.

Verify signature: Bob should do the following to verify
signature.

m(x) = o(2)p(x) (mod Q())

m(x) = (2% + 1)(2% + 1) (mod 2 + x + 1)

m(x) =22 +z+1

Example 4. (continued to Example 2)

Sign: Alice calculates o(x) = m(z) f(z) (mod Q(z)) to sign
the message m(z) = (23 + 22 + 1) € GF(3)[z].

o(x) = m(2)f(z) (mod Q(a)

o(z) = (23 + 22 + 1)a (mod z* + 223 + 2)

o(r) =223 +2+1

and she sends the signed message (m, o) = (23 +2%+1, 223+
x4 1) to Bob.

Verify signature: Bob should do the following to verify the
signature.

m(x) = o(z)p(x) (mod Q(x))
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m(z) = (22° + z + 1)(2® + 22?) (mod 2* + 222 + 2)
m(z) =2® 4+ 2% + 1

3.8 Second System

In this section, we present a new public-key cryptosystem
based on linear codes by a different approach. Consider the
following steps to construct the public and private key.

3.9 Key-Generation Procedure

The user named Alice does the following.
1) Selects an [n, k|- linear code C over Fy with k xn generator
matrix G.
2) Selects random a non-singular n X n matrix M over F,.
3) Calculates the k& xn matrix G’ = GM and the invers matrix
ML
4) The public-key is G and private key is (G, M, M~1).

3.10 Encryption Algorithm

If the other user named Bob wants to send the message m
of length k, then he should do the following, where m is non-
zero element of (F,)".

I-) Gets the Alice’s public-key G

I1-) Considers the message m € (F,)*.
ITI-) Calculates the ciphertext ¢ € (F,)™
IV-) Sends the ciphertext c to Alice.

’
as ¢ = mG .

3.11 Decryption Algorithm

Alice gets the ciphertext ¢ and follows the below steps to
decrypt the message.
i) Uses the private key (G, M, M~1).
ii) Calculates ¢ =cM!.
iii) Obtains m from ¢ by solving the linear system ¢ =cM!
of rank k.

Decryption is correct since ¢
mGMM~' =mG.

=cM™t = mG M- =

Proposition 2. Let C be an [n, k|- linear code over F, with
generator matrix G. The size of plaintext is q* — 1 in the new
system.

Proof. The plaintext is any non-zero element of (F,)* and
(F,)* has ¢* — 1 non-zero elements. O

Proposition 3. The number of ciphertext is q™.

Proof. The ciphertext is any element of (F,)™. So the size of
ciphertext is ¢". O

Example 5. Consider the [4,2]- linear code over Fs3. The
generator matrix G of C is

1 0 2 2
G= ( 01 2 1 > ’
Select any random non-singular matrix is
1 110
01 1 2
M = 1 1 0 1
2 2 0 1
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over Fs3. The invers matrix is
1
M=

S =N

OO =N
NN = O
N O OO

In this case, the matrix G’ = GM will be
' 1 1 1 1
¢ = ( 121 2 )

over F3. So Alice’s public-key is

/ 1 1
G_<1 12>
and private key is G,M,M~1) =
1 1 10 1200
1 0 2 2 0 1 1 2 2 1 1 0
((0121)’1101 1020 |
2 2 01 0 0 2 2

Encryption: Bob gets Alice’s public-key to encrypt the

plaintext m = (12) € (F3)? and calculates the ciphertext
cec (F3)4

/ 1 1 11

¢c=mG (12)( L9 1 o > = (0202).

Then he sends the ciphertext ¢ = (0202) to Alice.

Decryption: Alice calculates the plaintext m € (F3)? by her
own private key as follows.

¢ =cM ' =mG

1 2 0 0
2 1 10 1 0 2 2
020217 o 2 o (m1m2)<0 12 1)
00 2 2
(1201) = (mq, ma, 2mq + 2ma, 2mq + ma).

It is obtained m; = 1,me = 2 by solving the above linear
system. So the plaintext will be m = (m1ms) = (12).

3.12 Security of the System

The security of the second system is based on the difficulty
of solving the factorization problem of matrices in linear
algebra. The mathematical relationship between the public-
key and private key is very strong. This relationship is the
factorization problem of matrices, the size of matrix being too
big. That is the problem of finding matrices G and M. There
is no easy way to solve this problem in mathematics. Thus it
is benefical having the large ¢,n and k. More clearly, even
if an attacker knows the public-key, it is not possible to find
the private key, and knows the public-key and ciphertext, it
is impossible practically. So our new code-based public-key
cryptosystem is robust against attacks since the solution of
the algebra problem on which it is based is unknown. The
only way to crack the cipher is by trial and error, but is not
possible practically.
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Theorem 1. Let C' be an [n,k]- linear code over F, with
generator matrix G. If the code parameters are large enough,
the system will be too reliable by means of security.

Proof. If k and g are large enough, then the system can
generate a large number of plaintext. In this case, it will
be difficult to reach the plaintext for the attacker. Moreover,
if k,q and n are large enough, it will be impossible to
obtain the private key for the attacker. Because the solution
of factorization problem of matrices is very hard. So the code
parameters must be large enough to ensure the security of the
system. O

4. Comparison with the Other Systems

Gong et al. [17] explored to construct the public-key cryp-
tosystem by using third-order LFSR sequences over GF'(p).
The security of their key distribution scheme is based on
the dificulty of solving the discrete logartihm in GF(p?).
The method presented there can lead to the construction of
public-key cryptosystems by using nth- order characteristic
sequences over GF'(p) of any degree n > 3.

Khachatrian and Kyureghyan [22] developed a new public-
key encryption system based on permutation polynomials.
Public-key encryption of the proposed system requires evalu-
ation of the polynomial of weight ¢ at any point of the field
GF(2") regarded as a polynomial of degree less than N with
no modular reduction.

In our first framework, the polynomials over finite fields
are considered to construct a public-key cryptosystem. The
system is based on GF(g%*!). So our cryptosystem is more
comprehensive than the others based on finite fields. That is
the working area is wider. This means the new system will be
more preferred.

McEliece [30] introduced the public-key -cryptosystem
based on error-correcting codes. McEliece used binary Goppa
codes, providing efficient encryption and decryption algo-
rithms. The security of the McEliece cryptosystem depends
on the difficulty of decoding a random linear code in some
metric. Krouk and Ovchinnikov [25] developed the public-key
cryptosystem based on bursts-correcting codes. They inspired
by McEliece cryptosystem. The security of their system is
also based on the hardness of decoding in the linear code.
However, Krouk and Ovchinnikov’s cryptosystem is safer
than McEliece’s. Kim et al. [23] suggested a new code-based
public-key encryption scheme which is called McNie. They
also inspired by McEliece and Niederreiter cryptosystems,
but they showed that is not more difficult to crack McEliece
than McNie. The security of McNie is based on the (Rank)
Syndrome Decoding Problem.

In our second system, we propose another code-based
public-key cryptosystem. This system is based on any lin-
ear code. Its security relies on the hardness of solving the
factorization problem of matrices using the linear algebra.
Our system is faster than the other code-based public-key
cryptosystem by means of implementation. So it is safer than
cryptosystems of this class.

E-ISSN: 2224-3402

103

Selda Calkavur

5. Conclusion

In this work, we propose two new public-key cryptosystems
over finite fields. We show how polynomials over finite field
GF(g™*!) can be used to construction efficient public-key
cryptosystem and digital signature algorithm in the first part.
The system is constructed by using polynomials over finite
fields. Its security is ensured by difficulty solving the discrete
logarithm problem. We compare our system with the other
polynomial based public-key cryptosystems.

In the second part, we construct a new code-based public-
key cryptosystem using linear codes. This system is inspired
by McEliece cryptosystem. The security is based on linear
algebra. More clearly, it depends on the difficulty of solving
the factorization problem of matrices. The size of parameters
of the linear code is considered in terms of security and
efficiency. It is compared with the other code-based public-key
cryptosystems. Our new cryptosystems stand well by means
of security.
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