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Abstract: - This paper addresses the need for a dependable, safe, and user-friendly power management solution.
This system transforms electricity distribution by emphasizing advanced user subscription management, cost-
effective distribution techniques, and intelligent theft detection. Key features include power theft detection,
over-limit current detection, email alerts for users and administrators, a website for administrators to monitor
the system, an app for users to track their home status, and a control server for managing user's current limits
and subscription statuses. Additionally, the system's cost-effectiveness adds significant value compared to
existing prototypes. The study includes examining the current state of power management, evaluating the
benefits and limitations of various existing systems, and providing comparative analysis to determine the
optimal design approach. The research outcome is a design that prioritizes Sustainability, efficiency, and
security. Additionally, we have simulated, implemented, and tested a prototype, and the results validate the
design.
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1 Introduction monitor user parameters and an application for users

Never has there been such a crucial need for a to monitor their houses and control their

reliable and secure power management system in consumption. _

energy distribution and usage. This work presents an These results confirm that this power
improved power distribution, monitoring, and manggement system. could 51gglﬁcantly reduce theft
security approach. Our interest in this topic stems and increase operational efficiency toward.a more
from the persistent challenges of power theft sus‘Falnable and safer futqre. The paper discusses
detection and prevention, which cause significant various fields by reviewing recent r§search .and
financial losses to utilities and disrupt fair usage prototypes  and  comparing  their  unique
among consumers. It foresees the development of a characteristics. The work will include a discussion
power management system incorporating advanced of the planmpg, execution, and resul.ts of the study
technology in power theft detection. The integration by presenting  a comprehensive analygls,
of advanced power theft detection technology offers calculations, and prototype development. A testing
a seamless and cost-effective way to distribute evaluation of this prototype will be given, together
electricity with  consideration of  customer with its benefits and possible directions for

subscriptions. Its exceptional strength is its innovation and further improvement.

capability to prevent power theft and speedy alert
systems for administrators and users about

unauthorized connections. 2 Literature Review on Existing
The method developed through this research is Power Theft Detection Systems
flexible and easy to integrate into different buildings Energy theft has been one of the significant
and utilities. The technology reduces operational drawbacks of power distribution networks. Thus,
risks and disruptions since it can allow real-time several creative solutions have developed. Several
user  limit  changes  and  subscription works stressed the importance of detecting illegal
activation/cancellation through a control server. The electricity usage for energy-tracking systems. In
system also provides a website for administrators to paper [1], the security enhancement is based on a
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PIC  Microcontroller that cooperates  with
peripherals like a GSM modem, voltage regulator,
bridge rectifier, and MAX 232 for communication
and power monitoring for wireless data transmission
and real-time theft detection. Similarly, the SMS-
based automatic meter reading system described in
[2] uses GSM to help enhance operating efficiency
and nip thefts.

Some research on electricity theft detection has
used radio frequency-based applications, showing
the promising role of wireless communication
technologies in this. In [3], Arduino technology
helps continuously monitor the current flow passing
through any line. It transmits data wirelessly, with
help from various hardware components like a Hall
Effect sensor and a 433 MHz module. Research in
[4] reveals that components like a Hall Effect sensor
and a 433 MHz module enable wireless theft
detection via Zigbee technology, secure real-time
monitoring, and active data transmission to the
utility.

On the other hand, different works have
reduced power theft using various methods. In [5],
technical and nontechnical losses are handled by
using Arduino microcontrollers and step-down
transformers with cloud-based communication to
monitor it in real time and the detection of theft. It
also covers prepaid credit controls and power
cutoffs. Similarly, abnormal consumption patterns
in power usage have been dealt with in [6] regarding
local-level theft detection and control.

Other works, such as in [7] and [8], researched
how well IoT and techniques from data mining may
put forth their case to assist energy theft detection.
Particularly in [7], it proposes an architecture using
sensors that communicate with a Microcontroller
over GSM and immediately give indications of theft
incidents upon occurrences. Its companion work [8]
explains how various data mining methods are
employed to enhance the efficiency of theft
detection for residential customers, speeding up
responses to energy changes.

Various research has pointed out the use of
GSM technology to enhance the detection of power
theft [9], [10]. In [9], the proposed system is based
on a PIC Microcontroller using CT sensors for
energy flow tracking and GSM to send theft
intimation to the utility board. The presented system
contains a bridge rectifier and voltage regulators
that ensure stable operation. In this regard, [10] also
proposes a GSM-based theft detection system that is
possible to apply in both residential and commercial
settings,  stressing the role of modern
communication technologies in making the process
of detection and reporting easier.
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Studies [11] and [12] introduce other advances
in fighting electricity theft, focusing on dual-meter
and advanced systems. In [11], the authors propose
a system with a dual-energy meter, using GSM and
Bluetooth, to monitor energy consumption
differences at distribution and consumer levels. The
technique promises fast detection and notification to
utilities. Finally, [12] refers to more general anti-
theft measures in Nigeria, describing technological
interventions impacting revenue assurance and
lower electricity theft.

In [13] and [14], the focus was on systems for
detecting unauthorized electricity use based on
GSM. The system described in [13] utilizes a PIC
Microcontroller and current transformers to monitor
power discrepancies and send real-time SMS to
utilities. Similarly, in [14], a GSM-based automatic
meter reading system that applies
telecommunication technologies to improve theft
control and utility management is presented.

Works in [15] and [16] introduce new systems
based on modern IoT and Arduino technologies for
detecting power theft. [15] proposes a system for
measuring power discrepancies with current and
voltage transformers, sending warnings via loT
MQTT applications. In turn, [16] proposes loT-
based solutions to automate detecting theft, which
will give quick and accurate responses.

The studies [17] and [18] represent state-of-the-
art IoT and GSM monitoring and theft detection
systems. The IoT-based system proposed by
researchers in [17] allows real-time power
consumption monitoring using Raspberry Pi and
Arduino, sending an alert to utilities through GSM if
it detects theft. On similar lines, the author in [18]
explains a wireless approach in power monitoring
based on using GSM to report theft, making timely
actions possible.

Several works have been conducted on GSM-
based systems to enhance communication efficiency
and detect theft cases, [19], [20]. Based on this
concept, for remote control at power access, a power
monitoring system based on a GSM real-time theft
utility communication is proposed in [19]. In [20],
the authors propose another energy meter with a
GSM basis that simplifies the process of energy
monitoring and theft detection, enhancing security
and management in utilities.

The studies [21] and [22] provide more general
solutions to utility theft, including exploring the role
of IoT in urban infrastructure. In [21], the authors
investigate how smart meters and cloud-based data
analytics make possible the automation of theft
detection and enhancement of resource distribution.
Moreover, [22] provides a comparative analysis of
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the economic impact of electricity theft,
emphasizing the need for advanced technologies to
protect and manage resources.

This research utilizes Microcontrollers PIC and
Arduino, GSM modules, current transformers, and
cloud-based IoT integration to prevent energy theft.
Most of the research concentrates on real-time
notification for theft detection based on GSM, [1],
[9]. This approach, using IoT and data mining for
dynamic monitoring, was expanded in [7] and [8].
Some of the promising wireless technologies being
used to detect theft include GSM [13], [14] and
Zigbee, [4]. Smart meters, cloud-based analytics,
and dual-energy metering are key components of
advanced systems that provide scalable real-time
monitoring. These works emphasize integrating
secure hardware with state-of-the-art
communication and data analysis technologies to
develop effective and secure theft detection systems.

3 Proposed Power Theft Detection

and Management System
The research team developed a comprehensive
solution that builds on various power theft detection
systems by integrating key technologies and
methodologies from these studies. Our system
incorporates wireless data transmission inspired by
[1] and Arduino-based monitoring findings, as seen
in [3], where current sensors and microcontrollers
track energy consumption. Like the approach in [5],
our system employs real time cloud-based
monitoring. It features a relay system that
automatically cuts off power when theft or over-
limit conditions are detected, ensuring an immediate
response. As highlighted in [17], the loT-based
design framework facilitates seamless data
transmission and real-time updates for users and
power companies.

Our system, built on these foundations,
measures additional parameters such as voltage,
frequency, current, and power factor, similar to the
advanced systems reviewed. These parameters
enable the system to calculate real-time power
consumption and log energy usage over time,
effectively functioning as an energy meter. At the
heart of the system is the Arduino Mega 2560,
integrated with ESP32 modules for wireless data
communication, which ensures accurate detection of
discrepancies between household and mainline
currents to identify power theft. Drawing from
cloud-based monitoring techniques in the systems
discussed in [5] and [19], our system continuously
updates a ThingSpeak-based monitoring website. It
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utilizes a separate control server to execute
commands and cut off power when necessary.

Our system further introduces remote
management capabilities through the control server,
enabling power companies to adjust user settings,
set current limits, and manage subscription
cancellations, a feature inspired by systems like [9].
Additionally, the system sends email notifications to
users and administrators in cases of over-limit or
theft detection, allowing for temporary or permanent
power cutoffs based on the situation. Like the
approach in [11], our system includes a user-
friendly app for real-time monitoring, allowing
users to track their energy consumption and make
informed decisions to optimize their usage.

Our system represents a novel, culminating
design that synthesizes the strengths of various
power theft detection systems grounded in extensive
research. We have carefully analyzed the advantages
of  different designs and methodologies,
incorporating the best features from each. While
many existing systems excel in specific areas, none
have successfully combined all the critical features
into a single comprehensive solution. Our system
integrates these diverse technologies and improves
upon them by selecting and refining the most
effective approaches. Our robust, scalable, and cost-
effective energy management system, designed to
detect power theft and enhance energy logging, real-
time monitoring, remote control, and automated
actions, uniquely addresses modern energy
management challenges in ways existing designs do
not.

Figure 1 illustrates the design block diagram
detailing each component's interconnections and
flow mechanisms. It provides a comprehensive
overview of how each block interacts within the
system, demonstrating the sequential processes and
data flow that drive overall functionality. The
Arduino Mega 2560 Rev 3 is at the center, which
manages most processed parameters. Below the
Arduino is the ESP32, which receives data
wirelessly from other ESP32 modules at each home.
The ESP32 transmits this data to the Arduino for
processing. The current sensor, ACS712, positioned
above the ESP32 on the right side, measures the
wirelessly transmitted data, which is computed and
sent for further processing. Once the Arduino
processes the data, it measures the difference
between the current reading at each home
(transmitted wirelessly) and the current sensor
reading on the main line. The difference between
the current readings from the sensor at the user side
and the primary sensor at the distribution line should
not exceed 5%. This comparison is conducted across
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multiple samples within a 10-second to determine if
power theft has occurred. Arduino then sends the
data back to ESP32 above Arduino, which is
responsible for transmitting the information to
Thing-Speak Cloud for the monitoring system. This
ESP32 also updates the control server, executes
commands, and generates emails, -effectively
playing a controlling role. To the left of the Arduino
is the 12V power supply, which powers the MCUs.
To the Arduino's right is a relay for each home. If
theft is detected or consumption exceeds the limit,
the ESP32 controls the relay by sending a signal (0
or 1) to cut off or restore power accordingly.
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Fig. 1: Design Block Diagram

We used a stepped-down rectified signal with
positive peaks within the suitable range for the
Arduino. By sampling this signal, we measured the
input voltage and frequency. We determined the
source voltage by considering diode losses of 1.4V
and using the known turns ratio of 53.

Figure 2 shows a sine wave with a peak of
3.13V, which the Arduino will sample using an
analog pin. The ACS712 sensor produces a sine
wave centered at 2.5V, alternating above and below
this value. In this measurement, the peak voltage
increases by 66mV for each 1A increase in load,
allowing for precise monitoring of changes in
current through the system. In this case, a 3.13V
measurement corresponds to a 0.63V increase in the
sensor output (3.13V - 2.5V = 0.63V). By
performing the calculations, 0.63V / 0.066 = 9.54A,
so the load corresponds to a 9.54A current.
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Fig. 2: Measuring Current Using ACS712
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Fig. 3: XOR Gate Logic Power Factor Measurement

Figure 3 illustrates three clock signals: the 741
op-amps generate the top and middle signals, while
the XOR gate produces the bottom by processing
the top and middle clock signals as inputs. The top
waveform represents voltage, the middle waveform
represents current, and the bottom waveform
represents the power factor measurement, which
operates with a variable duty cycle determined by
the power factor. XOR logic determines the phase
relationship between the voltage and current waves.
When both are in phase (both zero or both 1), the
XOR output is 0. If out of phase, the XOR output
rises to logic 1 for a particular duration. This
duration is measured and applied to equations 1, 2,
and 3 to calculate the power factor. The bottom
clock signal is generated only for visual illustration,
with the XOR logic implemented directly in the
Arduino to reduce the need for additional
components. The Arduino will also detect whether
the current leads or lags the voltage.

To calculate the period of the electrical signal,
we used the previously measured frequency, as
outlined in (1). Based on this period and the time
difference shown in Figure 3, we determined the
phase angle using equation (2). With this angle, we
compute the power factor using (3), enabling
accurate calculations, as shown in (4). After
determining the real power, we calculate the total
energy consumed as presented in (5), effectively
linking power consumption over a specified period
to energy usage.

1

Period = Frequency (D)
Angle = 360*Tirr;ifii,;ference @)
Power Factor = cos(Angle) 3)
P =V =[x Power Factor 4)
E=PxT ®)]
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Fig. 4: Resistive Load Simulation

Figure 4 illustrates the results of testing a
resistive load, where a current of 1A and a voltage
of 221V were applied. The power factor was
computed as 1, yielding a power usage of 220.45W,
consistent with the expected value. In Figure 5, the
experimental setup included the addition of an
inductive load to the resistive load, resulting in a
current of 1.23A and a voltage of 221V. The
calculated power factor was 0.83 lagging, and the
researchers determined the power usage to be
220.40W, closely aligning with the real power of
220.45W measured in Figure 4. The resistance
remained constant, affirming that the real power
should not change. The 0.05W discrepancy between
these values is negligible, attributed to standard
decimal  variations common in  practical
measurements. This finding underscores the
reliability and accuracy of the power factor and
related parameters in both scenarios.

uuuuuuuu

Fig. 5: Inductive Load Sirnution

In Figure 6, the inductive load was substituted
with a capacitive load while maintaining the same
resistance. This setup produced a current of 1.21A
and a power factor of 0.84 leading. The computed
power usage was 220.59W, which aligns closely
with the previous measurements of 220.45W and
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220.40W. Since the resistive load remained

unaltered, these results validate the consistency and
factor

reliability of the power measurement

methodology.

Fig. 6: Capacitive Load Simulation

4 Implementation and Results

Figure 7 shows the built prototype for detecting
power theft, which follows the design block diagram
and working procedure outlined in Figure 1. The
prototype includes an Arduino Mega 2560 Rev 3,
current sensors, relays, and ESP32 units, all working
together to measure, transmit, and process data.

To verify the performance of each block, we
conducted tests. In Figure 8, the voltage
measurement test (top left) showed a reading of
216V from the meter, while the Arduino recorded it
as 217V. This difference falls within a range of less
than 1% error. This close correspondence confirms
the accuracy of the voltage measurement block. On
the bottom left of Figure 8, the meter recorded a
frequency of around 50 Hz during the frequency
measurement test. At the same time, the Arduino
measured it precisely at S50Hz, affirming the
functionality of the frequency measurement block.

Fig. 7: Implemented Prototype

On the right side of Figure 8, we measured three
currents, one for each user, and compared them with
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the meter readings. For User 1, the meter recorded a
current of 6.8A, while the Arduino measured it as
6.81A. For User 2, the meter reading was 0.1A,
while the Arduino recorded it as 0.14A. Finally, for
User 3, the meter displayed a current of 8.8A, and
the Arduino measured it as 8.81A. These close
correspondences between the meter and Arduino
measurements validate the effectiveness of the
current measurement block. The system records
measurements with two decimal places, while the
meter records only one, offering higher accuracy.
The first decimal recorded by the system
consistently matches the meter's reading, resulting
in an error of less than 1%.

6.81 A
0.14 A

i homelcurrentO:

home2current0:

home3current0

Fig. &: Voltage Frequency, and Home Currents
Measurement

We tested the power factor measurement for
both lagging and leading conditions. In Figure 9(a),
the meter recorded a power factor of 0.94 Lagging,
which the Arduino also measured precisely as 0.94
Lagging, confirming the effectiveness of the power
factor measurement. In Figure 9(b), the meter
displayed a power factor of 0.91 Leading, while the
Arduino measured it as 0.92 Leading. This close
agreement between the meter and Arduino
measurements, with an error of less than 1%,
demonstrates the accuracy of the power factor
measurement.
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Fig. 9 (b): Lagging Power Factor Measurement
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Given that we are measuring voltage, frequency,
current, and power factor, we can calculate the
actual power used (4). Furthermore, with the power
obtained from (5), we can determine the energy
consumed over time. We can achieve this
functionality by setting a time interval using the
Arduino. These power and energy measurements are
conducted for each user, as shown in Figure 10. As
discussed, all measurements, such as voltage,
frequency, current, and power factor, fall within an
error range below 1%. Therefore, we can ensure that
the obtained results are precise.

981.59 W
1503.99 W
0.00 w
25.31 RWh
2.51 Rwh

Powerl:
Power?2:
Power3:

Energyl:

Energy2:

Fig. 10: Power and Energy Used by Each User

Figure 11 illustrates the Control Server, the
central hub for controlling user subscriptions and
current limits. This interface allows administrators
to modify these values as required quickly. Notably,
a value of 0 indicates that the system has cut off
power, while a value of 1 signifies that power is
accessible. Only the administrator, using a username
and password, can access the control server,
ensuring safety and security.

AA 172.20.10.2 ¢

Control Numbers

Current Limit Home 1 (A):s
Current Limit Home 2 (A): o
Current Limit Home 3 (A):
Relay Status Home 1:/o
Relay Status Home 21
Relay Status Home 3

[ Set Numbers ]

Fig. 11: Control Server

Figure 12 shows the relay status. The correct
relay's LED flashes red to indicate a power cutoff.
The system assigns the proper relay to Home 1, the
middle relay to Home 2, and the left to Home 3. A
red LED signals that the system has cut off power,
while a non-flashing LED shows power availability.
If a user exceeds the current limit, the relay cuts off
power as commanded by the ESP32 MCU, and the
system restores power after one minute. In the case
of power theft, the ESP32 MCU issues a permanent
cutoff command until the administrator restores
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access after investigating the issue. During this time,
the red LED flashes until the system restores power.

The system operates under various scenarios
where users can control each relay independently.
For example, an over-limit detection may occur in
Home 3, resulting in a one-minute power cutoff. In
contrast, Home 2 retains power access, and Home 1
experiences a permanent power cutoff due to power
theft detection. Alternatively, users can configure
the system so that all homes have their power
permanently cut off due to theft detection in each
home, or Home 1 and Home 3 could experience
temporary power cutoffs due to over-limit detection.
In contrast, Home 2 continues to have power access.
The prototype uses an Arduino Mega 2560 Rev3
Microcontroller and currently supports three users.
Users can expand the system to support up to 10
users by adding more sensors and relays. If the
system supports more than 10 users, it will require a
Microcontroller with more GPIOs than the Arduino
Mega, as it heavily depends on ADC pins. For a
more extensive implementation involving 30, 40, or
more users, we will need a Microcontroller with
more significant memory and computational speed
to ensure the system's speed and reliability. The
design accommodates as many users as required,
depending on the Microcontroller's capabilities.

Figure 13 shows an email sent to the user,
informing them that the system has reached the
power limit for Home 1 and will restore power in
one minute. This proactive communication informs
users of disruptions and reassures them of a swift
resolution. In this scenario, the correct relay
corresponding to Home 1, as shown in Figure 12,
cuts off the power. We can apply the same scenario
to Homes 2 and 3.

ESP 32 <esp32bs@gmail.com> a &« P o
To: You Tue 5/7/2024 6:13 PM

Limit Reached Notification home 1

Dear user, you have reached the maximum power limit. Please reduce your power usage. Power will be restored in one
minute. We apologize for any inconvenience.

Fig. 13: Email Alert Message for Reaching Limit

In the second scenario, we simulated an illegal
load bypassing the meter, specifically testing it on
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Home 1. Figure 14 shows an email alert notifying
the user that the system detected power theft,
resulting in a power cutoff. The system instructs the
user to contact the administrator to regain power
access. This proactive measure ensures that the
system promptly addresses unauthorized activities,
preventing further misuse of resources. The relay on
the right, responsible for Home 1, as shown in
Figure 12, will flash red and cut off power. We can
similarly apply this scenario to Homes 2 and 3, with
the respective relays responding similarly.

B) ESP 32 <esp3zbs@gmailcom>

You

power Theft Detected home 1

Power theft has been detected, and the power has been cut off. To restore power, the user must contact the
administrator to regain permission.

Fig. 14: Email Alert Message for Detecting a Theft

Similarly, we tested a power theft scenario on
Home 3. As shown in Figure 15, the left relay for
Home 3 was flashing red, indicating a power cutoff.
Previously, power theft was detected in Home 1,
causing the correct relay for Home 1 to flash red and
resulting in a permanent power cutoff for Home 1.
After detecting power theft in Home 3, both Home 1
and Home 3 experienced permanent power cutoffs,
while Home 2 continued to have power access.

Additionally, we tested a power theft scenario
on Home 2, where there was a power cutoff due to
previous power theft detection in Homes 1 and 3.
After detecting power theft in Home 2, a power
cutoff was triggered for all three homes. As shown
in Figure 16, the red LEDs on all relays are flashing,
indicating a power cutoff for Homes 1, 2, and 3.

Nl

F‘ig. 15: Power Cutoff for Home 1 aﬁd 3

The power theft and over-limit detection
scenarios apply to all users, including Homes 1, 2,
and 3, and additional users if the system expands.
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With this Microcontroller, the system can support
up to 10 users. These scenarios validate the
effectiveness of the design, confirming that the
system functions as intended.

Figure 17 shows the measured voltage for Home
1, an online monitoring website developed using
Thing-Speak displays. The measured voltage
fluctuates around 220V, which is the nominal input
voltage.

Field 1 Chart Z O 2 x

housel

voltage

Date

Fig. 17: Company Server for Monitoring Measured
Voltage

Figure 18 shows the measured current at Home
1. The current variation reflects when the home is
loaded or unloaded, with the monitor updating the
server directly. In this scenario, the current was
around 7A.

Figure 19 shows the measured frequency,
displaying a constant value of 49 Hz, close to the
nominal input frequency of 50 Hz. The system
expects a continuous display, as the frequency
should remain stable.

Figure 20 shows the power consumed, which
displays a similar pattern to the current, as the
system calculates the power using Equation 4. In
this scenario, the power was around 1.5 kW.

Field 2 Chart Z2 O ¢ x

housel

current

Date

Fig. 18:
Current

Company Server for Monitoring Measured
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Field 3 Chart o Fn

house]

frequency

17.05 17.10
Date

Fig. 19: Company Server for Monitoring Measured
Frequency
Field 4 Chart Z O 72 x

housel

instant power

171
Date

Fig. 20: Company Server for Monitoring Measured
Instant Power

Figure 21 shows the total energy consumed, a
meter that continuously increases over time. Since
the system records the energy for tracking
consumption, it functions like a traditional energy
meter.

Field 5 Chart Z O 7 x

housel

total Energy

Date

Fig. 21: Company Server for Monitoring Measured
Energy

Figure 22 shows the power factor, which varies
between -1 and 1. The power factor ranges between
0 and 1 for an inductive load, while it ranges
between 0 and -1 for a capacitive load. This
variation helps track low power factors, allowing the
system to alert the user if the power factor drops
significantly.
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Field 6 Chart 2 O ¢ x

housel

Fig. 22: Company Server for Monitoring Measured
Power Factor

Home 1
Voltage: 220 \%
Current: 5.02000 A
Frequency: 50 Hz
Instant power: 1103.95996 w
Total Energy: 12.02000 KWh
Power Factor: 1.00000

home2

power per day:7.47
Thu May 09 2024

16:03:34 GMT+0300

power per day

0
8. May 9. May

Date

10. May

Fig. 23: App for User Monitoring for the Measured
Parameters

We have designed an application that gives
users access to their home status and a summary of
power consumption. Figure 23 introduces the
application, which comprehensively displays
essential parameters such as voltage, frequency,
current, and power factor. Additionally, it provides
details on instantaneous power usage, cumulative
energy meter records, and daily energy consumption
statistics. This user-centric interface equips
individuals with the tools to monitor and manage
their power utilization efficiently. For example, it
shows energy usage of 7.47 kWh per day, as
illustrated in Figure 23. Figure 23 displays the
report for Home 1, with similar displays available
and accessible for Homes 2 and 3 users.

5 Cost

Comparing leading market models like the XENIUS
and RISESUN smart meters reveals key differences.
The XENIUS Smart Energy Meter, priced at $258,
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offers theft detection and essential electrical
parameters but lacks live monitoring and real-time
user interaction. The AMI Smart Meter, costing
$150, provides similar features but is more cost-
effective. In contrast, this research emphasizes
comprehensive real-time data feedback, future
scalability for home automation, and a cost-effective
solution that adds significant value beyond existing
prototypes.

The proposed system, designed with accurate
and reliable low-cost components, measures all
electrical parameters and detects power theft and
over-limit conditions. It controls the current limit
and user subscription status through a control server,
allowing the administrator to monitor the status of
each home via a website. Additionally, a user
application enables homeowners to monitor their
home status. The system will restore power in a
minute and automatically generate emails for users
and administrators when it detects an over-limit
condition or theft.

This design is notably cheaper than the existing
options. For a single user, it costs $110.83—Iess
than the least expensive existing option. For
multiple users, costs are even more efficient:
$145.53 for three users and $266.98 for ten,
resulting in a price per user of about $26.69, making
it 562% cheaper than the cheapest existing option.
The system's low cost and extensive features make it
an attractive solution that can be further enhanced
by adding more features based on demand.

6 Sustainability

Its design includes sustainable features, as seen in
Figure 7, due to using a compact single-box unit that
is approximately 1.5 meters high and 1 meter wide.
This box can replace traditional circuit breakers and
energy meters and provide the same functions and
added functionality. The design is compact
compared to conventional energy meters since it
consolidates all tasks into a smaller unit.

Another key system component is power theft
detection, which helps reduce power wastage and
overall power consumption. Through the user
monitoring app, the user will also be able to manage
their energy consumption based on accurate data.
The design capability to measure power factors
allows for detecting low power factors. In some
instances, poor performance regarding the power
factor may trigger an alert for the customers from
the power company for remedial measures or the
application of penalties and extra fees. Besides, the
design increases overall efficiency by saving
additional components.
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7 Conclusion
The target of this research work is a practical
implementation of the "Power Management System"
that is facing serious problems of energy
distribution inefficiencies and electricity theft.
Incorporating sophisticated technology such as the
IoT allows real-time monitoring for theft of electric
current, detecting over-limit currents, subscription
management at consumer levels, etc. The system
precisely measures and monitors vital electrical
variables such as voltage, frequency, current, power
factor, power consumption, and energy usage. The
system has a control server for real-time changes
and an administrator website for monitoring. It also
has a user-friendly application that allows home
occupants to manage their power usage and monitor
consumption easily.

The main objective of this study was to develop
a system that provides a scalable and economical
energy distribution solution in addition to detecting
power theftt We ensured that wusers and
administrators could communicate easily by
integrating alarm systems and dynamic control
elements. Since we simulated the system,
constructed a functional prototype, and thoroughly
tested it, our design has effectively complied with
these specifications. The prototype produced the
anticipated outcomes, demonstrating that the system
functions as planned and can respond quickly to
anomalies such as power theft. This technology
makes a more secure and sustainable electricity
distribution system possible, which provides a
strong basis for upcoming upgrades and additional
operational efficiency gains.

8 Future Work

Significant extensions are planned for future work
to improve the operational efficiency and resilience
of our "A Power Management System," which
presently focuses on power theft detection and
management. One significant advancement will be
the incorporation of cutting-edge Automatic Power
Factor Correction (APFC) technologies. As noted
by [23], this involves installing an automatic power
factor detection and correction system that uses a
microprocessor with capacitor banks to keep the
power factor around unity and deal with inductive

load inefficiencies. Several writers have
demonstrated that we can use Arduino
microcontrollers [24], [25] and [26] to make

dynamic power factor modifications for both home
and commercial settings.
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Additionally, incorporating IoT-enabled APFC
systems can improve flexibility and reduce human
intervention, increasing overall stability and energy
efficiency. Furthermore, as suggested by [27] and
[28], sophisticated APFC algorithms that use cross-
coherence coefficients between voltage and current
signals and real-time Pearson correlation
coefficients for dynamic changes can be added,
improving efficiency and stability. As an alternative,
reliable hardware solutions can guarantee quick
reactive power adjustments, such as the Arduino-
based system [29] and the thyristor-based APFC
unit, [30]. Finally, stressed by [31] and shown by
[32], it will be critical to use the cost-saving
potential of APFC technology to lower capital
investment and avoid equipment damage.

Future studies will concentrate on incorporating
Automatic Power Factor Correction (APFC) into the
"A Power Management System," which presently
handles power theft detection and management.
These enhancements in the 'A Power Management
System' will build on the fundamental research
examined in the literature on Automatic Power
Factor Correction (APFC). By dynamically
modifying power factors in real-time, increasing
electrical load efficiency, and lowering transmission
losses, the system seeks to use the most recent
developments in APFC technology to maximize
effectiveness.

Since our "A Power Management System" uses
Arduino microcontrollers, the most appropriate
strategy is the one described by [24], [25] and [30],
who used Arduino-based APFC solutions, even if
the other APFC implementation techniques
examined in this study might work with our system.
In addition to improving operational reliability and
encouraging a more sustainable and effective power
management solution, these approaches provide the
most flexible and affordable options, guaranteeing a
smooth integration with our current system design.

Continuing our study, we have to create a power
management system that, with fading noise models,
improves the detection of power theft. Research by
[33] and [34] shows that wireless and imaging
systems commonly feature fading noise.
Researchers can model its unique statistical features
to detect abnormalities within power usage patterns.
We propose detecting anomalies and illegal usage in
the power networks by incorporating speckle noise
models into advanced signal processing methods.
This model improves the effectiveness and
reliability of power theft detection methods. It cuts
energy losses for utility companies by introducing a
new method of highlighting subtle deviations that
are difficult to notice with standard power
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monitoring systems. The research will also provide
a flexible framework in grid systems that can be
scalable and robust in various operational
environments.

The smooth functionality of the power
management system 'A  Power Management
Systems' in such a three-phase power scenario will
ensure that similar systems will be better in
robustness and flexibility. The implementation
includes using advanced algorithms for adaptation
to this three-phase setting; thus, it effectively
enables dynamic load balancing by distributing
single-phase loads over three phases to achieve a
balanced set of loads through methods presented in
[35]. Load stability and avoidance of the inherent
inefficiencies of a phase imbalance are the twin
demands of any three-phase system. Our design will
enable the system to stabilize residential and
industrial applications by efficiently mitigating
neutral currents, thereby limiting power losses and
preventing  transformer  overheating  through
techniques of optimal load redistribution, as
suggested in [35]. By reducing operational losses
and conserving energy, this improvement will better
align with the goal of our study and support a more
sustainable and effective power management
solution. In a three-phase power situation, the
system achieves excellent stability, prolongs the life
of vital components, and utilizes energy much more
efficiently.
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