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Abstract: The World Health Organization (WHO) has defined “eHealth” as “the application of information and
communication technology” (ICT) in the medical and health field. This includes “medical care, disease
management, public health surveillance, and education and research”. E-Health can improve access to medicine
and reduce medical costs. Therefore, it has a far-reaching impact on developing countries and vulnerable groups.
However, whenever a medical dispute arises, there are no good handling mechanisms, such as a complaint
platform that handles patient or doctor complaints to help reduce litigations in medical disputes. For this reason,
the authors propose a study of this concept.
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1. Introduction , o _ _
. . e . study lists parts of good contributions, but is a little
Security and confidentiality are major concerns whe o . . .
fferent then what is discussed in this article, please

it comes to technology-oriented healthcare. Although t S

. . Table 1.
goals of convenience and cost-effectiveness can be T
through its implementation, it is seen that personal data Table |
transmission and its secondary use remain as open issues. RELATED LITERATURES
What e-health CIaJmS 1S that better health OUtcomeS agtgkchain Data ProtectionMedical Image Watermarking Others
enhanced efﬁciency can be facilitated with the help Ofeetal. [ Chiang [6]  Bouslimi and Coatrieux [8]Bouslimi and Coatrieux [8]Fang et al. [12]

. . Agbo etal. [2] Park et al. [7] Abdmouleh et al. [9] Anand and Singh [11] Liu et al. [13]

technology. However, the threats of privacy preservationez et a. 3] zermi et al. [10] zermi et al. [10]

Hasselgren et al. [4]

may overweight the benefits of convenience offered. Hissen et al. 5]
is relevant to propose an effective method that can en-
able efficiency while security and confidentiality can b
Y y ’ . Related Works

ensured. We classify blockchain into one category [1]= . . .
fy gory [ Our research extend the information security technol-

[5], data protection into one category [6], [7], medical . . .
image into one category [8]-[10], watermarking int gy and mformatlon managgment, and then appllgd the
one category [8], [10], [11], and remainder into Other%ryptology into personal medicine record of health infor-

: . mation system. Fang et al. [12] proposed a conception of
category [12], [13]. Wu and Liu [14] described an anony ersonal health records via blockchain technology, but

mous delivery system using blind signature scheme. ™ td ived the f K without imol
Later, Wu et al. [15] also presented a conception whié €y Just describe € Tramework without impiemen-
ation to entity. In the same year, Liu et al. [13] also

used anonymity purchasing to mobile payment. Zhah

et al. [16] connected RSA [17] with ElIGamal [18] twi gesented a s_cheme about anonymous complaint sygtem
algorithms in their idea on mobile purchasing witho ased on patient-doctor and hospital health information
§ystem. Neither Fang et al. [12] nor Liu et al. [13]

bank card. Lv et al. [19] applied to library complain ; | verificati : th tical method
information system. Based on mathematical reasoni%ve ormarveriiication way to use mathematical metho
prove that schemes. The blockchain technology is

and model inference, we get inspiration there. In thﬁ’;2 lied to construct a pathway for information security
aper the authors would like to propose a scheme us
pap ) wouid i brop N N personal health records [20], [21]. By now, the au-

mathematical model and cryptology skill to person} ors combined two well-known public key cryptosys
dici d system. Due to limited conditi th ) § : A
medicine record system. Lue to fimited conditions, tems RSA [17] with ElGamal algorithms [18] in this
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article. It addresses encryption and encryption through: prime number, this is deference with RSAs.

10 phases authentication to achieve confidentiality: @) primitive root of prime numbep; .

System initiation; 1) Registration; 2) Account passing; 3);: secet key in ElGamal-like algorithm [18].

Doctor visiting; 4) Records filling; 5) Records updatedy;: public key in EIGamal-like algorithm.

6) Records checking; 7) Diagnosis; 8) Feedback and &) public key in RSA algorithm.

Medicine taking. Taking advantage of hash function af;: private key in RSA algorithm.

blockchain, this method deliveries data in an anonymous digitized message.

manner to safeguard the privacy of personal recorHealth Bureau: The Health Bureau (HB) means
with mobility and transferability. After employing bothMinistry of Health and Welfare (MHL) or National
theoretical and practical security analysis, this methsétealth Insurance Administration (NHI) in Taiwan. The
is proven to be secured and efficient in personal heatlthmes of medical institutions in different countries, it
records transmission. Through applying this innovativeay be varieties.

method, stakeholders from patients, doctors, the ensukéaspital: We usually means the hospital (or clinic)
party and hospitals are authenticated to certify the acénformation system center. Here, we use abbreviation

racy of data. ‘hospital’ or ‘system center’.

Step 1. Patient applied and registered an account Bgctor: We denote the staff who works in hospital.
hospital’s health information system. There are including nurse and doctor. We preferred

Step 2. The system center issued an account to patig@an to doctor who is qualified in medicine and treats
who applied an ID previously. people.

Step 3. Patient went to hospital or clinic to meet a doctBatient. A common person or user who is ill.
when he felt ill.

Step 4. The doctor diagnosed patient and sent the diag-

nostic records to system center.
Step 5. The system center received the diagnostic

records fro:n doctor before returned the ver|f|3 1 System Initializing Phase

cation result
Step 6. the doctor updated record with health bureau Th(;e( Patient )ra::(;a ?:rl])é siLeeCt;ughcsicer;t key where
Step 7. the health bureau responded updating data®fo P T )

doctor. Yo =g (mod pp) (1)
Step 8. Doctor feeds back the result to patient.
Step 9. Patient take his medicine from pharmacy.

The diagram of conception, see Figure 1.

The System center (hospital) also randomly selects a
secret keyr;,, andfind’s its public key

yp =g" (mod p1) 2)

9. Take The Dcactor randomly selects a secret key, and fnd's

di 5. Upd]tr records
medicine H H
6 ( heck records ItS pU bIlC key
Pass
account 7. Diagnose .
)//(E{Lblstcr \ = (3)

Ye =g* (mod p1)
4. Fill records
3. See the doctor The Bueau (Health Bureau) randomly selects a secret
3 Feedback result key x4, and fnd’s its public key

Figure 1. The Conception of Our Scheme. Ya = g™ (mod p1) (4)

They dd not publish their secret key but did publish
their public key. Every users randomly chooses two large

3. Our Methodology primes numberg; andg;, ard find’s n; where
Supposeyp is a large prime which its over024 bits

lengh, ¢ is a primitive root of Z*, ¢ is a factor by =Pt )

(p— 1), namelyq|(p —1). ¢(ni) = (pi — 1)(g; — 1) (6)

Notation and Significant:

p;. large prime of RSA algorithm [17].
q;: large prime of RSA algorithm. e dy =1 (mod ng) 7)
n;: moddus number of RSA algorithm.

compuese;, sine@ ged(e;, ¢p(n;)) = 1, to find
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Patient Hospital Doctor Health Burcau
Ci te:
UI,ani ;zﬂ mod p; yp = g** mod p; Ye = g% mod py Ya = g™ mod py
o = y . Tk
o = g% mod py r, = ¢" mod p 7o = g* mod p; rq = g mod py

Figure 2. The System Initializing Phase.

3.2 Registration Phase

Chenglian Liu, Sonia Chien-l Chen

3.5 Filling Records Phase

Doctor fills the record before he diagnosed patient
and connected to hospital information system, see Equa-
tion (12) and Figure 6.

-Sawy© - TS“ : 7‘5’“ (mod p1) (12)

Saw,

Que, = Yy

Patient endomly select a numbéy, as their seet key
to satisfyged(k,,p — 1), and calculate their parameters
such as,, Reg, as Equatiors (8) and (9), see Figure 3.

Hostipal

4. {Queg, Saw .}

Doctor

Que, = yf“w“ - Sawke - 1"5“ . r;f“ mod py

Ty = gk” (mod p)

and
Rega = (Ya - 7o) (mod ny).

Patient Hospital

Rega = (ya - 7a)% mod n, 1. {Rega}

Figure 3. The Registration Phase.

3.3 Passing Account Phase

When reeiving the Reg, of the pati@ts’ registration,
the system center will verify and repFass, by Equa-

tion (10) and Figure 4.

)64,, ‘Tb | 0 To

Pass, = (Reg, yer (mod ng)

Patient Hospital
2. {Pass,}  Pass, = (Rega)% ™ - y** mod n,

Figure 4. The Passing Account Phase.

3.4 Meeting the Doctor Phase

Patiert uses his account to see a doctor after went
to hospital, and communicate with doctor about the
situation wheren, express mesage, see Equation (11)

and Figure 5.

Saw, = (Passq - mg)®  (mod M)

Saw, = (Pass, - mg)% mod n, 3. {Saw,}
—_—

Patient Doctor

Figure 5. The Watching Doctor Phase.

E-ISSN: 2415-1513

Figure 6. The Filling Records Phase.

3.6 Updating Records Phase

When system received the records from doctor, it
firstly uses the public key, of RSA to chleck Equa-
tion (13), if it is hold, it then updates the records
before connected to central host at Health Bureau, see
Equation (14) and Figure 7.
?

¢e = (Passq - mg)  (mod ng) (13)
Upd, = Que, - r’jb . rgkb (mod p1) (14)

Sawt"

Hostipal Health Bureau

Upda = Queg - k¢ - 779 mod py 5. {Upd,}
- >

Figure 7. The Updating Records Phase.

3.7 Checking Records Phase

Hedth Bureau obtained the data from hospital, he uses
his secret keyr, to endorsehis record, and send back
synchronizing message, namely Equation (15), (16) and
Figure 8.

Chko = Upd, -1, ™ (mod py) (15)
Chky, = Chkg -7, " (mod p1) (16)
Hostipal Health Bureau
= sy ke mo 1
6. {Chka} gi}zbllﬁg: = (UCI';(Lilza) -br;)"’d mci)g 1

Figure 8. The Checking Records Phase.

(11)

3.8 Diagnosing Phase

After hospital synchronized and updated the data, it
can provide to doctor upon on the diagnosis phase, see
Equation (17) and Figure 9.

Diag, = Chk, - Tf” (mod p) a7
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Hospital Doctor

Diag, = Chk, -r;* mod p, 7. {Diag.}
_—

Figure 9. The Diagnosing Phase.

3.9 Feedback Result Phase
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o 5. Upd
Health
2. Pass, 6 Chk B\j;eau
7. Diag,
1. Reg,

{Que,, Sau o}

3. Saw,
- >

8. Res,
-—

Doctar can write medical records and prescriptions fépgure 13. Concept of Personal Medical Records Based on Crypto-

patient, see Equation (18) and Figure 10.

Res, = Diaga~rb_k“ -Saw, " -m’-rﬁ“ (mod p1) (18)

Patient Doctor

8. {Res.} Res, = Diagg - v % - Saw; - m’ - rke mod py
Ga Ty o a p
-« :

Figure 10. The Feedback Result Phase.

3.10 Take Medicine Phase

graphc Protocol.

Definition 2. (Computational Square-Root Exponent,
CSRE)

CSRE(p,g,y;) is a problem that on inputting a prime
p and integersg,y; € Z, outpus g% (mod p) for

x; € Z, 4 satisfyng y; = g% (mod p) if such anz;
exists. OtherW|se it outputsL.

The fundion above will output if there is no solution
for a query. This should be expressed as CSRE*, as the
CSRE notation is used when a weaker function has no

According from doctor's suggestions and prescrigsolution to the query [23]. This study, however, will eval-
tions, patient take the drugs from hospital, see Equéate stronger functions only and will omit the asterisk

tion (19) and Figure 11.

Pat, = Resg -y, —Saw, rc_k” (mod p1)

Patient Hospital
Pat, = Res, - yb_s'“”” ke mod py 9. {Pat,}

Figure 11. The Take Medicine Phase.

1. (Quea, Saw,) Quea =¥ - Sawfe -1 1 mod py
-
Upda = Quea 1 - r % mod pr 5. {Updy)

f
. 1 mod py
6. {Chka} Chk = (Chk,) 44 mod 7

Figure 12. The Flow of Our Scheme Protocol.

this is .....

4. Security Analysis

Definition 1. (Discrete Logarithm Problem, DLP)

Discrete Logarithm Problem [22]DLP(p,g,y;) is a
problemthat on input a prime and integersy, y; € Z,,,
outputsz; € Z,_; satisying ¢** = y; (mod p) if such

an z; exists.Otherwise, it outputs).

E-ISSN: 2415-1513

for the remainder of the paper. Many cryptosystems are
designed on the basis of the DLP [22], but most of them
have the security equivalent of a weaker variant of DLP
rather than DLP itself. The two most important weaker
variants are as follows.

Definition 3. (The Computation Diffie-Hellman Prob-
lem, CDHP) [24], [25]
Given (g, ¢", g¥), computeg™.

Definition 4. (The Decisional Diffie-Hellman Problem,
DDHP) [26]
Given (g, g%, 9", 9%), decide whetherz = zy in Z,,.

4.1 Theoretical Security

Lemma 1. If the patient is honest, the Equation (13)
holds.

Proof. (Sawg) < (Passg - mg) (mod ng).

Since Saw, = (Pass, - mg)%™ (mod n,) by Equa-
tion (11), we get(Saw,)® = (Pass, - mg) (m od na)
through RSA algorithm theorem, adﬁlega = (yq-7q)%
(mod n,) by Equation (9), where, = g" (mod P1)
from Equation (8).

Checks(Reg,)® = (yq - ra) (mod ng).

(I~

[(ya : Ta)da]ea (mOd na)
(ya . ra) (mOd na) (20)

As mentoned above, the Equations (1), (8), (9), (10)
and (11) hold, indicating that the patient’s identity is

(Reg,)®
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correct and valid. O of Lemma 2, so the system center and the doctor are
honest with each other and cannot deny each other’s

Lemma 2. If the system center is honest, the Equa- _. . .
signing behavior.

tions (2), (10), (14), and (17) hold. .

Proof. 1) Honesty to patients. 2) Be honest with the . .
authority. 3) Honesty with doctors. Lemma 3. If the doctor is honest, the Equations (12),

1) If system center deceived, the Equation (13) cann%tS) and (19) hold.
be established. Unless the patient and the hospitibof. As known the doctors, the system center and the
conspire, however, this link at least needs the doctieealth bureau do not deny each other, it means that the
to become a tripartite conspiracy, otherwise it canntstpartite: doctor, system center and health bureau are
be established. Lemma 1 proves that the patient amehest with each other, which is proved by points (lI)
the hospital are honest with each other, otherwisead (Ill) of Lemma 2. But it doesn’t mean the doctors are
Lemma 1 is contradictory, so the system center li®nest with patients. If the doctor carries out forwarding
also honest with the patient. attack; for example, to Equations (11) and (12), it is
2) The integrity of the system center to the healtsimply forwarded to the system center, and the system
bureau. As known from Equation (12), the doctotenter only verifies whether Equation (13) is effective,
generates parametélue, andthen sent to systemwhich does not guarantee the honesty of the doctor to
center before the center signed ifgd,. The center the patient, but it shows the blind spot of the system
transmitted to Health bureau, while Health bureauwere. However, the Equation (18) can rewrites as
return theChk, to center health. The system center 2 Suw -
found Resq =y, -m’ - rie (mod py). (24)

Chk, 2 g™ . Saw®  (mod py).  (21) Its factorsr¥ have bound and authenticated with pa-

tients and doctors. If doctors cheat, patients cannot be
Since the Equation (21) be generated by doctors, dagalculatedm’ by Equation (19), this is a contradictory
tor has to calculates Equation (12) before both systas Equation (18). Reviewing Lemma 1, Lemma 2 and
center and health bureau signed its parameters. Dbemma 3, the authors proved the quartet patients, system
tor then obtained Equation (21). In other words, thgenter, doctors and health bureau are independent of each
Equation (21) must be signed by both system centsther, but they should be honest and do not deny each
and health bureau before calculation. Therefore, whether. Otherwise, from Equation (9) to Equation (19), if
health bureau sends back Equation (16) to systeyhe of the steps is wrong, all the stages will be wrong.
center, it indicates that both the system center and theas the effect of fail to stop [27]. O
health bureau have completed the authentication each
others. On the other hand, when the system cen&gé Practical Security

passes Equation (17) to the doctor, the doctor can _ _ ,
verify Scenario 1. If attacker want to find the private key such

aszg, (zp, ze, xqg) @andnonce valuek, by public key y,
ySue . Sawe = Diagy ;™ (mod p1).  (22) (Wb Ve, ya), e would challenge the discrect logarithm

o problem.
If holds, it indicates that the system center and the

doctor have completed the authentication each othetganario 2: Only patient computesSaw, sine he
Therefore, from Equation (12) to Equation (17), ifwns his secret key, where Saw, = (Pass, - mq)%
means that the system center, the doctor and thg,q ) through Equation (11). If attacker wants to
hea_llth bureau jointly complete the tripartite authentb-ues patient's identified, he has to guess the RSAs
cation. _ _ secret key d,”. However, it is a big challenge to break

3) If system center is honest with doctors, the EQUgye RSA cryptosystem [28]. Thus, the attacker does not
tion (12) and (17) holds. As known from Equagace the DLP, he also meet decomposing the product of
tion (17) two large primes. That's dual complexity.

Diag, = Chky -7.% (mod p1).  (23)

Scenario 3: The doctor and hospital (system center)
If Equation (22) does not equal to (23), then therean not mutually deny each other. Sincgue, is
must be a cheat between of the system center and fineduced by the doctor where he uses his secretakey
doctor. However, this is inconsistent with point (llo find Equation (12). On the other hand, the hospital
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useshis nonce keyk;, to calalate Equation (17). It [6]
doesn’t matter which side is liar. If someone cheats to
another ones, this scheme will fail to stop; else it is
contradiction. The Lemma 2 and Lemma 3 gave good
provable security.

Scenario 4:We did not assume while health bureau bés]
hacked this situation. If health bureau honest, he would
use his semi key:; to compute Equation (15) and (16)

before send back to hospital; if Equation (25) is hold [l

Saw,

Ya

?

Chk, -Saw?e  (mod py), (25)

) . L 10
otherwise that is contradiction. [10]

5. Conclusions [11]
In summary, this study contributes to the current
knowledge by offering an innovative method of secure{LJ?2
data transmission based on the features of blockch |n]
technology. Their adaption in encryption and decryption
can enable a dynamic authentication mechanism for

each receiver for better outcomes both on security a

efficiency. Further application in different areas and how
to scale up its employment can be considered in future
work. [14]
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