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Abstract: The development in information technology, the widespread use of Internet and the fast movement of
e-commerce has promoted the earlier realization of digital economy. Lots of enterprises use information
technology inside the enterprise to reduce cost, shorten business deal time and achieve the largest production
capability. Although digital technology brings convenience to people, crimes of information theft come after it
too and the derived public security and financial issues are usually beyond our imagination. In this article, group
signature technology is used to improve the operation of virtual team and to inspect the operation status within
the enterprise; internet anonymous impeach function is provided through electronic internal control team
mechanism so as to reinforce the mutual interaction rate between supervisor and employees, to enhance internal
control efficiency within the organization and to enhance entire competitiveness.

Keywords: Group digital signature, Internal control, Virtual team, Electronic internal control team, Anonymous
impeach.
Received: May 16, 2021. Revised: June 29, 2022. Accepted: July 25, 2022. Published: September 14, 2022.

1. Introduction

Technology product, no matter software or hardwarBleters away can vanish someone’s savings which was
has now become the maior Competitive weapon for ascumulated by his/her entire life in very short time.
enterprise to make strategies and create superioritié4)at derived from the things we mentioned above is
Transaction time and cost can be greatly saved througg internal control issues when dealing with electronic
the use of information and telecommunication techndransaction procedures; the risk of electronic transaction
ogy and it is an unavoidable trend in such low proffiot only comes from external environment, bad internal
time. However, under such trend, electronic transactiof@ntrol is also an important factor. Enron scandal of USA
also brings new challenge and risk to this new eerCUI’I’Ed in the winter of 2001, however, on August one
for example, many illegal electronic transaction cas¥gar before the occurrence of this scandal, vice president
in recent years [1], [2] and the stock theft cases of L&herron Watkin who was employed by Enron at Houston
and Li Attorneys-at-Law [3]. Before the use of electronifeadquarter and was in charge of corporate development
transaction system, multiple steps have to be comple®@lteady discovered the illegal secret and reported and
before a consumer can withdraw the money he/she neatigtned to upper management level and outer auditing
Moreover, the bank clerk has to confirm the identity argPmpany, Anderson, but not too much attention was
check to ensure that the identity of the consumer matched to [5]. Therefore, it is very important how to,
the check before the transaction can be completatnder known conditions, let internal control personnel
therefore, the entire process is very tedious and the cissgexamine financial status of the company objectively
is increased. Through the use of electronic mediu@Nd let the investors to get warnings from the financial
consumer only has to use ATM card and password f@port. The employee of Lee and Li Attorneys-at-Law,
complete identity confirmation, money withdrawal aniIr. Wei-Chieh Liu (also call Eddie Liu), sells privately
data registration within very short time and its accuradnd illegally customer’s custodial stocks for about three
and reiiabiiity is even higher than human processing [4]|”|0n3 NT dollars brought an Unprecedented risk to the
However, when you enioy the Convenience’ new rigmpany. This event reveals the internal control leak
must emerge. There is one special feature of transactiifhin an organization. A company must establish a good
by using information and telecommunication technologiternal control system in order to let the company run
that is, electronic transaction can takes place at adiably and continuously. According to work place fraud
places and such feature exposes electronic transaction
under high risk. Only some digits need to be changed
in the system and stranger out there thousands of kilo-
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and nfraction report made by Association of Certifiedhe newest guidance of internal control system. COSO
Fraud Examiners in 2002, the result shows that the fraRaport thinks that internal control is a process and this
in the work place could possibly happen no matter whatocess is designed for three major purposes such as:
the size is of an enterprise. In 2002, there is a loss tof achieve the reliability of financial report reasonably,
about 6% out of the corporate revenue, that is, abdotfollow laws and regulations, to operate the business
60 millions US dollars, due to bad internal control. O¢ffectively and efficiently; moreover, this process is
course, organization should have trust on its employedfected by is affected by the Board of Directors, man-
but if the system does not have very effective operati@gement personnel and other personnel of the company.
of internal control, it could possibly lead to the motiorror the definition of internal control, there is an explana-
and misconduct of fraud [6]. In this study, it proposetson in the article 7 (1998) of No. 33 of Audit Standard
that a system such as electronic internal control teakmnals announced by the Audit Standard Commission
system can be installed in a company so that legal Accounting Research and Development Foundation:
employees in the company can have a report and impeéketternal control is a management process and is de-
mechanism to convey fast and fairly an impeach messaigned by management level personnel and approved by
to the top management level. In this study, digital signghe Board of Directors (or equivalent decision-making
ture mathematical model deduced previously is useduait) so as to ensure the achievement of the following
extend an electronic internal control system to providgals reasonably.” [7]:

a method of impeaching and auditing for the members

of the organization; under this condition, the members

of the organization do not have to worry anything, they « Reliable financial report.

will impeach any fraud occurred around them and do . Efficient and effective operation.

not have to worry about the exposure of their identity. « The follow-up of related regulations and laws.

In the second part of the literature survey, it includes

the definition of internal control department, electronic

internal control team and group digital signature in kmternal control can usually be divided into internal
company. In the third part, the electronic internal contralccounting control and internal management control. The
team model is proposed and the application situation faffrmer is a control directly related to the accuracy and re-
each stage is set up. In the fourth part, discussion drability of accounting record and financial report which
analysis is made after the application and a completmphasizes on the achievement of two goals of accurate
model diagram is proposed. Conclusion and future studgcounting information and guarantee of property safety;

direction will be emphasized in the last part. the latter is a control to maintain operation efficiency
and to check if the organization follow the regulations
2. Literature Survey as specified, therefore, its main purpose it to enhance
2.1. Study on the corporate operation efficiency and to realize specified management
internal control department policies.

Internal control system originated in 1949 from d#nternal control can be divided into two parts, that is,
research report of American Institute of Certified Publistructural internal control and operation internal control.
Accountants (AICPA) named “Internal control- It inte-The former is of planning and designing characteristic
grates the key elements of control and is very importawhich includes the construction of organization system,
to management level and independent accountant.” [Esponsibility division, management authorization, lay-
later on, many related reports and discussions gasmed responsibility, setting of work standards, making
recognition of different levels on the definition, purposef all kinds of management method and operation pro-
and structure of internal control. The current definitiooedures; the latter is real work implementation such
originates from a report of "internal control-integratioras: the use, incubation and management of the work
architecture”, generally called COSO Report, presentpdrsonnel, the safety maintenance of property, the treat-
by a Committee of Sponsoring Organization of thment of accounting affairs, the management and control
Treadway Commission in 1992 (abbreviated as COS@) budget and the implementation, auditing, preparing
with members include AICPA (American Institute ofand reporting of all kinds of business activities and
Certified Public Accountants), American Accountingperations. All the things mentioned above should be
Association, The Institute of Internal Auditors, Insticarefully watched in the work personnel’s usual daily
tute of Management Accountants, Financial Managemembrk operation so as to achieve the final goal of internal
Personnel Association. COSO Report has now becoemntrol [8]-[13].
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e e
h _ y h _ Step 3. Although the topmost decision-maker in the or-
The airrent trend is to use the computer equipment ganization can has the right to examine the iden-
of enterprise resource planning project to assist the tity of the anonymous impeacher, the decision-
operation in every part of the enterprise. Among them, maker can not forge an identity of any mem-
the planning and implementing right and responsibil- ber of the organization and perform anonymous

ity and an obJectlvg aud_ltlng mec_hamsm _of internal impeaching and make false accusation on that
control department is designed by information system. personnel [15].

Furthermore, there is a derived r_1eed ofelectron_lc mtgrr@ilep 4. When electronic internal control team is per-
control team of low cost, low risk and of confidential- forming its job for monitoring and if the respon-

keeping capability. This design not only can achieve the sibility of correct transfer of cases is violated,
corporate planning effect but also can keep the privacy the topmost decision-maker can track its real

of organization members. _ _ , identity and give penalty to personnel who make
Through the use of the architecture basis of virtual false accusation

team in association with group digital signature, w ¢ corporate oraanization. the members of the Board
can deduce management functions of electronic inter fﬁ corporate organization, € members of the Loa
Directors are the strategic core organization, since

control team. The general definition of virtual team is tors h thi  do- thev th v th
team formed because of common ideal, common go I'éec ors have many things 1o do, they thus apply the

or common interest [14]. Electronic internal contro;f‘u;hzr'fat;ﬁn m_echanlgtm n t?ﬁ perslonnel tmtgnag(ten:ent
team is an independent operation team with memb €p them In monitoring the Impiementation status

coming from employee of the company and the topmo% ;hf potI|C|ﬁsi '!'he ts;]ystem men_tlonefdolln_Ithltshgrtlcle, n
manager can know the identity of the employee but oth%ﬁJ tion 1o netping the processing of dally things, can
Iso avoid a decision made by medium level manager

members of the organization cannot know the identi . . o
y exceeding his/her authorization scope so as to do

of members in the virtual team. Virtual team is buil : ) :
|I?gal things. Moreover, if necessary, this system can

in the organization because of its confidential and f b the t i findi t bad h
report characteristic [14]. In this article, the auditing an P the Topmost manager finding out bad guys who use
is system to make false accusation which might lead

examining function, confidential function due to networ 2 manacement dilemma
communication as well as fraud impeaching function & 9 '
electronic internal control team system are investigateid

3. The development of grou
and used to design a special organization for internzﬁigital signaturpe systemg p

control. The goals that an enterprise hopes to achievewhat group digital signature means is, any member

during the application of such system are as in th@in the organization, can issue paper to outside bear-

followings: ing the name of the organization and the receiver only

Step 1. The internal personnel of the department irkhows that the document is a formal document of that
peaches in anonymous way so that the electromigyanization but does not know which member of that
internal control team cannot calculate its realrganization make the paper. Based on the cryptography,
identity. Additionally, if the member of the orga-we develop a group digital signature system which can
nization impeaches in anonymous and repeatbd used in the internal management of the company to
way, the electronic internal control team can nanhance the safety of E-Commerce dealing [16]-[18].
judge how many documents are from the santearlier, Chaum and van Heyet proposed in 1992 [19]
impeacher through the content of the impeachaimple research methods and Chen and Pedersen im-
document. proved them in 1995 [20]; in another aspect, Camenisch

Step 2. After the reception of anonymous impeachirand Stadler [21] create fast signature mechanism target-
case by the electronic internal control team anidg at large organization; Lee and Chang proposed a
if the inspection result is found to be mismatchstrategy based on Discrete Logarithm; Chen and Liu [22]
ing the fact, the identity of the anonymous imeombine the method of Lucas [23] and the assumption
peacher can be calculated through the approwdlfactorization to prepare a signature mechanism faster
of the topmost decision-maker and appropriatban Camenisch and Stadler. In the concern of informa-
penalty can be given; however, the impeachingpn system security, the major part of the application of
reception center still can not guess if the prevgroup signature emphasizes on the generation process
ous or subsequent documents of the anonymaafs password and how to control the password and
document are coming from the same person whmw to protect the password and enhance management
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efficiency during the operation of business. However, iBtep 3. Employee uses his anonymous ID to complaint
real analysis and application, whether the system has or report to virtual team.

been thought in every detail and be tested in every asp8ttp 4. The virtual team forward and check the record
seems far more important than the complexity of the by system center.

writing of programs [24]. In the system constructiobtep 5. The system center received the record from
aspect, a good password system should possess secrecy, Vvirtual team before returned the verification.
identification, completeness, un-deniability [25] as weStep 6. The virtual team forward the record to board.
as un-predictability [26], [27]. Targeting on the defectStep 7. The board decodes the record when he received
of group digital signature [19], some scholars propose to the parameters from virtual team.

use the simple calculation formula existed in IC smafhe detailed information flow is shown in Figure 1.
card accompanied with the use of simple password eagytation and Significant:

for the user to memorize in order to generate identify: denoe a large prime of RSA.

confirmation which is difficult to be solved by othersy,;: dende a large prime of RSA.

In the corporate internal management, the use of digital: denoe a modulo number of RSA.

signature system can help the evaluation of performance denoe the public key of RSA.

objectively and be used as an internal communicatigit denoe the secret key of RSA.

tool. p1: denoe an other prime number of ElGamal, it

different with p;.
3. Our Research Methodology g: is the primitive root of prime numbey; .

This paper extends the concept of information securify. jg 4 pivate key in ElGamal-like algorithm.
technology and management, specifically introduci%: is a pwlic key in EIGamal-like algorithm.
cryptography and information security mechanisms infg . digitized message.
the COVID-19 monitoring system, combining the W@ mpjoyee The usually refers to the grass-roots level
cryptographic algorithms of ElGamal [28] and RSA [29%;affs or users in the organization or company.
to meet the requirements of the digitalization Proces§stem Center We usually means the organization’s
of electronic medical records. In the process of patientsormation system center. Here, we use abbreviation
using the medical insurance card, the information cenigg: o ‘system’.

can set the identity of the person who knows or does Ngfy,a| Team : We denote the staff who works in middle
know (double blind mechanism). Based on this desigi,e| such as manager or equivalent position.
concept, the medical staff passively know or does nghard: A person who is director, supervisor, chairman

know the patient's identity. In this paper, we propose & president in high level of organization or company.
conditional anonymity scheme. In the process of submis-

sion, patients and the system center have registered and
issued account numbers, and patients, hospitals, docfors
and the health insurance bureau are anonymous. In the
process of the system, the patient has no direct contact pass wonﬁrm
with the health insurance bureau, so the health insurance 1. Register 014‘1{
t N€eC]
s 6. Forward

bureau can not know the real identity of the patient a

the initial stage; the role of the health insurance bure 3. Appeal

has the right to supervise and inspect the doctor’s vis

content and inquire about the hospital information; the

hospital has the responsibility to report the business g@ure 1. The concept of this system.

the health insurance bureau; the doctor has to report the

visit situation to the hospital. This scheme of the algo-

rithm consists of eight phases: registering phase, account

issuing phase, medical treatment phase, diagnosis phdsk, Initializing System Phase

data verification phase, data update phase, data respongel In the system initialization phase, all users such

and final result return phase. as employee, system center, manager and board set their

Step 1. Employee opens an account and register to cawn account numbers and passwords, and share primitive
pany’s system center. parameterg and a large prime numbegs through the

Step 2. The system center issues an accounts to eystem.
ployee who applied an ID previously. The employee randomly selects a numhbgr as its
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private ley and satisfieged(xzq,p —
his publc key

1), then calculates Employee System Center

Sy =yl (mod ny,) 1. {Sa}

_ Ta
Ya =9 (mod p) (1) Figure 3. The Registration Phase.

The systemcenter randomly selects its own private
key z;, to calculdes its own public keyy,, and then

amounces see Figue 4.

“ (2)
The virtud team (or manager) randomly selects its own
private keyz. to calculdes its own public keyy., and
publishes it

yp =g (mod p)

System Center
V’a = S%*Ib
a

Employee

2. {V.} (mod n,)

Figure 4. The Getting Account Phase.

©)

The boardwill randomly select its own private key,
to calculde his public keyyy, and then pblishes

Ye = g*c  (mod p)

3.4. Complaining Phase

3.4 The employee obtains a valid account and he then
usesW, and C, before he complaint to virtual team.
SFhis operation has an anonymous feature:

(4)

Please seéigure 2. Every employees randomly sele

ya=g*" (mod p).

Compute: Employee System Center Virtual Team Board Wa = (Va)da (mOd na)7 (11)
Ya=g" modp y,=g"modp  y.=g" modp  y4=g" modp
_ O and
Figure 2. The System Initializing Phase. Co=yj"-mg (mod p), (12)
two primes p; andg; to find: see Figures.
ni = Di " Gi ®)
. Employee Virtual Team
since W, = (V)% (mod n,) i
B(n) = (pi — 1) (g — ). (6)  [Cozvim modn PO
Compue the public keye; where it stisfied Figure 5. The Complaining Phase.
ng(GZ’,TLi) =1 (7)
and 3.5. Checking Record Ph
ei-di=1 (mod ny). | 35 ecking Recor ase

_ ) 3.5 When the doctor receives the patient’'s require-
The pultic key pairs ared;, n;), althoudn the secretkey \ont he will diagnose patient and sent the diagnostic

is d;; we have detroyed some parameters such@sd; yecord to system center for processing. The process is
and ¢(n;)) based a security issue. From Equation Gshown in Equation (13) and Figure 6.
to (8), it is well-known RSA algorithm [29].

F, = yZV“ -W*e. C,

s (mod p). (13)

3.2.Registering Phase

3.2 The employee uses his EIGamal public kgyand
the RSA ecret keyd, to calculde a temporary account
by Equation (9).

System Center

4. {Wo, Cyy Fo}

Virtual Team

F,=yYa W2 .C, (modp)

(9)

and regiser this account to system center, see Figure

S, = yg“ (mod ng,),

gigure 6. The Checking Record Phase.

3.3. Getting Account Phase

3.3 When the system center receiv€s from em-
ployee, the system center approved and retuiriesince

— €q T
V, = §eew

3.6. Confirming Phase

3.6 The hospital received the diagnostics record by a

(mod ny), (10) doctor, he would check this identifié¥,, firstly; if it is
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hold, and then verified this message before returned tmmely

doctor. See Equation (14)-(15) and Figure 7.

p—1l—x4 Tq

, my, =y “yy" - me  (mod p) (20)
Wee =V, (mod ng). (14) O]
If holds, to calculate the Equation (15). From Equation (18) to (20), we finished the proof.

T, = (F,)% - (W)= .C-m (mod p). (15

System Center Virtual Team

{W

5. {T.} T, = Fyr - (Wie)= - Co™+ (mod p)
- 3. {W,,Cu} 6. {Za, W}
Figure 7. The Confirming Phase.

Figure 9. The protocol of this scheme.

3.7. Reporting Business Phase

3.7 The system center has verified the effective ideR;9, The Experiment Example
tity of the informant. After the manager received the
verification results, he signed or endorsed the verlflcatlon
results, and then submitted the results to the board o"f

e assumep = 101, ¢ = 18 andthe private keys as
=11,z = 49,2, = 37,24 = 71 where public keys

directors for processing. Please see Equation (16) and Yo = H9.
Figure 8. w = 28.
Zy = (T,)"% - C;% T mod p. (16) ye = 86.
Yya = 3. (21)
: Supposethe RSAs parameterg, = 11,¢, = 13, and
B Vlrf?al Team Board €q = 19’ we find
Zo=Tie -Ca™ ™' (modp) 6. {Zi W}
n = 143.
Figure 8. The Reporting Business Phase. é(n) = 120.
d, = 19. (22)
3.8. Board Processing Phase The resit are
3.8 The board of directors received the reporting S, =58 =59 (mod 143).

{Z., W,} by manager. Since the content has been signed V, =124 = 58194  (mod 143).
it digitally, if board of directors want to fetch the contents B T
C,. Howeve, the content of the report is encrypted with Wa =136 =124 (mod 143). (23)
the public keyy, of the bard of directors and the private| et 1, = 50, responding to

key z, of the rgorter (hamely employee). Therefore,
there are only two persons (employee and board) wh
can recovery (decode) th&, into m,, after obtaining the  F,

54 = 3" . 50 mod 101.
61 = 8630 . 136" - 54 mod 101.

(1]~ 1lI

ciphertextC,, pleasesee Equation (17). 194 1361 mod 143.
Co=2Zy-y,""  (mod p). a7y 71T, = 87T=61%. (13637)—49 547491 mod 101.
Proof. As know from Equation (12), the’, generaed ~ Za = 16= (875477 " mod 101.  (24)
by employee, we can rewrite as According from Equation (18) and (19), we get
Mq =Yy - Ca  (mod p). (18) x = 29=101—-1-"7L
According to Fermat Little Theorem, we let ml, = 50=59%.53 (mod 101).  (25)
r=p—1—1x4 (19) The autlors gave an example of experiment flow from
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(mod n,) since Equation (14), according to RSA theo-
rem; it becomes

)
4 Wee = (Vde)ea d
- {136,54,61} @ (Va™) (mod na),
Vo (mod nyg). (26)
3. {136,54} 6. {16,136}
From alove calculation, we connect the relationship

between the Equation (11) and (14). The Equation (9)
Figure 10. The Example of Experiment Flow. S, = y% (mod n,) by employee, the Equation (10)
Vo = S5+ (mod n,) by system center. If employee is

honest the system center check Equation (27) holds.
Equaion (21) to (25), and the diagram show in Fig- ' y a 27)

ure 10. v,

Il

yat  (mod ng)
(Sg)% ™ (mod ng)
(yde)e ™ (mod ny)

4. Security Analysis

1312321
= gt d . 27
Definition 1. Discrete Logarithm Problem (DLP) Yo' (mod na) @7)
As known parametergp, ¢, y;} whee the formula Othemvise, it is a contradiction. O

yi = 97 (mOd. p). I.t IS very harc_j to_fl_no_l the pri- Lemma 2. If system center is honest, the Equation (10)
vate kg x; while prime approaching infinite. Based : o

. . . . . holds, that is to saythe employee verified the system
on this assumption of computation and condition, it Igenter
called solving the discrete logarithm problem (Solving
Discrete Logarithm Problem) [30]. The current publicProof. As known from Equation (10), the system center
key cryptosystem based on discrete logarithm has vajweduced thé/, after enployee transmitted his account
parameters that are greater thar®24 bit length or2048 S . We canrewrite the Equation (28) into
bit length. )

Va Y, (mod p)

g*)*  (mod p)
g*)*  (mod p)
=yt (mod p). (28)

Definition 2. Computation Diffie-Hellman Problem
(CDHP)

The Computation Diffie-Hellman Problem [31]is derived
on the Diffie-Hellman key exchange principle (Diffie

Hellman Key Exchange) [32]. The main ideas are de- _
scribed as follows: Given(g, ¢%, ¢¥} to find ¢=¥. Actualy, from Step 1 to Step 2 (see Figure 1), the

Here, ¢ is known parameter, the andy are unknown SyStém center and employee both verified each other.
It is stopped while one side failed. Otherwise, there

Il
—~

parameers. _ Py _

is a contradiction. The Lemma 1 and 2 provide the
Definition 3. Decisional Diffie-Hellman Problem ayidences. ]
(DDHP)

The Decisional Diffie-Hellman Problem [33] is alemma 3. If system center and manager are both

variant of the Diffie-Hellman computation probleminteraction honestly, the Equation (13) and (15) holds,
Given {g, ¢*, ¢, ¢}, to find the Z, is satsfied the system center and manager can verify each other

z = wy. Given {g, g%, ¢}, to find g*. Here he p. ¢ A known the Equation (14) and (21), the anony-
parameterg is known, and the parametefs, y, 2} o ¢ parametefV, produed by employee and then
are al unknown. via manager to system center. If manager is honest, the
. . . system center received the corrdéf,; othemwise, he
4.1. Theoretical Security Level Analysis would got a wrong content. By Lemma (1) and (2), we
Theaetical Security Level Analysis Analysis securit;@rove employee and system center are honest. Hence,
of theoretical level the system center can easily check the right or wrong of

Lemma 1. If user is honest, the Equation (14) would b&V« Pased a the Step 1 to Step 3 without to check the

correct, that is,the system center verified the emplaye&a- This is to say, the manager honest to system center.
On the other hand, the system center used his private

Proof. Wge < Vo (mod nyg,). key x; to praduceT, after te receivedr, by manger. If
As knowvn from Equation (11), we getV, = (V,)% manager dishonest to system center who cannot produces
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right T,, before received thef, from marager. Although, adopted by the audit or anti-corruption department be-
the T, was prodice by system center, the manager carause of their involvement in the case too. Moreover, this
verify T, such as Huation (29) can also prevent the unnecessary conflict caused within
the organization due to rank suppression.

? .
To = y™-C, (modp) This study proposes architecture for the setup of elec-
= y, " - Cy (mod p). (29) tronic team in the internal control department of a

company so that the identities of employees, who are
worrying about getting revenged when they impeach
something and gets their identities exposed, will be
protected. This architecture will encourage the members
of the organization to impeach illegal things bravely

and protect their identities. In the system of the current

As known T, = (F,)% - (W2e)=% . O %+l (mod p)
by Equation (15).

(Fa)™ - (Wee) = - Cgott

(2 W G- (W)

1,

J— Waﬂi;, Tp - —2?;,-{-1
= Y ~Writ - Ca" - Wil - Ca study, if necessary and under the agreement of the
_ Wz _ decision-maker of the organization, the identity of the
= ot : -Cy . . )

Ye wir - i original electronic impeacher can be tracked and this has
= Yyl C, threatening effect and can prevent any conflicts caused
= y“T.C, (mod p). (30) by persons who make false accusation. Moreover, the

system can also perform monitoring and management
According from Equation (30), the (29) equal to (30)on medium level managers and employees of the basic
we finished the proof. O level, which is thought to be the greatest contribution of
this study. However, the insufficient part of this study
is the lack of consideration on humanity, which will be

4.2. Analysis of practical safety levels i
future direction of study.

Analysis security of practical levels
Doubts about cracking RSA and ElGamal cryptosys-
tems If the attacker intends to disguise the identity of References
the patient, the attacker must have the patient’s key da fﬂ BBC News, “Taiwan ATMs ‘robbed of $2.5m by European
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