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Abstract: E-government digital platforms are often attacked by sophisticated cybersecurity threats because of the 
sensitive nature of the information and services they provide. The analysis finds that these systems have vulner-
abilities due to fragmented security architectures, not enough skilled personnel, limited budgets, and reactive 
security approaches, particularly within developing countries such as Zambia. This study reviews existing re-
search on cybersecurity challenges affecting e-government systems, focusing on Government-to-Business (G2B) 
digital platforms in developing countries. It also examines established cybersecurity frameworks, including De-
fence-in-Depth (DiD), NIST CSF, ISO/IEC 27001, and the Zero Trust model. The study also reviews the role of 
Centralized Security Monitoring Platforms (CSMPs) integrated with Intrusion Detection and Prevention Plat-
forms (IDPPs) in improving threat visibility, event correlation, and coordinated incident response. A lightweight 
validation approach is carried out using a virtualized environment, which relies on open-source platforms such 
as pfSense, Suricata, and Wazuh to show how the centralization of monitoring increases situational awareness 
and correlates events to show the relevance of the proposed solution within a resource-constrained environment. 
The study further identified some operational and technical challenges that affect the adoption of effective cy-
bersecurity practices within e-government infrastructures and highlights the importance of scalable, cost-effec-
tive, and integrated monitoring infrastructures to manage cybersecurity proactively in developing countries. 
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1 Introduction 

1.1 Background 

The global shift towards e-governance has trans-
formed public service delivery, enhancing efficiency, 
transparency, and accessibility [1]. Governments 
now commonly interact with citizens (G2C), busi-
nesses (G2B), employees (G2E), and other govern-
ment entities (G2G) through digital platforms [2]. 
However, such an increase in digital platform inter-
actions has significantly increased the attack surface, 
making government networks prime targets for cy-
bercriminals and threat actors. This has made cyber-
security even more critical to ensure service continu-
ity, citizen data is protected, and to maintain integrity 
and trust [3].  

Governments that provide digital G2B services 
through public sector digital platforms in institutions 
in developing countries such as Zambia are becoming 
increasingly vulnerable to advanced cyber-attacks, 
due to a lack of infrastructure integration, knowledge, 
and financial resources [4]. These public institutions 
like any other are now facing an evolving and com-
plex threat landscape marked by advanced persistent 
threats (APTs), zero-day exploits, insider attacks, 
data tampering, unauthorised access, and attacks that 
disrupt the operation of systems [5], leading to a neg-
ative impact on the confidentiality, integrity and 
availability of digital data, which undermines public 
trust in government data management [6].  Similar 
institutions have security controls consisting of frag-
mented architectures, old integration settings, and 
poorly configured access controls [7]. This makes it 
difficult for security teams to obtain a centralized 
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view of organisational threats, contributing to de-
layed detection, reduced situational awareness, and 
ineffective incident response [8]. As a result, many 
security operations remain reactive. Threats may ex-
ist without being detected within network environ-
ments until a significant disruption occurs. 

1.2 Review Methodology 

A structured literature review was done to analyze the 
literature on cybersecurity challenges, cybersecurity 
measures, and intrusion detection methodologies that 
apply to e-governance systems. This included se-
lected academic articles from IEEE Xplore, Sci-
enceDirect, SpringerLink, ACM Digital Library, and 
Google Scholar. Official guidelines on cybersecurity 
standards were put into consideration. 

This review involved literature written from 2010 to 
2025, using keywords such as "e-governance cyber-
security," "centralized security monitoring," "SIEM," 
"IDS," "IPS," "cybersecurity in governments," and 
"cybersecurity frameworks". The following inclusion 
criteria were set to select the relevant literature: 

 works addressing cybersecurity challenges 
specific to e-governance systems or govern-
ments; 

 articles discussing centralized monitoring, 
SIEMs, IDSs, or IPSs; 

 papers focusing on security frameworks and 
operational security issues; 

 publications that provide implementation 
strategies. 

Literature unrelated to cybersecurity challenges 
faced by public institutions and not involving tech-
nical aspects of centralized monitoring and intrusion 
prevention was ruled out. The collected literature was 
analyzed further to identify common cybersecurity 
challenges, existing frameworks, approaches to cen-
tralized security monitoring and IDS/IPS implemen-
tation, and knowledge gaps relevant to e-governance. 

1.3 Research Contributions 

This paper makes the following contributions: 

 It provides a structured overview of cyberse-
curity challenges that affect e-governance 
systems in developing countries. 

 Evaluates the relevance of key cybersecurity 
frameworks within resource-limited environ-
ments. 

 Proposes a CSMP-IDPP framework utilizing 
open-source technologies. 

 Supports the proposed approach with light-
weight validation derived from simulated 
cyberattack scenarios. 

 Identifies existing research gaps related to in-
tegration, governance and operational cyber 
security monitoring 

1.4 Organisation of the Paper 

The rest of this paper is structured as follows: Section 
2 gives an overview of the cybersecurity challenges 
affecting e-governance platforms. Section 3 reviews 
cybersecurity frameworks relevant to public institu-
tions. Section 4 examines CSMP-IDPP approaches. 
Section 5 discusses the problem framework valida-
tion and security analysis. Section 6 summarises re-
search gaps identified in the literature. Section 7 con-
cludes the review. 

2 Cybersecurity Challenges in e-Gov-
ernance. 

Government platforms face threats including Ad-
vanced Persistent Threats (APTs), zero-day exploits, 
ransomware, insider threats, and data tampering [9].    

 

Fig. 1 Cyber threats targeting Public Institutions 

Fig. 1 shows some of the evolution of cyber threats 
targeting public institutions. 

These threats exploit fragmented architectures, a lack 
of centralized monitoring, and poorly configured ac-
cess controls that remain common in public admin-
istration [10] The lack of a centralized monitoring 
platform leads to delayed detection and inefficient in-
cident response, reinforcing the need for integrated 
monitoring solutions [11]. These systems are kept in 
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a regulated environment with limited budgets and 
complex governance models, yet with the need for 
high availability [9]. Studies show that fragmented 
cybersecurity controls are used to address challenges 
that lead to delayed incident detection and response 
due to a lack of real-time intrusion monitoring, a lack 
of log correlation, and full visibility of the entire 
threat landscape on the network, hence reactive ap-
proaches to cyber threats [8].  Research further indi-
cates that the use of fragmented structures, as is often 
the case in many developing countries, frequently re-
sults in the deployment of isolated and outdated se-
curity tools, leaving critical systems vulnerable to at-
tacks [12]. During cybersecurity incidents, outdated 
reporting systems are downright brittle, especially 
where uncertain responsibilities, unclear roles, and a 
misaligned governance framework often lead to inef-
fective decision-making [13], [14]. Fig 2 shows a 
summary of cybersecurity challenges experienced by 
e-Governance systems. 

 

Fig. 2 Cybersecurity Challenges Affecting Govern-
ment E-governance Platforms. 

These challenges affect government institutions re-
sponsible for managing confidential data related to 
the public sector. This lack of a common cybersecu-
rity framework mirrors the overall national problem 
of fragmented system architecture and little cyberse-
curity expertise [15]. Therefore, the literature high-
lights the importance of a Centralized Security Mon-
itoring Platform (CSMP) integrated with Intrusion 
Detection and Prevention (IDP), and how a hybrid ar-
chitecture may improve the cybersecurity posture 
while offering a scalable and cost-effective Solution.  

Zambia's cybersecurity threats have shown a trend of 
segmentation, fragmentation, lack of skills, and in-
sufficient institutional coordination [16]. Table 1 out-
lines cybersecurity challenges affecting registry plat-
forms. These cybersecurity threats highlight the im-
portance of having effective monitoring systems that 

increase visibility, incident detection, and coordina-
tion in e-governance systems.  

Table 1 Key Cybersecurity Challenges Affecting 
e-Governance Platforms. 

Chal-
lenge  Description 

Impact on 
e-Govern-
ance Secu-
rity 

Refer-
ences 

Frag-
mented 
Secu-
rity Ar-
chitec-
ture 

Firewalls, IDS, 
and VPNS oper-
ating inde-
pendently 

Delayed 
threat de-
tection and 
weak cor-
relation 

Khan et 
al. 
(2024) 

Lim-
ited 
Skilled 
Person-
nel 

Shortage of 
skilled analysts 
for information 
security 

Slow re-
sponse and 
misconfig-
ured con-
trols 

Nuraeni, 
Nugraha, 
and 
Ami-
nanto 
(2025) 

Budget 
Con-
straints 

High cost of pro-
prietary tools 

Too much 
reliance on 
minimal or 
outdated 
solutions 

Nuraeni, 
Nugraha, 
and 
Ami-
nanto 
(2025) 

Reac-
tive 
Secu-
rity 
Posture 

Focus on inci-
dent response ra-
ther than proac-
tive monitoring 
and measures 

Increased 
dwell time 
of attack-
ers 

Bellam-
konda 
(2026) 

Gov-
ern-
ance & 
Policy 
Gaps 

Limited align-
ment between 
policy guidelines 
and technical 
controls 

Compli-
ance risk 
and incon-
sistent en-
forcement 

Rebeiro 
(2025), 
Anil and 
Baba-
tope 
(2024) 

 
The cybersecurity challenges highlighted above indi-
cate the need for more systematic and coordinated cy-
bersecurity approach to improve visibility, control, 
resilience, and incident management across public 
digital infrastructure. The importance of a centralized 
security monitoring platform integrated with intru-
sion detection and prevention systems is widely rec-
ognised as critical for boosting efficiency in an e-
government environment. It is therefore important to 
discuss the existing cybersecurity framework, which 
is relevant to e-governance ecosystems. 
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3 Frameworks for Securing e-Gov-
ernance Platforms. 

To address these challenges, several established 
frameworks and models provide structured guidance 
for building cybersecurity resilient systems [17]. 
These frameworks ensure that the confidentiality, in-
tegrity, and availability of important information, as 
it enables organisations to systematically identify as-
sets, assess threats, implement safeguards, and ensure 
rapid recovery, hence facilitating a safe and efficient 
online system for the administration and operations 
of the government [18]. The development of cyber-
security frameworks has been influenced by the need 
to deal with technologies and changing security 
threats [19].Fig 3 show a conceptual representation 
of these frameworks which include: 

 The National Institute of Standards and 
Technology Cybersecurity Framework [3]. 

 ISO/IEC 27001 Information Security Man-
agement System [20]. 

 The Zero Trust security model  [21]. 
 The Defence-in-Depth model [22]. 

 

Fig. 3 Cybersecurity frameworks for securing e-Gov-
ernance 

These frameworks help address cybersecurity chal-
lenges. While these frameworks provide strategic 
guidance, they do not explicitly define implementa-
tion mechanisms for centralized monitoring and real-
time threat correlation, creating a gap between policy 
and operational security. Table 2 shows a summary 
of the cybersecurity frameworks relevant to the 
study. 

 

Table 2 Comparison of Cybersecurity Frame-
works Relevant to e-Governance Platforms 

Frame-
work / 
Model 

Core Fo-
cus 

Applicability 
in Zambia 

Refer-
ences 

De-
fence-
in-
Depth 
(DiD) 

Layered 
security 
controls 
across sys-
tems and 
networks 

Provides redun-
dancy, but frag-
mented deploy-
ment may limit 
centralized 
monitoring in-
tegration. 

Caballero 
(2013) 

NIST 
Cyber-
security 
Frame-
work 

Risk-based 
cybersecu-
rity man-
agement 

Provides struc-
tured govern-
ance but re-
quires mature 
implementation 
capacity. 

NIST 
CSF 
(NIST, 
2018) 

ISO/IEC 
27001 

Govern-
ance, risk 
manage-
ment, and 
compli-
ance 

Supports ac-
countability 
and continuous 
improvement 
but may be re-
source inten-
sive. 

Culot et 
al. (2021) 

Zero 
Trust 
Security 
Model 

Continu-
ous verifi-
cation and 
least-privi-
lege access 

Strengthens ac-
cess control but 
requires ad-
vanced identity 
infrastructure 
and skills. 

Gajbhiye, 
Jain, and 
Goel 
(2023) 

Com-
bined 
Frame-
work 
Rele-
vance 

Strategic 
cybersecu-
rity align-
ment 

Supports policy 
alignment, but 
no single 
framework pro-
vides unified 
centralized 
monitoring. 

Salman 
and Al-
sajri 
(2023) 

 

 

4 Centralized Security Monitoring 
and Intrusion Prevention Roles. 
  

4.1 Centralized Security Monitoring Plat-
form (CSMP). 

Centralized security monitoring refers to the process 
of consolidating security events and system log mes-
sages generated by different infrastructure compo-
nents in an integrated monitoring environment for 
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analysis and reporting purposes [23]. The major com-
ponents of CSMP include log collection tools, an 
event correlation and analysis component, the dash-
board component, and alert components [24]. Cen-
tralized monitoring improves the detection of suspi-
cious activities such as repeated authentication at-
tempts, unusual scanning of the network, attempts to 
escalate privileges, and malicious traffic behaviour. 
In this regard, CSMP provides more supportive evi-
dence in an investigation as it enables a fast detection 
of the vectors of attacks. 

 
4.2 Intrusion Detection and Prevention 

Platform (IDPP). 

Intrusion Detection and Prevention Platforms 
(IDPPs) combine the capabilities of Intrusion Detec-
tion Systems (IDS) and Intrusion Prevention Systems 
(IPS) [25]. IDPPs perform signature-based and 
anomaly-based strategies that enable real-time iden-
tification of threats and facilitate preventive actions 
such as dropping a packet, IP blockage, and execu-
tion of automated tasks  [25],[26]. Most Intrusion de-
tection and Prevention technologies use multiple 
methodologies, either separately or integrated, to pro-
vide broader and more accurate detection [27].  

When integrated into the CSMP, IDPP allows for the 
real-time analysis of network activity and system be-
haviour, permitting the platform not only to identify 
threats but also to block malicious network activity. 
Table 3 shows a comparison of the features of CSMP 
and IDPP. Integrating IDPP capabilities into a CSMP 
ensures that security monitoring does not stop at alert 
generation but is linked to enforcement and mitiga-
tion controls.  

 

 

 

 

 

 

 

 

 

Table 3 CSMP vs IDPP Comparison 

 

4.3 CSMP-IDPP Integration Architecture. 

Existing literature indicates that a practical Central-
ized Security Monitoring Platform (CSMP) inte-
grated with Intrusion Detection and Prevention Plat-
form (IDPP) capabilities can be realised through the 
integration of multiple security components operat-
ing at different layers of the network [28]. In such ar-
chitectures, network traffic is monitored at the perim-
eter, internal network, and endpoint levels, enabling 
comprehensive visibility of security events.  

Within such integrated systems, each component 
takes up a specific role. Firewalls like pfSense act as 
the perimeter enforcement layer responsible for con-
trolling traffic flow and logging the activity on the 
network [29],[30]. Intrusion detection systems repre-
sented by Suricata provide deep packet inspection 
and generate alerts based on known attack signatures 
and suspicious behaviour[31]. Security Information 
and Event Management (SIEM) systems, such as 
Wazuh, aggregate logs collected from different ma-
chines, analyze the collected logs, and provide cen-
tralised dashboard views for better interpretation 
[32],[33]. The proposed architecture corresponds to 
the concept of defence in depth, which means that alt-
hough some attacks may not be detected in one layer, 
they will certainly be identified in another [21], [34]. 
This approach increases situational awareness and 
supports proactive cybersecurity management in e-
government. 

Con-
cept 

CSMP 
(SIEM-
focused) 

IDPP 
(IDS/IPS-
focused) 

Reference 

Role 
Visibility + 
correlation 

Detection 
+ preven-
tion 

Kent and 
Souppaya 
(n.d.) 

Input 

Logs from 
various sys-
tems 

Network 
traffic pat-
terns 

Pekarčík et 
al. (2025)  

Out-
put 

Alerts, 
dashboards 

Alerts, 
drops/bloc
ks 

Ravindran, 
Ojha, and 
Kamboj 
(2025) 

Key 
benefit 

Central in-
telligence 

Real-time     
defence 

Ravindran, 
Ojha, and 
Kamboj 
(2025) 
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Table 4 Functional Roles of Components within 
Proposed CSMP-IDPP Architecture  

 

4.4 CSMP Benefits and Challenges. 

Available literature indicates various advantages of 
central monitoring, including enhanced situational 
awareness and reduced investigative time through 
unified evidence collection. There are challenges, 
however, including tuning the correlation rules and 
coping with false positives without performance 
overheads on log ingestion, challenges that are often 
made even worse by resource-constrained environ-
ments.  

The centralization of logs and alerts across these 
components significantly enhances cybersecurity 
processes by making it possible to correlate the infor-
mation collected from multiple data sources. In addi-
tion to analysing logs from different systems, security 
analysts can observe a sequence of events, facilitating 
faster identification of attack patterns and improved 
response coordination. This addresses the limitations 

of fragmented security deployments commonly re-
ported in public sector environments. Table 5 shows 
the typical benefits and challenges of the CSMP 
IDPP. 

 
Table 5 CSMP Benefits and Challenges 
 

CSMP Bene-
fit 

Typical Chal-
lenge 

References 

Central visi-
bility 

False positives & 
noise 

Ozkan-Okay 
et al. (2021) 

Faster inves-
tigations 

Log volume over-
load 

Pekarčík et 
al. (2025) 

Better corre-
lation 

Integration com-
plexity 

Dixit and 
Tripathi 
(2025) 

Compliance 
evidence Skills gap 

Hamid and 
Huda (2025) 

 

5 Framework Validation and Secu-
rity Analysis 

In e-governance systems, there is continuous interac-
tion between public-facing services, internal users, 
network gateways, endpoints, and databases, and 
monitoring systems. As such, from a cybersecurity 
perspective, all these elements may be viewed as an 
interconnected combination of nodes, services, and 
events that need to be correlated to derive security in-
sights. Cyberattacks usually exploit weaknesses in 
authentication mechanisms, exposed services, net-
work exposure, lack of policy enforcement, and lack 
of proper monitoring mechanisms. Therefore, an ef-
fective centralized security monitoring system be-
comes important for improving visibility and cyber-
security for e-government platforms. 

5.1 Security Monitoring Model. 

Let the e-governance environment under considera-
tion be described as the set of assets as presented in 
equation 1 below: 

 A = {a1, a2, ..., an} …………… Equation 1  

Where A represents the set of assets with e-govern-
ment environment, theses may include servers, end-
points, gateways, applications, as well as monitoring 
components. Also, let  

T = {t1, t2, ..., tm} ………………. Equation 2 

Com-
ponent Function 

Key 
Logs 

Refer-
ences 

pfSense 
Firewall 

Used as the pe-
rimeter gateway 
for routing, en-
forcement of 
access control, 
and firewall log 
generation 

Fire-
wall 
events, 
blocked 
connec-
tions, 
and al-
lowed 
traffic 
logs 

Senthilku
mar and 
Mu-
thukumar 
(2018) 

Suricata 
IDS/IPS 
Service 

Analyzes net-
work traffic, 
generates intru-
sion alerts, and 
performs pre-
vention actions 
when operating 
in IPS mode 

IDS 
alerts 
and IPS 
drop 
logs 

Guo, 
Guo, and 
Zhang 
(2022) 

Wazuh 
SIEM 

Provides cen-
tralized log ag-
gregation, event 
correlation, 
dashboard visu-
alization, and 
alert generation 
for security 
monitoring 

Corre-
lated 
alerts, 
dash-
boards, 
and 
SIEM 
event 
records 

Dixit and 
Tripathi 
(2025) 
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T represents the set of threats targeting these assets 
represented by equation 2. These include phishing at-
tacks, unauthorized access, malware activity, recon-
naissance scans, denial of service, and insider threats.  

In the centralized security monitoring design model, 
any security events that arise from any of the ele-
ments contained in set A will be monitored and ana-
lyzed to determine if any of them represent potential 
threats, which will be categorized under set T. This 
monitoring process includes the logging of security 
events and sending out of security alerts through dif-
ferent infrastructures. 

Security monitoring in the e-governance may then be 
defined as a problem of detecting malicious activities 
within a system, correlating alerts generated by dif-
ferent tools, and taking actions in time. However, 
when security monitoring tools generate alerts inde-
pendently leads to problems of delayed alerts, dupli-
cates, and lack of overall situational awareness. The 
proposed CSMP-IDPP addresses challenges through 
its ability to integrate firewall technologies and intru-
sion detection/prevention systems and SIEM moni-
toring systems within a comprehensive security man-
agement monitoring infrastructure. 

5.2 Threat Landscape in e-Government 
Systems 

The common types of cyber-attacks on the infrastruc-
tures in e-governance are reconnaissance scanning, 
brute-force attacks on authentication services, web 
application exploitation, communication between 
machines that have been infected with malicious soft-
ware, privilege escalation, and violation of the integ-
rity of files [5]. The purpose of reconnaissance is to 
find out live hosts, open ports, services, and vulnera-
bilities. 

In brute-force attacks, different passwords and 
usernames are used to break into authentication ser-
vices [5]. Web application exploitation refers to ex-
ploiting public portals [35], whereas file integrity vi-
olations could suggest a possible intrusion and at-
tempts to make changes to files. Advanced persistent 
threats should be mentioned because of their long-
term nature and high-value targets [36]. Although the 
complete replication of APTs in a laboratory environ-
ment is difficult, it is possible to study the behaviour 
of such attacks by analyzing suspicious access at-
tempts, privilege escalations, and abnormal commu-
nication patterns with the outside world through the 
network. 

To improve cybersecurity visibility and ensure 
proper incident response, the use of a centralized 
monitoring architecture ensures that security events 
generated from different infrastructure elements are 
continuously monitored and correlated. In the SIEM 
system, the security logs generated by various com-
ponents such as the firewall, IDS, endpoint, authenti-
cation, and network devices are collected and ana-
lyzed in case of suspicious activity for further inves-
tigation. This process is illustrated in Fig. 4. 

 

Fig. 4 Centralized Security Monitoring Workflow in 
E-Governance Systems. 

In conclusion, the above discussion shows the need 
for a security architecture that capable of processing 
events from different sources. 

5.3 Existing Defences Against the Identi-
fied Threats. 

Existing defences used against attacks on e-govern-
ance include firewalls, intrusion detection systems 
(IDS), intrusion prevention system (IPS), endpoint 
monitoring tools, access controls, and security infor-
mation and event management (SIEM) solutions 
[23]. Firewalls act as traffic filtering devices at the 
boundary between the internal network and Internet 
connections. IDS/IPS analyzes network flows look-
ing for abnormal traffic and known attack signatures. 
Endpoint monitoring tools help in capturing events 
related to the activities on individual computers [37]. 

Even as these security controls provide critical pro-
tection mechanisms, devices operating independently 
often lead to fragmented visibility and delayed re-
sponse coordination. A firewall could generate an 

Threat Activity

Firewall/IDS Detection

Log Correlation

SIEM Correlation

Security Analysis

Incident Response
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alert regarding connection attempts, IDS might raise 
alerts for scans, while endpoint monitoring raises 
alerts for failed login attempts. Centralized monitor-
ing addresses this challenge through integration of 
log analysis, alerts, and other event data from various 
security tiers in a centralized monitoring platform. 
Centralized monitoring helps improve situational 
awareness and allows for better threat detection or re-
sponse. 

Table 6: Example Security Controls and Monitoring 
Roles 

Security 
Control Monitoring Role 

Refer-
ences 

Firewall 
Traffic filtering and log-
ging 

Senthilku-
mar and 
Muthuku-
mar (2018) 

IDS/IPS 
Threat detection and 
prevention 

Suricata 
Documen-
tation 
(2026) 

SIEM 
Event correlation and 
centralized monitoring 

Wazuh 
Documen-
tation 
(2026) 

Endpoint 
Monitor-
ing Host activity visibility 

Caballero 
(2013); R 
et al. 
(2025) 

Access 
Control 
Systems 

Authentication monitor-
ing 

Gajbhiye 
et al. 
(2023); 
Culot et al. 
(2021) 

 

5.4 Detection Performance Metrics 

The following equations are conceptually utilized to 
measure the efficiency of detection, alert reduction, 
and false positives. 

(1) 𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑅𝑎𝑡𝑒 =
(𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 𝐴𝑡𝑡𝑎𝑐𝑘𝑠)

𝑇𝑜𝑡𝑎𝑙 𝑆𝑖𝑚𝑢𝑙𝑎𝑡𝑒𝑑 𝐴𝑡𝑡𝑎𝑐𝑘𝑠
𝑥100  

Detection rate refers to the percentage of attacks that 
are detected by the security monitoring system. 

(2) 𝐴𝑙𝑒𝑟𝑡 𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 =
(𝐼𝑛𝑖𝑡𝑖𝑎𝑙 𝐴𝑙𝑒𝑟𝑡𝑠−𝑅𝑒𝑑𝑢𝑐𝑒𝑑 𝐴𝑙𝑒𝑟𝑡𝑠)

𝐼𝑛𝑖𝑡𝑖𝑎𝑙 𝐴𝑙𝑒𝑟𝑡𝑠
𝑥100  

The reduction in alerts means the level to which du-
plicate alerts are eliminated thanks to correlation and 
rules optimization. 

(3) 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑎𝑡𝑒 =
𝐼𝑛𝑐𝑜𝑟𝑟𝑒𝑐𝑡 𝐴𝑙𝑒𝑟𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑁𝑜𝑟𝑚𝑎𝑙 𝐸𝑣𝑒𝑛𝑡𝑠
𝑥100  

False positive rate is used to measure the percentage 
of false alarms that are generated based on benign 
system events. 

(4)  

𝐿𝑎𝑡𝑒𝑛𝑐𝑦 = 𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒 − 𝐴𝑡𝑡𝑎𝑐𝑘 𝐼𝑛𝑖𝑡𝑖𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒  

Latency is measured as the time between attack exe-
cution and alert generation. 

(5) 

𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑈𝑡𝑖𝑙𝑖𝑠𝑎𝑡𝑖𝑜𝑛 =
𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 𝑠𝑦𝑠𝑡𝑒𝑚 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒 𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠
𝑥100  

Resource utilization shows how much of the system’s 
resources such as CPU and memory have been used 
by the monitoring system. 

(6) 𝑇𝑃𝑅 =  𝑇𝑃/(𝑇𝑃 + 𝐹𝑁) 

True Positive Rate (TPR) is another name for Recall 
or Sensitivity, which describes the percentage of the 
total number of true positives detected by the system 
out of the entire dataset. 

(7) 𝐹𝑃𝑅 =  𝐹𝑃/(𝐹𝑃 + 𝑇𝑁) 

False Positive Rate (FPR) is the ratio of the number 
of true events incorrectly classified as malicious 
events. 

 

(8) 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  𝑇𝑃/(𝑇𝑃 +  𝐹𝑃) 

Precision is the percentage of the total number of true 
positives out of all positive decisions made by the 
monitoring system. 

(9) 𝑅𝑒𝑐𝑎𝑙𝑙 =  𝑇𝑃/(𝑇𝑃 + 𝐹𝑁) 

Recall represents the percentage of correctly detected 
malicious events by the monitoring system. 

(10) 𝑅𝑂𝐶 =  {(𝐹𝑃𝑅, 𝑇𝑃𝑅)} 
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A receiver operating characteristic curve (ROC) 
graphically displays the interplay between false pos-
itive rate (FPR) and true positive rate (TPR) when 
classifying events. 

(11) 𝐴𝑈𝐶 =  ∫ 𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅) 

The Area Under the Curve (AUC) is used to measure 
the discriminative power of classifiers for identifying 
malicious events. 

Confusion matrices are to assess the effectiveness of 
detection using true positives (TP), false positives 
(FP), true negatives (TN), and false negatives (FN). 

5.5 Framework Validation Environment 

A virtual, lightweight validation environment based 
on open-source cybersecurity solutions was concep-
tually designed to evaluate the feasibility of applying 
the CSMP-IDPP architectural design. The validation 
environment involved the use of pfSense firewall as 
the network gateway device, Suricata as an intrusion 
detection and prevention engine, and Wazuh as a cen-
tralized SIEM platform. The environment also in-
cluded internal virtual machines acting as user de-
vices and application services commonly found in e-
government systems. Generated logs and security 
events from various sources were aggregated and an-
alyzed in the centralized monitoring server. 

 

Fig. 5 Proposed CSMP-IDPP Architecture  

As such, the purpose of the validation exercise was 
not to perform comprehensive penetration testing but 
to show how a central cybersecurity monitoring solu-
tion improves visibility and management of security 

threats in resource-limited environments. Fig. 5 illus-
trates the overall structure of the proposed CSMP-
IDPP architecture. 

5.6 Threat Validation Scenarios. 

Several typical cyber-attack scenarios potentially ap-
plicable to e-government systems were selected for 
the validation process. The following scenarios have 
been chosen: 

5.6.1 Reconnaissance scanning 

The alerts are triggered by the intrusion detection 
module due to any suspicious scan targeting the pub-
lic services on the network. The alerts were then cor-
related with firewall events on the SIEM platform to 
improve visibility and centralize the analysis process. 

5.6.2 Brute force attacks 

Brute force attack scenarios are used to generate 
alerts in the intrusion detection system, which led to 
the triggering of correlation rules in the centralized 
monitoring platform, which helped detect unusual 
authentication actions. 

5.6.3 File integrity violation. 

A few scenarios are designed for testing file integrity 
monitoring to see how the changes to important files 
can be identified and reported via centralized event 
correlation. 

5.6.4 Suspicious Network Traffic Pattern 

Any unusual network traffic and communication at-
tempts are analyzed to demonstrate the effectiveness 
of centralized monitoring in identifying suspicious 
network activities. 

The results of the validation showed that integration 
of intrusion detection alerts and firewall logs with 
centralized event correlation enhances cybersecurity 
in e-government systems. 

5.7 Validation Results and Operational 
Analysis 

The validation results show that the suggested 
CSMP-IDPP framework improves visibility, event 
correlation, and collaboration among the security 
monitoring processes on various infrastructure lay-
ers. Events related to the security system generated 
by firewalls, IDSs, and endpoint monitoring were 
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successfully correlated in the centralized SIEM sys-
tem. 

The utilization of centralized monitoring capabilities 
helped in the detection of suspicious behaviors be-
cause of the correlation of events created by different 
security systems, therefore preventing issues with 
monitoring security events on an isolated basis. 

Moreover, it can be seen from the validation experi-
ment that centralization helps in increasing aware-
ness due to the fact that it enabled security operators 
to analyze related attacks within one dashboard rather 
than analyzing each event separately. 

While the experimentation occurred within virtual-
ized lab conditions, the findings confirm that central-
ized monitoring and intrusion prevention can be effi-
ciently implemented within resource-limited public 
sector entities with the use of open-source technol-
ogy-based solutions. 

However, the validation approach used during the ex-
periment helped in understanding some of the opera-
tional difficulties encountered when implementing 
cybersecurity within developing nations, such as a 
lack of expertise, complex infrastructure, difficult 
tuning of alerts, and other resource constraints. 

As a result, the current research highlights the im-
portance of designing and utilizing integrated and 
cost-efficient cybersecurity architecture. 

 

6 Research Gaps and Analytical Dis-
cussion 

Existing literature provides valuable insights into cy-
bersecurity architectures and threat mitigation strate-
gies in e-governance environments [5],[8]. The prin-
cipal contributions and associated limitations of stud-
ies related to this research area are illustrated in Table 
8 below. Despite the contributions made by such 
studies, however, several critical gaps still exist, es-
pecially concerning the connection between CSMP 
and IDPP in government organizations [8]. Such gaps 
include the absence of empirical studies validating 
hybrid cost-effective solutions, the lack of studies an-
alyzing long-term sustainability, and the lack of 
country-specific research conducted in developing 
countries such as Zambia [4],[12]. 

In addition, one may observe that while separate cy-
bersecurity tools have been described in detail in pre-
vious works [23]-[33], few efforts have been devoted 
to researching the process of implementing such 
components into an integrated monitoring system. 
Challenges related to log correlation, interoperabil-
ity, and alert tuning have not been analyzed properly, 
thus hampering the organization's ability to move 
from an ad-hoc security system to a coordinated, cen-
tralized monitoring environment. 

This challenge is especially pronounced in the case 
of public sector organizations that face certain budget 
constraints [7]. While open-source software offers a 
good solution to proprietary products, its efficient im-
plementation remains to be researched [21]. 

Table 8: Summary of related works in CSMP-
IDPP literature 

Study 
Focus 

Key Contri-
bution 

Identified 
Gap 

Refer-
ences 

Govern-
ment cy-
bersecu-
rity 
frame-
works 

Established 
best practices 
for risk man-
agement and 
governance 

Limited 
focus on 
develop-
ing-coun-
try imple-
mentation 

NIST 
(2018); 
Culot et 
al. 
(2021) 

Open-
source se-
curity 
tools 

Cost-effec-
tive security 
monitoring 
solutions 

Limited 
large-
scale vali-
dation 

Dixit 
and 
Tripathi 
(2025); 
Guo et 
al. 
(2022) 

Proprie-
tary 
SIEM so-
lutions 

Advanced 
event corre-
lation and 
analytics 

High im-
plementa-
tion and 
opera-
tional 
costs 

Pekar-
čík et 
al. 
(2025) 

African 
case stud-
ies 

Contextual 
relevance to 
developing 
countries 

Limited 
empirical 
validation 

El Go-
hary 
(2017); 
Eg-
wuatu 
(2025) 
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Govern-
ance and 
policy 
studies 

Legal and 
compliance 
perspectives 

Weak 
linkage to 
technical 
imple-
mentation 

Anil 
and Ba-
batope 
(2024) 

Despite the availability of a variety of security solu-
tions, analysts have a hard time monitoring multiple 
dashboards simultaneously and correlating events 
from different security devices. Moreover, these de-
vices generate a huge amount of data (logs) in multi-
ple formats, thus overwhelming the log management. 
This issue is particularly important for SMEs that 
usually have limited human resources, and managing 
security can often be a part-time job for a single indi-
vidual [38]. Table 9 provides a summary of the iden-
tified knowledge Gaps in the literature. 

Table 9: Summary of Identified Knowledge Gaps 
in Literature. 

Gap 
Cate-
gory 

Description Research 
Impact 

Refer-
ences 

Integra-
tion Gap 

Limited 
SIEM inte-
gration 
across  
security  
platforms 

Restricts 
centralized 
monitoring 
capabilities 

Pekar-
čík et 
al. 
(2025); 
Dixit 
and 
Tripathi 
(2025) 

Valida-
tion Gap 

Limited em-
pirical vali-
dation in Af-
rican e-gov-
ernance con-
texts 

Weak  
evidence 
base for 
implemen-
tation 

El Go-
hary 
(2017); 
Eg-
wuatu 
(2025) 

Sustain-
ability 
Gap 

Limited cost-
benefit and 
long-term 
sustainability 
analysis 

Difficulties 
in support-
ing  
adoption 

Culot et 
al. 
(2021) 

Govern-
ance 
Gap 

Weak align-
ment be-
tween com-
pliance and 
technical de-
sign 

Reduces in-
stitutional 
trust and 
coordina-
tion 

Viel-
berth et 
al. 
(2020) 

Human 
Capac-
ity Gap 

Limited cy-
bersecurity 
and SOC op-
erational 
skills 

Restricts 
scalability 
and opera-
tional ma-
turity 

Hamid 
and 
Huda 
(2025) 

The literature review further shows that despite ad-
vancements in the deployment of CSMP-IDPS 
worldwide, there is still a gap in effective, feasible, 
and economically viable solutions that are focused on 
developing countries, as well as public institutions  
[39]. Few studies have been found to have proven 
their designs using hybrid open-source and proprie-
tary cybersecurity models in Zambia. 

 
7 Conclusion 

In conclusion, the cybersecurity challenges faced by 
e-governance systems and wider e-governance sys-
tems involve a range of issues, including fragmented 
security infrastructure, lack of skilled manpower, 
funding issues, and reactive cybersecurity manage-
ment approaches. Although existing frameworks like 
Defence in Depth, NIST CSF, ISO/IEC 27001, and 
Zero Trust offer useful guidance on cybersecurity 
management, they fall short in terms of the need for 
integrated monitoring and responses to cybersecurity 
threats, particularly in the public sector context. 

The reviewed literature provides a rationale for 
adopting a framework involving the integration of the 
Centralized Security Monitoring Platform (CSMP) 
and Intrusion Detection and Prevention Platform 
(IDPP). This combination of tools leads to improved 
cybersecurity management. 

On the other hand, research limitations still exist in 
areas such as practicality, scalability, and sustainabil-
ity of hybrid CSMP–IDPP in the context of develop-
ing countries. The issue requires further study 
through research into effective methods of imple-
menting such an approach to cybersecurity. 
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