
Sequentially Triggering “Time-Bomb” Trojan into Hardware Wired 

Microsequencer 
 

GRIGORE MIHAI TIMIS, ALEXANDRU VALACHI 
Technical University “Gh.Asachi”Iasi,  

Faculty of Automatic Control and Computer Engineering 
ROMANIA                                           

 
Abstract: - This paper presents an analysis of a sequential Triggered “Time Bomb” hardware Trojan (HT). Major 
security concerns have been rising up since malicious modification of hardware or fabrication IC can lead to an 
altered functional behavior, potentially with disastrous consequences in safety-critical applications. Due to the 
stealthy nature of the hardware Trojans the conventional design and time verification and post manufacturing 
testing cannot be readily extended. There are a large number of possible instances and operating modes for the 
hardware Trojans in a digital system. Since the hardware Trojan insertion can modify the functionality of the 
digital integrated circuit (IC), alter its behavior, generate denial of service (DoS), the HT threats should be 
analyzed with maximum importance through the entire lifecycle of the IC. 
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1 Introduction 
The hardware security to ensure Trust in ICs has been 
developed as an important topic of research during 
recent periods. This tendency has resulted in new 
security threats such as hardware (HT) insertion. A 
hardware Trojan can perform such destructive 
actions such as DoS, damage to functions or 
performance etc. [1]. If the chip contained with the 
HT is deployed in the secure-sensitive fields such as 
education, military, economy and medical treatment, 
it may have severe consequences. Due to the stealthy 
nature of the hardware Trojan the post-manufacturing 
logic testing is not suitable for detecting it. In order 
to evade detection the Trojan will trigger a 
malfunction due to rare circuit conditions. If the 
Trojan acts as a sequential state machine or “time 
bomb” the rare conditions for activation of the Trojan 
might not be realized during the testing period.  
Hardware Trojan (HT) insertions can be classified 
into three categories: internal trigger, external trigger, 
storage, driver, [1-6].  
In [2,12-16] the authors propose a simple 
classification for the hardware Trojans:  
• combinational – the activation depends on the 
occurrence of a particular condition  
• sequential – the activation depends on the 
occurrence of a specific sequence of rare logic values 

The Trojan’s Trigger refers to the activation 
mechanism while the Trojan Payload represents the 
affected circuit functionality, [17].  
In Fig 1 is presented the Trojan taxonomy based on 
trigger and payload mechanisms,[2]. 
 

 
Fig.1. Hardware Trojan Taxonomy 
 
Based on [7] the Trojans are classified regarding their 
trigger and payload mechanisms.  
The trigger mechanism is split in two types: analog 
and digital [18]. Digital triggered Trojans are 
classified into sequential and combinational types, 
[20]. 
The sequentially triggered Trojans which also called 
also “time bombs” are activated by the occurrence of 
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a specific sequence. One of the common sequential 
Trojans is the synchronous counter which will trigger 
the malfunction due to a particular count value, [21]. 
 
Fig. 2 shows the Trojan’s triggering ”time-bomb” 
using a synchronous counter. 
 

 
 
Fig.2. Trojan’s triggering method using “time-bomb” 
synchronous counter type. 
 
According [9-11], based on the Payload mechanism, 
Trojans can be classified into two main classes: 
• Digital Trojans can affect the logical values at 
internal payload nodes 
• Analog Trojans affect the circuit parameters like 
power, performances etc. 
 
 
2. Sequentially Triggering “Time-

Bomb” Hardware Trojan – a case 

study example  
 
For a case study we propose to design a two color led 
digital semaphore system which is usually used on 
the train railway sections. 
There is the following functionality:  
• Red – Danger/Stop 
• Green – Clear.  
The train may proceed subject to any speed 
restrictions applying to the section of line or to the 
train itself. 
The system has three buttons (B1,B2,Bres) and two 
leds (Green, Red) as in Fig. 3: 
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Fig.3. Digital Automata System 
These three buttons will provide three inputs into the 
Digital Automata System: 
 
• Push button B0 will provide x0 input with the 
following functionality: when the button is pushed 
(ON) the input x0=1, when button is released (OFF) 
the input x0=0. 
• Push button B1 will provide x1 input with the 
following functionality: when the button is pushed 
(ON) the input x1=1, when button is released (OFF) 
the input x1=0.  
• If the output signal z1=1 it means that the green led 
will be on, if the output signal z0=1 means that the red 
led will be on. 
• Bres will provide a system hard reset so both leads 
will be off and the digital automata system will 
provide outputs z1=0, z0=0. 
 
These two led will be on after the completion of the 
following sequence, (1): 
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(1) 
 
As it’s described in [3], the optimized fluence graph 
is shown in Fig. 4: 
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Fig.4. Optimized Fluence Graph 
 

Based on the optimized fluence graph from Fig. 4, it 
represents the digital semaphore system’s algorithm, 
the functional organization chart can be deducted like 
in Fig. 5. It can be observed that the green led will be 
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ON during state 3S  when 11 z . Similarly, the red 

led will be ON during state 6S when 10 z . 
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Fig.5. Functional Organization Chart 

From the functional organization chart it was deducted 
the transition table, like in Fig. 6. 

The equations which result from the transition table are, 
(2). 

𝑦2,𝑛+1 = 𝑆1 + 𝑆5 

𝑦1,𝑛+1 = 0 

𝑦1,𝑛+1 = 𝑆2 

𝐼𝑁𝐶 = 𝑆1 ∙ 𝑥1 ∙ 𝑥0 + 𝑆2 ∙ 𝑥1 + 𝑆4 ∙ 𝑥1 ∙ 𝑥0 + 𝑆5 ∙ 𝑥1 ∙ 𝑥0  

𝑃𝐿 = 𝑆1 ∙ 𝑥1 ∙ 𝑥0 + 𝑆2 ∙ 𝑥1 ∙ 𝑥0 + 𝑆5 ∙ 𝑥1 ∙ 𝑥0    

𝑅𝐸𝑆 = 𝑆1 ∙ 𝑥1 + 𝑆4 ∙ 𝑥1 ∙ 𝑥0    

𝑍1 = 𝑆3 

𝑍0 = 𝑆6                                                                          (2) 

 
Fig.6. Transition table 

 
The “golden model” implementation for the wired 
microsequencer is shown in Figure 6. 
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Fig.8. "Golden model” implementation for the wired 
microsequencer 
 
In case of the Hardware Trojan is stealthy attached to 
the “Golden Model”, Fig.9 shows the Trojan “Time-
Bomb” triggering method: when the 8-bit upper 
counter reaches the full range value 0xFF(255) the 
output of the logic AND becomes 1 logic. It is logic 
XOR’ed with the original X1 value and the payload 
“hijacked” output became X1p. This moment represents 
the time when the “Time-Bomb” Trojan is activated. 
Since this signal is “corrupted”, hence it will lead to 
malfunction of the hardware microsequencer logic 
system thus the Trojan is activated and can “harm” the 
entire digital system. 
Based on the experimental model (this will be a future 
research article), it was observed that as much as the 8-
bit counter clock signal is faster, that’s how quickly the 
Hardware Trojan acts.  
For example, 74HC590 is a 8bit counter which has a 
clock frequency of 21MHz for temperatures between -
40 °C to +85 °C. 
Considering the f=21MHz, the 8bit counter will reach 
the maximum count value at 7.56 × 1010 1/ℎ .  
As can be observed, since the clock frequency is 
increased, the Hardware Trojan can be faster activated 

and if the clock frequency is decreased, the Hardware 
Trojan can be slower activated. 
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Fig.9. Trojan “Time Bomb Trigger” implementation in 
the wired hardware microsequencer 
 

The described “Time-Bomb” Trojan triggering logic 
method can be replicated also on all the remaining 
input signals X1, INC, PL, RES, hence the digital 
system can be fully “hijacked”. 
 
It can be observed that since the X1, X0, INC, PL, RES 
were hijacked by the “Time-Bomb” Trojan, the logic 
decoder (DEC) will decode wrong states rather than the 
“Golde Model” design. Thus, the digital system 
outputs Z1,Z0 are “Hijacked” so the values will not be 
the same as in the “Golden Model”. 
 

Since the proposed architecture is part of a digital 
semaphore system, the malfunction of it could lead to 
improper functional behavior hence the accidents rate 
is highly increased. 
As an observation, the presented triggering method of 
the “Time-Bomb” Trojan can be applied on any digital 
system. 
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On the other hand, the Hardware Trojans detection 
method represents the subject of a future research 
paper. 
 

 

3. Conclusion 
In this paper there was presented a “Time-Bomb” 
Trojan triggering method for Hardware Trojans.  
The assertion techniques of the Hardware Trojan have 
become a sensitive security concern for digital 
systems. Thus, the detection methods became a very 
challenging problem. By the nature of the “Hardware 
Trojan” it is designed to avoid detection since they 
usually run in “hidden” mode and are activated when 
certain conditions are fulfilled. 
Regarding the detection of the triggering “Time-
Bomb” Trojan there can be used a shadow-latch based 
on delay characterization techniques. This will be the 
subject for a future research paper. 
 
Because of the varied nature of the Hardware Trojans, 
the detection of them became very challenging and it 
required a combination of techniques both during 
design and test in order to provide an acceptable level 
of security. 
Another method to trigger “Time-Bomb” Trojans is by 
using an asynchronous counter or hybrid counter. 
These methods will be the subject for a future research 
paper.  
A 100% detection of the Hardware Trojans seems to be 
impossible because of the diversity of the Hardware 
Trojans types. Major future challenges would include 
developing detection mechanisms for the digital and 
analog Trojans. which can implement various types of 
activation conditions. There are widen methods 
regarding the triggering modes which avoid the IC's 
testing procedures (eg. different combinations of the 
primary inputs). 
This study can be combined with Artificial or 
Computational Intelligence and this will represent the 
subject for a future research paper. 
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