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Abstract: Today, practically everyone has access to the internet and owns some type of digital gadgets,
such as a smartphone, laptop, tablet, etc. We live in a digital world where internet use is widespread.
Nowadays, a growing number of children have access to the internet via portable electronic devices
such as tablets, laptops, and gaming consoles. Online social networks (OSN) have become
increasingly popular and are now widely used along with the rise of the internet. A large percentage of
children worldwide have profiles on at least one online social networking site. Children register on
these platforms so they can communicate with their peers, make new friends, share their interests and
hobbies in the hopes of meeting someone who has similar ones, play games, and more. But in addition
to the benefits and enjoyment that kids derive from social networks, there are also risks and dangers
that specifically target children on OSN platforms. Online harassment, online predators, sexual
solicitation, cyberbullying, and cyber grooming are all threats that target children on OSNs. This
paper aims to bring awareness to parents and children about the potential dangers present on online
social networking platforms and offers guidelines on how to better protect children in the social
networking environment.
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1 Introduction unrealistic expectations of other people's lives.
The development of the internet and its widespread There are also risks and dangers related to privacy
use provides a wide range of possibilities for anq security with g:hlldren having profiles on OSNs.
communication, interaction, entertainment, Children are particularly prone to be deceived or
education, information gathering, and many other groomed by adults they meet online. Online
activities, thus becoming a necessary component in predators target children online and engage with
today's modern and digital era. Today's youth them by _sendlng them a direct private message or
spends a significant amount of time online, whether commenting on a post about the children. Predators
for learning, communicating with peers through can easily hide their identity online and usually
various OSNs (online social networks), or for deceive children about who they really are and their
amusement. In addition to the many benefits that the age, and adopt a false identity so that they may
internet and OSNs offer, because of their establish a stronger connection with the child and
widespread use, there are also certain threats to gain trust. .Once a relationship_ is established and
online safety and privacy. Children’s usage of social trust is gained, predators manipulate, abuse, and
networks can also have a negative effect on them by exploit their victims. The children may not
interfering with their ability to focus, hindering recognize the risks or dangers present on OSNs until
them from sleeping, and making them subject to it’s too late. Security guidelines and awareness
bullying, rumours, online harassment, and about the potential dangers of OSNs can assist
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parents and children in safeguarding children’s
privacy and security and keeping them safe online.
The paper is organized as follows: Section 2
presents the related work, Section 3 discusses the
usage of the internet and OSNs by children and the
benefits of using them, and Section 4 talks about the
various threats and risks that are present in OSNs
that target children, Section 5 gives guidelines on
how to better protect children and teenagers on
OSNs and Section 6 concludes the paper and
proposes future work.

2 Related Work

Fire, Goldschmidt, and Elovici [3] presented a
taxonomy of numerous security threats that put the
safety of users and children on OSNs in danger.
They categorized threats targeting children into
three categories: online predators, risky behaviors,
and cyberbullying. The authors as well gave an
overview of the solutions offered by OSN platform
owners, commercial manufacturers, and academic
solutions that have been implemented to improve
OSN user privacy, security, and protection.

The author [4] discusses the dangers and effects of
social media on children, focusing on preteens and
young teenagers while also including information
from older teenagers, particularly in Canada and the
US. He discusses the dangers that the youths face as
a result of the inappropriate and harmful content that
is available on social media, as well as the
consequences that lack of online privacy and
cyberbullying may have on them. Additionally, the
author makes suggestions on how to protect
youngsters online.

In their review article on cybersecurity awareness
for children [5], the authors analyzed other studies
that report on various cybersecurity risks and
awareness approaches. As a result, they included a
list of risks for children, a list of commonly used
approaches to raise awareness among children, and
a list of the factors the researchers took into account
while analyzing cybersecurity awareness strategies
and solutions.

In the study [2] the risks and threats that children
who use the internet and online social networks are
exposed to are identified through a review of the
literature on internet use by minors and the
motivations behind it. Additionally, a methodical
approach is offered for creating cutting-edge
methods to shield young people from these dangers
and threats.
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3 Children’s Online Social Networks
usage, Benefits from using the internet
and OSNs

First, let’s define what is understood under the term
“children”. According to the Convention on the
Rights of the Child, “a child means every human
being below the age of eighteen years unless under
the law applicable to the child, the majority is
attained earlier" [20]. Another commonly used term
for “children” is the term “minors”. Even though all
individuals under the age of 18 are referred to as
children, it is common to divide them into several
categories, as children between the ages of 9 and 12
are called preteens, whereas children between the
ages of 13 and 19 are considered teenagers. The ITU
(International  Telecommunication  Union) has
divided children into five age-related groups,
roughly matching the important developmental
stages of a child's growth to adulthood [2].

3.1 Children’s Online Social Networks Usage
Statistics show that the average daily screen time for
children between the ages of 8 and 12 was 5 hours
and 33 minutes in 2021, while it was 8 hours and 39
minutes for kids between the ages of 13 and 18—an
increase of 2 hours daily from 2015 when the latter
group's average daily screen time was 6 hours and
40 minutes [21]. Below are more statistics about
children’s media usage [22]:

e Reports show that in 2021, 99% of children
went online by using a mobile phone or
tablet;

e Using video-sharing platforms (VSPs) like
YouTube or TikTok was the most common
online activity among children (3-17)
(95%);

e Most youngsters under 13 have their profile
on at least one social networking app or
website;

e 33% of parents of children in the age range
of 5-7 stated their child had a profile, while
60% of children in the age range of 8-11
claimed they had a profile;

e More than six out of ten children (ages 8 to
17) reported using several profiles on
various online apps and websites (62%);

e The majority of 12 to 17-year-olds felt
confident in their ability to distinguish
between real and false content online, but
only 11% of them correctly identified the
elements of a social media post that showed
genuineness in an interactive survey
question;
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e Children between the ages of 8 and 17
(36%) reported seeing something "worrying
or unpleasant” online and 6 out of 10
claimed they would always inform someone
about it (59%);

e Technology-based bullying was more
common than face-to-face bullying for
children: 84% of 8-17-year-olds reported
having experienced it.

3.2 Benefits of using the Internet and OSNs
for Children
We experience both positive and negative effects
from living in a world of internet communication
and online social networks. Children and teenagers
that use social networks in large numbers are also
impacted by positive and negative factors. Children
use the internet for many different things, including
learning, researching, taking online classes, helping
with doing their homework, and reading books.
Children also use the internet for amusement by
playing games and watching videos, movies, and
shows, among other things. As previously
mentioned, a large number of kids have profiles on
one or more social networking sites. The benefits
and positive factors of children using social
networking platforms include [18]:

e improve social skills;
feeling less lonely and isolated;
entertainment;
connect with peers;
be creative and share their ideas online;
learn about global events, and understand
current world issues and topics.
Furthermore, the use of social media in daily life
means that kids and teenagers must learn how to
communicate online to be ready for opportunities in
their professional careers and to maintain their
relationships with friends and family [19].
Social platforms can assist kids in gaining digital
literacy across a range of topics. The barriers to
connecting with people, keeping in touch, and
developing ties across borders are removed by
social media [19]. The barriers to connecting with
people, keeping in touch, and developing ties across
borders are removed by social networking. It can be
a terrific opportunity for kids who might have a
disability or who don't feel like they can interact
with others in their community to meet others who
share their interests and opinions [19].
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4 Threats Targeting Children and

Teenagers on Online Social Networks
The European Children Online: Research and
Evidence (CO: RE) project and OECD
(Organization for Economic Cooperation and
Development) have classified online risks to
children into four categories: content risks, conduct
risks, contact risks, and consumer risks [6].
Different authors have classified risks and threats
targeting children into different categories
[11[2][3][5]-
For our study we decided to focus on the following
risks and threats:

e Online predators

e Cyber grooming

e Online  harassment  which includes
cyberbullying and cyberstalking
e Sexting

Online Predators - Online predators, often
known as internet pedophiles, are the main cause for
concern when it comes to the privacy of children’s
information and their safety online [3].

Online child predators often visit social media
platforms that are popular among youngsters and
pretend to be their age. By using deceptive profile
pictures, pretending to have similar interests, giving
the youngster gifts, or complementing them, the
adult may attempt to gain the child's trust [9].
Through a web of fake Facebook, Instagram, and
Snapchat accounts, a 36-year-old man tried to
befriend children and gain their trust by using stolen
pictures of young girls and posing as such [15]. The
adult man would send sexually explicit pictures of
young girls and demand that his underage victims
send him pictures and videos of themselves in
exchange. He then used these pictures as blackmail
to force his victims into sending more extreme
content. More than 5,000 children were approached
by Wilson between 2016 and 2020, mostly via
Facebook. It's estimated that 500 of them sent him
pictures or videos. The police were able to trace him
and arrest him. He was sentenced to 25 years in jail
[15].

Cyber Grooming - Cyber grooming is when
online predators (often adults) befriend a child or
adolescent (teenager) with the intention of
developing a close, trustful and emotional bond with
the victim, in order to coerce sexual abuse [1].
Gaining a child's trust is the main goal of cyber
grooming, which is also a means of getting the child
to provide personal information [1][2]. The
behavior, called "cyber grooming,” is illegal in
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almost all countries [2]. A common form of the
material includes sexually explicit discussions,
images, and videos, which provides the perpetrator
with the advantage when threatening and extorting
the youngster [1].

According to the NSPCC (National Society for
the Prevention of Cruelty to Children), police in
England and Wales recorded 1,944 instances of
sexual communication with minors in the six
months leading up to September 2018 [16]. Of the
1,317 incidents where a method was recorded, 32%
of them involved Instagram, 23% Facebook, and
14% Snapchat. While Snapchat called grooming
"unacceptable," Instagram and Facebook said they
"aggressively" opposed it. In April 2017, after
demands from activists, sexual communication with
a kid became an offence. According to information
acquired by the NSPCC, almost 5,000 internet
grooming offences were reported by police in the 18
months that followed [16].

Online harassment - There are risks associated
with harassment that arise from many types of
unwanted internet contact. According to research,
the two most prevalent types of online harassment
are cyberbullying and cyberstalking [5].

Cyberbullying - Cyberbullying is the repeated
and intentional harming of someone through online
technological communication platforms such as
OSNs, chats, emails, and more [3][4]. This behavior
is made easier by the amount of personal
information available online and the potential for
user interaction, which is partly the result of kids
and teenagers not properly protecting their internet
privacy [4]. Due to the nature of the internet,
cyberbullying can occur at any time and can spread
simply and fast to a large online audience [4]. It can
be challenging to identify the offender or
offender(s), and it has been discovered that the
victim does not know them in roughly one-third of
cases [4]. Cyberbullying differs from traditional
bullying in that the offender can remain anonymous
by using a fake account, making it practically
impossible for the victim to track them down or
confront them in person [4]. There are several forms
of cyberbullying such as: receiving a mean
comment, online gossip, publishing a private
message without permission, being excluded from
an online forum, and more [4]. Cyber threats and
sextortion are also types of cyberbullying.

A case of cyberbullying, cyber threats, and
sexual extortion that ended tragically is the case of
Amanda Todd [17]. Amanda was a 15-year-old
Canadian teenager who had been the target of
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cyberbullying and committed suicide by hanging
herself in her home. Before she passed away, Todd
recorded a video on YouTube in which she used a
set of flashcards to describe how she had been
physically assaulted, bullied, and forced to expose
her breasts on camera. After she passed away, the
video became viral, attracting the attention of global
media [17]. A Dutchman was found guilty of
sexually extorting Amanda and was given a 13-year
prison sentence. Using 22 different fake social
media profiles, Coban harassed the girl online for
almost three years. In some of the messages he sent
her, he threatened to distribute graphic photos of her
to her friends, family, and teachers if she didn't
consent to give him a webcam "performance". He
was charged with making and distributing child
pornographic material as well as child luring,
extortion, and harassment [17].

Cyberstalking - Cyberstalking is the practice of
harassing someone through unwelcome
communication using technology such as
computers, global positioning systems (GPS), cell
phones, cameras, communication platforms, and the
like option. Cyberstalking was one of the most
common threats identified in a study where
teenagers were surveyed to learn about and
understand the various cybersecurity threats they
face [5]. It can be seen as a continuity from both
online stalking and cyberbullying. It often comes in
the form of continuous, planned, and methodical
text messages, emails, social media posts, and other
forms of communication. A cyberstalker may harass
a target by sending messages from various accounts
multiple times per day. Some stalkers even contact
the victims' friends and continue harassing the
victim offline [12]. Cyberstalkers belittle, torment,
manipulate, and intimidate their victims using a
range of strategies and methods. Many cyberstalkers
are both technologically adept and creative in their
tactics. Here are some cases of possible
cyberstalking [12]:

e sending the victim obscene, rude, or
threatening emails or texts;

e joining the same forums and groups, the
victim is a member of;

e making fake social networking profiles
to stalk the victim;

e sending the victim a lot of explicit
photos of oneself;

e texting the victim constantly.

A California man was arrested because he

committed a “sextortion™ campaign by cyberstalking
several young women in California [23]. He set up
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and used several different online identities to
continually stalk, harass, and threaten women who
did not comply with his requests that they send him
pornographic, sexually explicit, or otherwise
indecent images and videos of themselves.
Sextortion is the term used frequently to describe
this type of behavior. His cyberstalking, threats, and
sextortion demand reportedly persisted for more
than a year in some cases, according to the lawsuit
[23].

Sexting - Sexting is a combination of the words
"sex" and "texting." Although this etymology ties
sexting to the practice of exchanging sexually
explicit text messages using mobile phones, the term
has now been expanded to encompass visual content
[7]. Sexting can be defined as the act of sending or
exchanging one's own sexually explicit text
messages, photos, or videos via a computer, mobile
device, and/or the internet [7][8]. Sexting has
repeatedly been connected to harmful and risky
behaviors. Unauthorized sext distribution to a larger
audience that was not intended to be the target
audience for such content poses one potentially
major concern. Sharing content can take place in a
variety of ways, including sending it via email, and
posting it online. This might cause reputational
harm and subsequent bullying and cyberbullying
victimization, particularly in the case of sexually
explicit photographs. To boast to friends about
receiving sexting content is one reason someone
could share sexting texts. In fact, according to
gualitative studies, disclosing received sexting
content makes male teenagers feel more popular in
their peer group. Contrarily, involvement in sexting
behavior is often linked with humiliation and
reputational damage [7].

5 Guidelines to better protect children
on social media

5.1 Guideline for Parents on How to Protect
Children on OSNs

Being their children's guardians and supervisors,
parents also play a significant role in teaching
children about the possible dangers associated with
social networks and educating them on how to
safeguard their privacy and security online.

e Parents should educate themselves more
about the social networking platforms their
children are interested in using and explore
the privacy and safety features of those
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platforms. The default settings on most
platforms should be checked, changed, and
customized when an account is created to
better safeguard the account of the child,
and should regularly check the privacy
settings. They should also instruct their kids
to do the same when creating profiles on
other platforms [10].

e Parents should decide at what age their
child may begin using social media.

e Parents should be open and discuss with
their children the potential dangers of social
networks. Furthermore, parents can instruct
them on how to create strong passwords and
the importance of not posting personal

information such as phone numbers,
location, and other details [10].
e On your child's device, think about

installing a reliable security program with
parental controls. Enable all safety measures
to shield kids from unintended online
exposure [10].

Parents should also consider using tools and
software to keep children safe online, such as
Pocket Guardian, Net Nanny, Qustodio, Teensafe,
and others. These tools offer the ability to track and
monitor email, and social networks, give
information about  browsing history, filter
inappropriate content, and offer other features.
Some of these tools can also track if the child is
going through cyberbullying or sexting [11].

5.2 Guideline for Teenagers on How to Protect
themselves on OSNs

Following are some guidelines and
recommendations for teenagers to safeguard their
privacy and security online [13] [14].

e Never disclose your password to anyone;

e Do not accept friend requests from
strangers;

e Learn about privacy settings, and check
them frequently;

e Avoid posting information that could be
used to locate vyou offline; even

unintentionally, you could provide details
that could be used to locate you. Posting
images with identifying objects, such as
license plates or landmarks, should be done
with caution;

e Don’t feel pressured to reply to messages
that harass you or make you uncomfortable.
Despite how much you might want to do
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this; it is exactly what online bullies want.
They are interested in learning that they
have reached you and that you are
concerned and upset;

e By being able to get a response from you,
they want to feel important;

e Do not post or share cruel or embarrassing
stories or pictures or spread rumours. What
could appear to be a harmless joke to one
person may cause great pain to another.

6 Conclusion and Future Work

Given the rise of technology, digital gadgets, and
the growth of social networks, children in today's
world grow up with these modern technologies and
use them from their earliest age. Although children
can benefit from using the internet and social
networks, there are also risks and dangers on these
sites, as well as potentially dangerous circumstances
where kids might find themselves. These threats and
risks may include, but are not limited to: sexting,
cyberbullying, online harassment, cyber grooming,
online predators, sexual solicitation, extortion, and
many other issues. To help children be cautious
about who they friend, communicate with, and share
information with online, it is important to educate
children about the possible risks of online social
networking sites. This paper provides a short review
of the threats that target children on OSNSs, gives
brief descriptions of threats by including cases and
offers guidelines on how to safeguard children's
privacy and security in the context of
networking platforms. This topic will be
explored further in the future and include other
types of risks and threats children face on OSN
platforms, such as children’s exposure to
inappropriate content, dangerous risks that
derive from unsafe trends present on some OSN
platforms, and more.
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