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Abstract: - Collaborative robot operations are standardized since, in consideration of the shared workspace,
operators are exposed to possible contact with moving parts of robots. Collisions with humans can be extremely
hazardous: for this reason, “safety functions”, based on sensors, actuators and control systems, are adopted. If
there is a failure in one of these components, an accident can happen. Among the safety functions used,
depending on the collaborative application, there is the “safety-rated monitored stop”. Functional safety analysis
can help system designers and integrators to certify the achievement of the required objectives for the chosen
safety function. Inthe present paper, a similar analysis is carried out for the safety-rated monitored stop function.
The method chosen, depicted with an example, is based on applicable standards.
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1 Introduction

Industrial robots are used to perform hazardous,
difficult, repetitive, or heavy tasks, to increase
productivity. Their reliability and safety have been
regarded as research topics in the technical literature
([10]) and have been included in regulatory standards
([1-3D).

Robots use mechanical, pneumatic, hydraulic,
electrical and electronic components that can be
sources of hardware failures. Programming errors
can be the source of software malfunctions.
Moreover, human misbehavior (bypass of
safeguards) and/or light behaviors (improper
planning, hazardous conditions and ineffective
training of workers) can cause fatal accidents.

The applicable standards [1-3]  consider
collaborative work between humans and robots as a
permitted working procedure when required by the
specific task and under appropriate conditions.
However, when entering the robot's workplace,
humans are subject to collision with the moving parts
of the robot, with additional hazards of being
pinched, crushed or pinned down. Safeguarding the
perimeter of an industrial robot cell is a widespread
way of protecting workers. Instead, when dealing
with collaborative robots, sensors are used to detect
human presence, and a control system manages the
robot's motion to avoid accidents.
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If a part of this control chain is misfunctioning, a
hazardous event can result in an accident.

Reliability is normally linked to the productivity of
the robot cell and to its availability when asked to
complete a task ([10-12, 18]). While functional
safety is considered when dealing with the reliability
and availability of safety functions, i.e. of that part of
the control system (including sensors and actuators)
that acts as a protective measure to avoid accidents.
In such a case, great importance has rightfully been
given to risk assessment [(14 — 17)]. By harmonizing
the suggestions contained in different standards ([1—
8]), there is shown a simple method for the functional
safety assessment of the safety function known as
“safety-rated monitored stop”, used during
collaborative tasks.

1.1. Background

The technical regulation on industrial robots [1-3]
provides safety requirements for manufacturers and
integrators. Safety issues are dealt with by an
intrinsically safe design, i.e. by reducing the mass of
the manipulator, its speed, the force it can exert and
by adding soft surfaces or rounded edges.
Alternatively, it suggests adopting safety functions
(with sensors, a control system and actuators) to
recognize and avoid a hazardous situation or to
reduce the effects of events that cannot be avoided
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[7]. If the safety function does not work correctly and
a hazardous event occurs, then the operator is directly
exposed to the hazard and an accident can occur [9].
To reduce the probability of such an event, functional
safety suggests that redundant architectures can be
used to implement the safety function [5, 6]. The
degree of redundancy can be inferred from the design
specifications [5—7].

1.2. State of the art

In [10] reliability and availability of robots, from the
point of view of productivity and accomplishment of
tasks, are faced using standard probabilistic methods.
In [11] a method that takes into account uncertainties
in the quantification of reliability parameters by
using fuzzy logic is proposed, obtaining a more
restrictive determination of times for cost-effective
robot maintenance. In [12] the reliability of a robot
production line in an automotive assembly plant is
considered. In [18] it is stated that to have a more
punctual estimation of robot reliability it is important
to integrate field data with manufacturer information.
Over the years, the need for human-robot
collaboration has developed, since the addition of
human capabilities (dexterity, adaptability, problem-
solving creativity) permits an increased efficiency of
the robot cell. In [13] a survey on the application and
safety of human-robot collaboration was considered.
In [19] it is noted that the risk assessment of a
collaborative robot cell has to take into account new
hazards, which are usually not considered when the
robot is safeguarded in a traditional robot cell. These
hazards arise from the proximity of the robot and the
operator and the possibility of contact between them.
In [14] it is shown that, for the sake of safety and
economy, it is important to previously design the
collaborative application before proceeding with its
realization. In [15, 16] it is shown that a suitable
layout design of the robot cell is important for safety
purposes. To accomplish the risk assessment of the
human-robot collaborative cell, it is possible to adopt
design automation frameworks, as shown in [17].

2 Collaborative operations

Collaborative operation is a special kind of work
procedure, in which an operator and a robot share a
common workspace [1-3]. It can be used for
predetermined tasks that only robot systems
specifically designed can accomplish.

The part of the safeguarded space where the operator
can interact directly with the robot to perform a task
is called collaborative workspace (fig. 1). For risk
reduction purposes, its location and shape are clearly
defined (e.g. floor markings, signs).
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In the collaborative workspace, due to the reduction

of spatial separation between the human and the

robot, physical contact can occur during operations.

Hence, the robot cell has to adopt protective

measures, to ensure the operator's safety at all times.

To provide suitable protective measures, the

integrator has to conduct a risk assessment where the

entire collaborative task and the workspace have to
be considered, taking into account:

e robot characteristics (e.g. load, speed, force,
power, paths, orientations),

e ecnd effector and workpiece characteristics (e.g.
tool changer, edges, protrusions),

e location characteristics (e.g. building supports,
walls, fixtures, layouts, operator location);

e cnvironmental characteristics (e.g. chemical
substances, EM disturbances, radiation);

e other machines, which are connected or attached
to the robot system and may introduce a hazard,

e application-specific hazards (e.g. hot surfaces,
ejected parts, welding splatters);

e design (e.g. ergonomics, modes) and location
(e.g. accessibility) of any manually controlled
robot guiding device;

e performance criteria of the safety functions;

e protective devices used for safeguarding and
presence detection.

] Non-collaborative
workspace

|Collaborative workspace

fo) .
gAssembled piece

Fig. 1: Collaborative workspace

Perimeter safeguarding is applied to prevent any
person from entering the safeguarded space or, to
avoid hazards due to unexpected start-up, to detect
any presence inside. Conversely, collaborative
workspace safeguarding is adopted for operation
purposes and to prevent any intrusion from the
collaborative workspace into the non-collaborative
part. The collaborative workspace has to be designed
such that the operator can easily perform all tasks and
the location of equipment and machinery should not
introduce additional hazards. Safety-rated soft axes
and space limiting can be used to reduce the range of
possible free motions, whenever possible.
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2.1 Standardized collaborative operations
The standards [1-3] consider four collaborative
operation types:

Non-collaborative
£ workspace

|Collaborative workspace

0o :
Assembled piece

Fig. 2: Safety-rated monitored stop

o Safety-rated monitored stop (fig. 2): when in the
collaborative workspace there is no person, the
robot operates autonomously. When a person
enters the collaborative workspace, the robot
stops its motion and maintains a safety-rated
monitored stop. The stop is issued to allow direct
interaction between the operator and the robot
(e.g. performing a task on the workpiece or
loading a part onto the end-effector). When the
operator leaves the collaborative workspace, the
non-collaborative robot motion may resume
automatically.

Non-collaborative
=4 workspace

|Collaborative workspace

o .
Assembled piece

Fig. 3: Hand guiding

o Hand guiding (fig. 3): when the robot is ready, it
enters the collaborative workspace and reaches
the hand-over position. Then a safety-rated
monitored stop is issued, waiting for the operator.
When the operator has taken control, the safety-
rated monitored stop is cleared. The operator
transmits motion commands through a hand-
operated, guiding device located at or near the
end-effector. When the operator releases the
guiding device, a safety-rated monitored stop is
issued. When the operator leaves the
collaborative workspace, the non-collaborative
robot motion may resume automatically. If the
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operator enters the collaborative workspace
before the robot system is ready, then a protective
stop is issued.

Separation

. Speed and

separation

l monitor

Non-collaborative
(| workspace

Collaborative workspace

o .
Assembled piece

Fig. 4: Speed and separation monitoring

® Speed and separation monitoring (fig. 4): the
robot and the operator may move concurrently in
the collaborative workspace, but the robot never
gets closer than the protective separation
distance. When the separation distance decreases
to a value below such a distance, the robot system
stops. When the operator moves away from the
robot, beyond the protective separation distance,
the robot’s motion resumes automatically. When
the robot system reduces its speed, the protective
separation  distance may be decreased
correspondingly. Maximum permissible speeds
and minimum protective separation distances
have to be determined through risk assessment.

Force Pressure

— Power and
force meter

Non-collaborative
== workspace

Collaborative workspace

o ;
Assembled piece

Fig. 5: Power and force limiting

® Power and force limiting by design or control
(fig. 5): risk reduction can be obtained through
inherently safe robot design or through a safety-
related control system that keeps the hazards
below pre-determined threshold values. Risk
reduction measures for contacts can be either
passive or active. Passive measures address the
mechanical design (smooth surfaces, rounded
edges, deformable parts, avoidance of any
clamping event or easy and independent escape
from it). Active measures address the control
design of the robot system (limiting forces or
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torques, limiting velocities, use of safety-rated
monitored stop function, sensors to detect
proximity and reduce forces).

2.1.1 Target failure measure and performance

requirements

The standards ISO 10218-1 [1] and ISO 10218-2 [2]

require that the safety-related parts of the robot

control system be designed so that:

a) a single fault in any of these parts does not lead
to the loss of safety function;

b) a single fault has to be detected at or before the
next demand of safety function, whenever
reasonably practicable;

¢) when a single fault occurs, the safety function is
always performed (a safe state is reached and
maintained until the detected fault is corrected);

d) the diagnostic system detects all detectable
faults; during proof testing all faults are detected
(including those that are undetectable by the
diagnostic system).

Proof testing is in-depth testing, performed at chosen
time intervals, during which the system is restored
“as new”. The requirement d) means that the
diagnostic system does not perform 100% diagnostic
coverage. Thus, undetected faults exist and their
accumulation can lead to unintended behaviors of the
robot and hazardous situations.

Performance level (PL) and safety integrity level
(SIL) are used to express target failure measures
such as intervals of the frequency of dangerous
failures on demand (PFH) of the safety function
(Table 1).

According to the standard ISO 13849-1 [5], the
previous requirements comply with a performance
level PL=d, with a category 3 architecture of the
safety-related parts (see § 2.1.2), or, according to the
standard IEC 62061 [6], they comply with SIL 2,
with a hardware fault tolerance (HFT) of 1 and a
mission time Ty of not less than 20 years.

Table 1: Target failure measure in high demand or continuous
mode of operation (IEC 61508 [7], IEC 13849-1 [5], IEC 62061 [6])

Safety integrity | Performance | Average frquency of
level (SIL) level (PL) dangerous failure on
IEC 61508 [7], | IEC 13849-1[5] | demand of the safety

IEC 62061 [6] function [h~'] (PFH)

Not available 10°<PFH<10*

Giovanni Luca Amicucci, Fabio Pera, Ernesto Del Prete

performance, other than the one just recalled
(eventually a higher one).

Actually, in certain cases, the target failure measures
and performance requirements considered in the
standards ISO 10218-1 [1] and ISO 10218-2 [2] are
very demanding in terms of complexity and cost.
For such a reason, the next edition of these standards
introduces a classification of robots into two classes:
e (lass I: including robots with a maximum mass
per manipulator (mass of moving parts) of 10 kg
or less, maximum force per manipulator of 50 N
or less and maximum speed of 250 mm/s or less;
e (lass II: including robots that exceed at least one
of the limits for Class I robots.

The minimum performance level for Class I robots is
expected to be PL=b (SIL 1), while for Class Il robots
it is expected to be PL=d. The performance level of
the emergency stop function is expected to be at least
PL=c (SIL 1), for both classes.

2.1.2 Architecture and hardware fault tolerance
A hardware fault tolerance (HFT) of N means that
N+1 faults could cause a loss of safety function.

The requirements for the single fault tolerance
(HFT=1) can be achieved if the safety-related part of
the control system has a redundant architecture (fig.
6).

The redundant channels are designed so that the
surviving channel performs the safety function when
a fault is present in the other channel.

Channel 1

Channel 2

Fig. 6: Redundant architecture

The standard ISO 13849-1 [5] introduces a category
3 architecture, as in fig. 7, to represent a redundant
safety-related part of the control system with HFT=1.

1 310 <PFH<107

10°<PFH<3-10°

107<PFH<10°

o (ajo |o|®

1
2
3 108 <PFH<10"

A comprehensive risk assessment on the robot
system and its use may determine, for the intended
application, a different safety-related control system
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Fig. 7: Category 3 architecture according to ISO 13849-1 [5]

I1, 12 = input device/sensor
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The next edition of ISO 10218-1 is expected to also
permit a relaxation of the architecture requirements.
In fact, for Class I robots, the requirements on the
target failure measure (PL=b or SIL 1) do not specify
the architecture to be adopted. In the same way, for
Class II robots, if the requirements on the target
failure measure (PL=d or SIL 2) are obtained with a
PFH that is less than 4430107 &', nothing is
specified about the architecture. In such cases, it is no
longer mandatory the adoption of a category 3
architecture (according to ISO 13849-1 [5]) or a
redundant channel with HFT=1 (according to IEC
62061 [6]). Then a non-redundant architecture can
eventually be adopted, such as a category 2
architecture (as in fig. 8, according to ISO 13849-1
[5]), or a single channel with HF7=0 and some
diagnostic capability (according to IEC 62061 [6]).

I ' IL m S

7 . 3

__________________________ L S
TE OTE

im = interconnecting means I = input device/sensor

L =logic
O = output device

m = monitoring

TE = test equipment
OTE = output of TE
Fig. 8: Category 2 architecture according to ISO 13849-1 [5]

2.1.3 Stop categories

IEC 60204-1 [4] considers three categories of stop

functions (not to be confused with the category

architectures specified in ISO 13849-1 [5]):

® Stop category 0: an uncontrolled stop where the
machine is stopped by immediately removing the
power to its actuators;

o Stop category 1: a controlled stop where the
power to the machine actuators is available
during the stop and is removed afterwards;

o Stop category 2: a controlled stop where the
power remains available to the machine
actuators.

2.1.4 Protective stop

Any robot protective stop function may be initiated
manually or by the control logic. The intended
performance has to comply with the target failure
measure requirements considered in § 2.1.1. When
activated, it will cause the stop of all robot motion,
the removal or control of the power to the robot
actuators, and control of any hazard caused by the
robot. It may be stop category 0, 1, or 2.
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2.1.5 Safety-rated monitored stop
The table of the robot’s behavior during the safety-
rated monitored stop is outlined in Table 2.

Table 2: Safety-rated monitored stop operations [3]

Operator’s proximity
Robot motion or to collaborative workspace
stop function . .
Outside Inside
Outside Continue Continue
Robot’s Inside and Continue Protective
proximity to ~ moving stop
collaborative Insid Conti Conti
workspace nside, at ontinue ontinue
safety-rated
monitored
stop

The robot cell has to be equipped with safety-rated

devices, which are used to detect the presence of an

operator within the collaborative workspace. An

operator can enter the collaborative workspace only

if (according to ISO/TS 15066 [3]):

e the robot or other hazards are not present in the
collaborative workspace, or

e the robot is present in the collaborative
workspace and is in a safety rated-monitored
stop, holding as long as the operator remains
(such a stop is a stop category 2; according to
IEC 60204-1 [4], the drive power is not removed
and the standstill condition is monitored), or

e the robot is present in the collaborative
workspace and is in a protective stop (stop
category 0 or 1, according to IEC 60204-1 [4]).

Any violation of these requirements (i.e. an
unintended motion of the robot in the monitored
standstill condition or a detected failure of the
protective stop function) results in a protective stop
(stop category 0, according to IEC 60204-1 [4]).
The safety-rated monitored stop is used by the
remaining collaborative operations as a sub-function.
For such areason, in the next edition of standards ISO
10218-1 [1] and ISO 10218-2 [2], it will be
considered a conditional safety function (called
monitored standstill) and it will no longer be
considered a collaborative operation type.

3 Method: safety reliability modelling
Some of the safety functions perform monitoring
tasks while others perform safety-relevant actions.
The triggering of a safety function is normal during
intended operations (not having a failure or a fault)
and it will result in a defined behavior.

Therefore, the specification of the requirements has
to clearly state-the reaction when a violation of limits
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is detected during the correct operation of the safety
function, and the reaction when the diagnostics detect
a fault within the safety function.

The specification of the reaction function shall take
into account also the fact that parts of the function
may not be functioning if a fault exists.

During the design phase, a safety reliability model
can be developed using the information collected by
the requirements specification. We propose to do it
by following the method suggested in IEC 61508 [7].
The safety system architecture is normally derived by
decomposing the safety sub-functions and allocating
parts of the safety sub-functions to subsystems. This
representation describes the safety-related part of the
control system at an architectural level. Such a model
is used to combine the failure measures of
subsystems and components, to obtain the overall
target failure measure, which permits to assess the
compliance of the designed safety system with the
claimed target failure measure (§§ 4.1-4.4).

The following aspects are extracted from the safety
functions requirements specification (IEC 61508 [7]):
a) the installation and the operating modes of the
safety system (setting, start-up, maintenance,
normal intended operation);

how the safety system achieves and maintains a
safe state;

the priority of the simultaneously active
functions to avoid conflicts;

the required actions on detection of a violation of
limits during the correct operation;

e) the behavior of the fault reaction functions;

f) the maximum fault reaction time to enable the
corresponding fault reaction before a hazard
occurs;

the maximum response time of each function.

b)

c)
d)

2

The following aspects are extracted from the safety
integrity requirements specification (IEC 61508 [7]):
a) atarget failure measure (PL or SIL) and an upper
limit of PFH value for each safety function;

the mission time (7);

the extremes of all environmental conditions
(including electromagnetic ones) that are likely
to be encountered during storage, transport,
testing, installation, operation, and maintenance;
limits and constraints for the realization of the
safety functions, to minimize the possibility of
common cause failures (CCF).

b)
c)

d)

The following aspects are extracted from the safety

system architecture specification (IEC 61508 [7]):

a) requirements for the subsystems and their parts;

b) requirements for the integration of subsystems
and parts to meet the safety requirement
specification;
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logic and mechanical performance that enables
response time requirements to be met;
accuracy and stability requirements
measurements and controls;

interfaces between the safety-related part of the
control system and any other system;

f) interfaces with operators;

g) all modes of behavior, including the failure
behavior and the required response (for example,
alarms, automatic shut-down);

the significance of all hardware/software
interactions and constraints;

1) any limits and constraints for the safety-related
part of the control system and its subsystems (for
example, time constraints or the required
diagnostic test interval of the hardware necessary
to achieve the target failure measure).

for

h)

3.1 Accounting the architectural constraints

The PFH of each safety function, due to random

hardware failures, can be estimated by taking into

account:

a) the architecture of that safety function (including
HFT values);

b) the estimated failure rate of safe failures (As,

where S stands for safe);

the estimated failure rate of dangerous failures

which are detected by diagnostic tests (App,

where DD stands for dangerous detected);

the estimated failure rate of dangerous failures

which are undetected by diagnostic tests (Apu,

where DU stands for dangerous undetected);

the susceptibility of the safety function to

common cause failures (f, for DU failures, and

P, for DD failures);

f) the diagnostic coverage (DC) of the diagnostic

tests (SO that App =DC-Ap and Apy= (1 — DC) -Ap,

where Ap = App + Apu) and the associated

diagnostic test interval (Tiese = 1/tsest);

the proof test interval (7);

the mean repair time (MRT = Tep = 1/rep);

i) the probability of dangerous failure of any data
communication process.

c)

d)

Component failure rate data can be obtained from a
recognized source (for example, data published from
a certain number of industry sources) or be estimated
based upon site-specific failure data, if available. If
this is not the case, then generic data can be used.

A constant failure rate is assumed for each
component, to permit an algebraic treatment of the
mathematics involved. This only applies provided
that the useful lifetime of components is not
exceeded, since beyond the useful lifetime the
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probability of failure significantly increases with
time. The useful lifetime depends highly on the
operating conditions (temperature in particular).

The highest SIL that can be claimed for a safety
function is limited by its architecture.

IEC 61508 [7] gives two routes (Route 1H and Route
2H) that may be used to derive a SIL. Both routes
take into account the architecture in terms of the
hardware fault tolerance and the safe failure fraction
of the subsystems used in the realization of that safety
function. The safe failure fraction (SFF) is defined as
the ratio between those failures that are safe (i.e. that
lead to a safe state, whose rate is As) or are managed
by the diagnostic part of the safety function (whose
rate is App) and all failures (including the dangerous
undetected ones, whose rate is Apv):

_ YAs+X App
YAs+ X App + X Apy

To estimate the SFF of a subsystem, an analysis (for
example, fault tree analysis or failure mode and
effects analysis) has to be performed to determine all
relevant faults and their corresponding failure modes.
The rate of each failure mode is determined based on
the rate of the associated faults.

Route 2H can be followed if component reliability
data is obtained through feedback from end-users and
there 1s sufficient confidence in such data, otherwise
Route 1H is preferred.

According to Route 1H in IEC 61508 [7], Table 3 and
Table 4 specify the highest SIL that can be claimed
for a safety function, which uses a given subsystem,
in terms of the HFT and SFF of that subsystem.

SFF

(1

Table 3: Maximum allowable SIL for a safety function carried
out by a type A safety-related element or subsystem (according
to IEC 61508 [7] and IEC 61800-5-2 [8])

Hardware fault tolerance (HFT)

Safe failure fraction 0 1 2
SFF < 60% SIL 1 SIL 2 SIL 3
60% < SFF <90% SIL 2 SIL 3 SIL 3
90% < SFF <99% SIL 3 SIL 3 SIL 3
99% < SFF SIL 3 SIL 3 SIL 3

Table 4: Maximum allowable SIL for a safety function carried
out by a type B safety-related element or subsystem (according
to IEC 61508 [7] and IEC 61800-5-2 [8])

Hardware fault tolerance (HFT)
Safe failure fraction | 0 1 2
SFF < 60% Not allowed SIL 1 SIL 2
60% < SFF <90% SIL 1 SIL 2 SIL 3
90% < SFF <99% SIL 2 SIL 3 SIL 3
99% < SFF SIL 3 SIL 3 SIL 3

When using Table 3 or 4, in determining the HF'T:

a) no account shall be taken of other measures (such
as diagnostics) that may control the effects of
faults;
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b) where one fault directly leads to the occurrence
of subsequent faults, these are considered as a
single fault;

certain faults may be excluded, provided that the

likelihood of them occurring is very low.

c)

A subsystem can be regarded as type A if the

following criteria are satisfied:

a) the failure modes of all its components are well
defined; and

b) the behavior of the subsystem under fault

conditions can be completely determined; and

there is sufficient dependable failure data from

field experience to show that the claimed failure

rates for DD and DU failures are met.

c)

A subsystem can be regarded as type B if one or more
of the criteria for type A is not satisfied by at least
one of its components (complex hardware or sub-
systems containing software are regarded as type B).

If Route 2H is selected, Table 5 (which resumes
clause 7.4.4.3 in IEC 61508 [7], part 2) provides the
minimum HFT that a subsystem implementing a
safety function with a specified SIL shall possess. In
this case, the reliability data uncertainties shall be
taken into account and the system shall be improved
until there is a confidence greater than 90% that the
target failure measure is achieved. Moreover, all type
B elements shall have a minimum diagnostic
coverage of not less than 60%.

Table 5: Minimum HFT for a safety-related element or
subsystem with specified SIL (high demand or continuous mode
of operation, according to IEC 61508 [7])

Safety integrity level Minimum hardware
fault tolerance (HFT)
SIL 3 20
SIL 3 1
SIL 2 1®
SIL 1 0

® For type A elements and situations where an HFT greater
than 0 is required, if, by following the HFT requirements,
additional failures, leading to a decrease in the overall
safety, would be introduced, then a safer alternative
architecture with reduced HFT may be implemented.

4 Results: PFH determination

The safety-rated monitored stop is triggered when the
redundant sensors detect a human being inside the
collaborative workplace (safeguarding and presence
detection in the non-collaborative part of the
workplace are controlled by a different safety
function). Other redundant sensors monitor the
standstill position. The safety function, which is
active in continuous mode of operation, is
implemented together with other non-safety-related
functionality of the control system, using only a few
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exclusive components. A reliability model can be

split into three parts, such as in fig. 9:

e the internal Supply Unit (also called S-module,
fig. 10, with PFH=PFH5),

o the Safety-related part of control system (also
called C-module, fig. 11, with PFH=PFH(), and

e the Robot power module and joint motors (also
called P-module, fig. 12, with PFH=PFHp).

Control system

Sl Robot
O Uit ™ | Safety-related part | [ power module
and joint motors

of control system

Fig. 9: Reliability block diagram

The likelihood of failures affecting more than one
subsystem in the same proof test interval is low,
hence neglecting higher order cut sets is possible and
the function PFH can be calculated as follows:

PFH~ PFHs + PFH:+ PFHp 2)

According to the operating philosophy in IEC 61508
[7], when DD failures are detected in a single
channel, that channel is immediately brought to a safe
state. Hence, DD failures of non-redundant channels
can be disregarded when determining the PFH of
those channels. Instead, DU failures, which are
revealed only in a proof test, play a fundamental role.
Since DU failures remain undetected (and thus
unrepaired), there can be at most one DU failure in
each proof test interval (0, 7) for a single channel. If
N(0, 7) is the number of failures in the interval (0, 7),
then the expected number of failures that are able to
lead that channel to a hazardous event is:

E[M(0, 9)] = 0-Pr[M(0, ©)=0]+1-Pr[M0, 9)=1] =
= PI'[N(O, T):l] =1- e_ADUT

and the PFH of that channel is [7, 9]:

CENO,D)] (11— ePovr)
T

PFH 3)

~ Apu

For what concerns the mean downtime of a channel:

e if a DU failure occurs, the mean downtime is
given by the sum of the mean downtime in the
proof test interval (7/2) and the mean repair time
(MRT) [7, 9], while

e if a DD failure occurs, the mean downtime is
called mean time to restore MTTR and it is given
by the sum of the mean time to reveal the failure
(Zies/2) and the mean repair time (MRT) [7, 9].

Then it is possible to define the channel-equivalent
mean downtime as [7, 9]:
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p p
22U (2 + MRT) + “22 MTTR (4)

t =
CET o \2 p
When redundant channels are considered, it is

possible to adopt the f-model to take into account the
effect of CCFs. Failures are partitioned into CCFs,

with failure rate AD(CCF) = fApy + BpApp, and
failures that affect an individual channel only, with
failure rate:

P =1 = BApy + (1= Bo)App (5)

The contribution of CCFs to the determination of
PFH is determined by taking into account only DU
CCFs, since when a DD CCF is detected, that
channel is brought to a safe state to be restored.
Hence:

PFH(CF) = BApy (6)

The contribution to PFH of failures that affect
individual channels of a redundant architecture is
shown, according to the architectures considered in §
2.1.1 and § 2.1.2, only for a l-out-of-2 (1o02)
architecture (a two channel, redundant architecture in
which at least one channel has to operate to perform
the safety function). Since there are two channels, a
DD or a DU failure can occur in one of the channels,
with a channel-equivalent mean downtime #¢z and a
global rate of 220" (double that of a single channel).
If the next failure is a DD failure, it is certainly
detected and the function is restored within the
MTTR, with a negligible likelihood of a request of the
safety function leading to a hazardous event in this
very short time interval. Thus, only a DU failure
remains as the main contribution to PFH, with the
probability of occurrence of such a second failure,
within the time interval #cz, equal to:

Prpy = (1— e (=Plouter) ~ (1 - B)Apytcr

Therefore, the contribution to PFH of individual
failures is:

PFH® =21,® - pry,

and, adding the contribution of CCFs, one finally has:
PFH(®°0%) = pFH® 4+ PFH(H) =

= 22,01 = B)Apytcs + By

4.1 PFH determination of the S-module

The internal Supply Unit (S-module) is a single
channel unit (fig. 10), composed of an internal power
supply (PS) block (used to provide the robot motors
with stabilized line voltages and the robot printed

()
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boards with suitable d.c. voltages) and a voltage
monitor (VM) block (used to provide continuous
supervision of the power supply circuit).

A ——

I i
ot o Tl e . i
LIt TR 0| memar fpl ) By
I [N 11 I B i
B 1 power
] =R b [ lraaf
I I I T3 I
! ! = 'l PSblock | !
| I | [ A 1 |
I I I I
: ! Voltage : !
I 1 monitor 1 |
I i ] i
I ! VM block ! Supply!
I o= b s s 4 ]
I Unit

Fig. 10: Detail of the box “Supply Unit” (S-module) in fig. 9

The realization of the module is a type B subsystem
with a hardware fault tolerance of 0 (single channel).
According to tab. 4, for SIL 2 and HFT=0, the SFF
must be at least 90%. A FMEA can determine
whether the failure of an element is safe or dangerous
for the block. Yet, for complex components, IEC
61508 [7], Part 6, Annex C, allows us to accept a
simplified method, assuming a 50% portion of safe
failures and a 50% portion of dangerous failures.
The diagnostic coverage DC can be roughly
estimated by using the tables of IEC 61508 [7], Part
2, Annex A, (see tab. 6).

Table 6: Maximum diagnostic coverage of the S-module,

achievable according to IEC 61508 [7], Part 2, Annex A
Diagnostic measure DC level | Method adopted
1IEC 61508-2, Table A.9, The voltage
Voltage control (secondary) | High monitor powers
with safety shut-off or (99%) down the robot
switch-over to second system
power unit
1IEC 61508-2, Table A.3, . The voltage
Hardware with automatic High monitor has a

99%) . .
check ( self-diagnostic

According to tab. 6, it is possible to assume DC=99%
for the PS block, and DC=99% for the VM block,
which performs self-diagnostics.

The failure rates of the PS and VM blocks, based on
realistic example values [8], are contained in tab. 7
(where 1 fit=107h").

Table 7: Failure rates of the PS and VM blocks
Internal power supply (PS block)

Aps = 250ﬁt

Aps.s = Aps.p = 50% Aps =125 fit

Aps.op = DC-Aps.p = 99% Aps.p = 123,75 fit
Aps-ou = (1-DC) Aps.o = 1% Aps.p = 1,25 fit
Voltage monitor (VM block)

Avm = 250ﬁt

Giovanni Luca Amicucci, Fabio Pera, Ernesto Del Prete

The safe failure fraction, according to (1), is:

Aps.s + Aps.op + Aymes + Avmpp
Aps + Aym

SFFs = =99,5%
that is compliant with the previously identified
constraint, obtained from tab. 4. The CCF factor is
estimated by using IEC 61508 [7], Part 6, Annex D,
as f=2%.

Safe failures have no influence on the PFH value and
the system is switched off and repaired after detection
of a failure. Therefore, the PFHs can be determined
as (where A¢ = min{Aps.py, Aym-pu }):

PFHg = Aps.py + Aym-py — B+ As = 2,475 fit

4.2 PFH determination of the C-module
The Safety-related part of control system (C-module)
is implemented with two channels (fig. 11), to
achieve a hardware fault tolerance of 1. The module
is a type B subsystem. According to tab. 4, for SIL 2
and HFT=1, the SFF must be at least 60%.

The DC can be estimated by using the tables of IEC
61508 [7], Part 2, Annex A, (see tab. 8).

: - -pulse inhibition channel 14
| Sensors 1 Logic | Henal kdiagnosis signal channel 14
: subsystem 1 || elements CHCSRBiE
' Channel 1 P-pulse signals channel 1 —
E cross monitoring
= b-pulse signals channel 2 —
Logi i
Sensors H - Final

P-pulse inhibition channel 2

subsystem 2 || elements

Channel 2 kdiagnosis signal channel 2-

Safety-related part of control system
Fig. 11: Detail of the box “Safety-related part of control
system” (C-module) in fig. 9

Table 8: Maximum diagnostic coverage of the C-module,
achievable according to IEC 61508 [7], Part 2, Annex A

Diagnostic measure DC level | Method adopted
IEC 61508-2, Table A.3, . .
Failure detectior? b}el on-line Medium | Cyclic test checks
L (90%) redundant channels

monitoring
IEC 61508-2, Table A.3, High Cyclic test checks
Monitored redundancy (99%) redundant channels
IEC 61508-2, Table A'.4, se.lf- Medium | Self-test of the
test by software (walking bit) .

(90%) microprocessor
(one channel)
IEC 61508-2, Table A.6, High Done by the
RAM test “galpat” (99%) microprocessor
iEC 61.508_2’. Table A8, High Done by RAM-test
nspection using test

(99%)
patterns
IEC 61508-2, Table A.14, . . .
C - High Cyclic test monitors

ross monitoring of
. (99%) actuators

multiple actuators

Anaes = Avep = 50% Ay = 125 fit
Avmop = DC-Aypep = 99% Avaep = 123,75ﬁt
Ave.ou = (1-DC) Ape.p = 1% Aysep = 1,25 fit
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According to tab. 8§, it is possible to assume DC=90%
for both channels. The failure rates are contained in
tab. 9 (1 fit=10"°h™").
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Table 9: Failure rates of the Channel 1 and Channel 2 blocks
Channel 1 and Channel 2 blocks

Ac =450 fit

Acs = Aep=50% Ac =225 fit

Ac-op = DC-Ac.p = 90% Ac.p = 202,5 fit
Ac.ou= (1-DC) Ac.p = 10% Ac.p =22,5 fit

The safe failure fraction SFF; = 95% is compliant
with the constraint obtained from tab. 4.

The CCF factor is estimated by using IEC 61508 [7],
Part 6, Annex D, as = 2%. Safe failures have no
influence on the PFH value and blocks are switched
off and repaired after detection of a failure.
Therefore, the PFH¢ can be determined, according to
(7), as:

PFH; = 22c5P (1 = B)Acputce + BAepu
Where AD(L) = (1 - ﬁ)AC‘DU + (1 - BD)AC'DD' The
results of the PFH¢ value calculation, for 7= 8760 h,

MRT =8 h, fp= 0,58 and different values of the 7z
parameter, are reported on tab. 10.

Table 10: PFHc for different values of the zess parameter

Trest PFH¢
8h 0,454 fit
24h (1 day) 0,454 fit
168 h (7 days) 0,455 fit
720 h (1 month = 30 days) 0,458 fit
2160 h (3 months = 90 days) 0,464 fit
8760 h (1 year = 365 days) 0,493 fit

4.3 PFH determination of the P-module
The Robot power module and joint motors (P-
module) is a single channel unit (fig. 12). Its
realization is a type B subsystem with a hardware
fault tolerance of 0. According to tab. 4, for SIL 2
and HFT=0, the SFF must be at least 90%.

The DC can be estimated by using the tables of IEC
61508 [7], Part 2, Annex A, (see tab. 11).

—» 7 4
P~ pulse inhibition channel 1
¢ diagnosis signal channel 1

>— pulse signals channel 1 —————>——

5
Robot power module |
and joint motors

é; : Power
13— module

P— pulse signals channel 2 _,Z_I_)_
- pulse inhibition channel 2 :ﬁ_}_l> PM block
< diagnosis signal channel 2

Fig. 12: Detail of the box “Robot power module and joint
motors” (P-module) in fig. 9
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Table 11: Maximum diagnostic coverage of the P-module,
achievable according to IEC 61508 [7], Part 2, Annex A

Diagnostic measure DC level | Method adopted
IEC 61508-2, Tables A.2,
A.3, A.14, Failure Medium | Cyclic test checks
detection by on-line (90%) redundant channels
monitoring
gEC 61508.-2, Table A.14, High Cyclic test
ross monitoring of .

. (99%) monitors actuators

multiple actuators

According to tab. 11, it is possible to assume
DC=90%. The failure rates are contained in tab. 12
(1 fit=10"h™").

Table 12: Failure rates of the P-module
Power module (PM block)

Apm = 520 fit

Aeves = Apmp = 50% Apy = 260 fit

Apv.op = DC-Apy.p = 90% Apip = 234ﬁt
ApvpU = (I—DC) Apvp = 10% Apyep = 26ﬁ[
Joint motors (M block)

=10 fit

Ams = Avep = 50% Ay = 35 fit

Am-pp = DC-Aae.p = 90% An.p = 31,5 fit
Avpu = (1-DC) Aar.p = 10% Auep = 3,5 fit

The safe failure fraction SFFp = 95% is compliant
with the constraint obtained from tab. 4.

The CCF factor is estimated by using IEC 61508 [7],
Part 6, Annex D, as = 2%.

The PFHp can be determined as:

PFHP = APM'DU + AM'DU - B - AP = 29,43ﬁt
where AP = min{/‘{PM.Du,AM.Du}.

4.4 Overall function PFH determination

The results of the PFH value of the overall function
(2), for different values of the .y parameter,
compliant with SIL 2 or higher, are shown in tab. 13.

Table 13: PFH for different values of the zey parameter

Trest PFH
8h 32,36 fit
24h (1 day) 32,36 fit
168 h (7 days) 32,36 fit
720 h (1 month = 30 days) 32,36 fit
2160 h (3 months = 90 days) 32,37 fit
8760 h (1 year = 365 days) 32,40 fit

5 Discussion

Usually, reliability and availability of industrial
robots are faced from the point of view of
productivity and accomplishment of tasks [10-12,
18]. Collaborative applications need planning of
tasks [14], risk assessment [17], and a safe layout

Volume 18, 2022



WSEAS TRANSACTIONS on ENVIRONMENT and DEVELOPMENT

DOI: 10.37394/232015.2022.18.49

design [15, 16]. However, an example of a method to
conduct a functional safety analysis of a specific
safety function for collaborative applications
(namely the safety-rated monitored stop), as shown
in § 4, is still not available in the literature. The
method proposed, resumed in §§ 3 and 4, follows the
suggestions contained in the standard IEC 61508 [7].
Future developments are possible by considering
other collaborative operation types, other kinds of
actuators (pneumatic, hydraulic) and/or specific
applications.

6 Conclusion

The possibility of carrying out tasks in a collaborative
way allows us to improve the performance
characteristics and the efficiency with which the
robot cell completes the assigned work. If the task is
well designed, the capabilities of the operator
complement those of the robot, making the robot cell
more versatile and adaptive. However, since during a
collaborative act the robot and the operator share the
same workspace, there is still a non-negligible risk of
impact. The risk can be reduced with an intrinsically
safe design or with the use of safety functions, in
accordance with the applicable standards [1-3].
These standards require that the safety functions
implemented must comply with the performance
requirements illustrated in § 2.1.1, which translate
into specific architectural constraints, as shown in §
2.1.2.

A method to conduct a functional safety analysis of a
typical safety function for collaborative applications
(namely the safety-rated monitored stop), based on
IEC 61508 [7], has been proposed in §§ 3 and 4. In §
4, the application of the method is depicted as an
example, which shows how a safety reliability model
can be used by system designers and integrators to
certify the achievement of the required safety
objectives for the chosen safety function.
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