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Abstract: - Technical installation powered by small modular reactors (SMRS) is perspective industrial object
due to high need of energy of new technologies and problems in the world. They are critical installations due
to content and work with dangerous substances because these are sources of fire, explosion and environment
contamination. Therefore, for human society and its development, it is necessary to manage not only their nu-
clear safety, but also their integral (complex) safety, because just integral safety ensures the security and de-
velopment of human society. The approach to safety and concept of safety management used by manufacturer,
operator and regulator must be same. For this purpose, we give in article a tool showing the main features and
requirements for management of the integral safety of such installations.
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1 Introduction

Small modular reactors (SMR) have been in devel-
opment for decades. The International Atomic En-
ergy Agency [1] defines small, medium and large
reactors according to output electrical performance;
reactors up to 300 MWe are classified as small reac-
tors. They are increasingly used in practice, as they
are cheaper and their area of emergency planning is
smaller compared to large nuclear power plants [2-
4].

In the Czech Republic , we work on the Energy
Well reactor [5], which we want to use as energy
sources in technical installations producing the en-
ergy for: train and ship drive [6,7]; operation of
industrial object, which need great amount of ener-
gy; operation of processes as reverse osmosis; hy-
drogen production and hydrogen storage [2]; and
mining the minerals in remote regions [7].

Technical installations powered by the SMR as
other technical installations are threatened by risks
caused by harmful phenomena: occurring in the
locality, in which they are located [8,9]; originating
at the operation by failure of technical fittings, com-
ponents or their interconnection and their wear over
time; associated with the human factor, in particular
in the design and organization of operation man-
agement [10,11]; and, last but not least, by low pos-
sibilities of humans to anticipate sudden changes in
the development of the world.
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From above given reasons, the technical instal-
lations with SMR are critical objects and it is neces-
sary to manage not only their nuclear safety, but
also the integral safety, because they ensure the
security and development of human society, howev-
er, costs on their operation must be acceptable to
society.

Based on current knowledge and experience
which are systematically enforced into practice by
the IAEA and OECD and are continuously present-
ed in the ESREL conferences [12-25], a generic
model for the management of integral safety of
technical installations powered by the SMR is creat-
ed, based on the principles of: risk-based design;
and risk-based operation. It is also shown way, how
to adapt this general model to real site conditions.
Next paragraphs summarize main principles of
model in question and process models for its con-
struction.

2 Sources of Risks for Technical

Installations with SMR
On the basis of the analysis of 7829 accidents and
failures of technical installations including the
nuclear installations [10,26], the sources accidents
and failures of the technical installations are mainly:
e natural disasters,
e defects and failures of technical equipment,
components, production lines and systems,
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o traffic accidents especially at transport hazard-
ous materials, spent fuel etc.,

e accidents in storage of hazardous materials,
spent fuel etc.,

e organizational accidents caused by a human
factor, in particular by a poor safety culture in
designing, manufacture and operation,

o deliberate attacks.

Therefore, it is necessary to consider that these

phenomena will also lead to failure and accidents of

technical installations powered by SMR.

The world dynamically changes, and therefore,
new data on risk sources originating and they must
be permanently considered. For safety improve-
ment , it is necessary to evaluate each failure or
accident of each technical installations and to de-
termine lessons learned which is important for im-
proving the prevention and response. Special atten-
tion must be given to technical installations powered
by SMR because for them a low number of infor-
mation.

3 Data and Method for Compilation
of Generic Model of Management

of Risks towards Safety
Real risk size depends on both, the hazard of spe-
cific disaster that is the source of the risk, and the
vulnerabilities of the local monitored assets and
their interconnections. It is site and temporally spe-
cific, because it depends on the amount and vulner-
abilities of assets in a given territory and at a given
time [10,11]. From this reason, model of safety
management of each entity (asset, fittings, technical
installation etc.) needs to respect site conditions,
re.”
o set of disasters determined according to All-
Hazard-Approach [8,9],
¢ local knowledge level,
e requirements of local legislative,
e possibilities of local society.

With regard to current knowledge, it is necessary
to link:

e existing norms and standards, because they con-
tain previous knowledge and without their ap-
plication there would be a repetition of past mis-
takes from the past

e and the results of risk management,

e asrecommended now by a number of standards,
e.g., 1SO 31000, 1ISO 31010, ISO 9000, etc..
The method of linking the standards and risk
analysis results is e.g. in [27].
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Depending on the specific possibilities of a given

human society, the risks are divided into acceptable,

conditionally

acceptable  and  unacceptable

[10,11,28]. Basis for risk management is:

high risk is intolerable and cannot be justified
even in extraordinary circumstances,

ALARP risk is tolerable only if risk reduction is
impracticable or if its cost is grossly in dispro-
portion to the improved gained, i.e. if cost of re-
duction would exceed the improvements gained
and acceptable risk, at which it is necessary to
check during time if risk maintains at this level.
In accordance with OECD requirements [28] and

results for technical installations [10,11], each man-
ager of technical installation shall have a safety
management system (SMS) containing the safety
management program that is based on qualified risk
management, from design to construction up to op-
eration. Due to the present importance of the role of
cyber infrastructure associated with an automated
management system, the SMS must also ensure the
cybersecurity. The model of safety management of
technical installation with SMR in time is the analo-
gy of model constructed in [29], and it is shown in
Figure 1. The main goal of technical installation
security in automatic control is so that the instruc-
tions for control systems of technical installation
may be clear and precise, i.e. not affected by phe-
nomena that can distort them.

ecure technical installation
with SMR and its vicinity

Running assessment of
integral risk and
important partial risks .

xternal and internal processes monilorind 1: |

Separation of tasks to participants Iﬂ- |

PROGRAM FOR TECHNICAL INSTALLATION [¢= 2
WITH SMR SAFETY ENHANCE

|
I
|
|
|
|
| 1 2|3 4 5 6 7
|_1 Determination of tasks for ensuring the technical installation

with SMR safety
=PROCESS for SAFETY MANAGEMENT

'1 CONCEPT OF SAFETY OF TECHNICAL INSTALLATION WITH SMR

Fig. 1. Model of safety management of set of tech-
nical installations powered by the SMR with auto-
mated control [29]. Processes: 1- conception and
management; 2 - administrative procedures; 3 -
technical matters; 4 - external cooperation; 5 -
emergency preparedness; 6 - documentation and
investigation of accidents; 7- cyber security. Feed-
backs: numbers 1-4 in a yellow circle.
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At technical installation powered by SMR as for
each technical installation, it needs to be monitored,
the partial risks connected with big disasters and the
integral risk, which include contributions from ele-
ments and links and couplings among them (more
than 80 % accidents and failures of technical instal-
lations is caused by random combination of small
errors in short time interval [10]). The tool for de-
termination of integral risk in the form of decision
support system (DSS) was constructed by using the
principles of decision with multiple objectives [30].
Generic model of DSS determined for:

e designing the technical installation is given in
[27]

e and for operation of technical installations is
given in [10].

Due to limited human possibilities and finances,
the risk management measures costs may not exceed
the human society sources [31]. The way of deter-
mination of acceptability of integral risk is de-
scribed in details in [11].

Generic model is a tool which describes a pro-
cess how to work with risks towards safety. It solves
tasks how to:

e determine risk sources in locality according to
All-Hazard-Approach [8,9],

e determine important external and internal risk
sources for technical installations with SMR by
critical analysis of qualified data sets (how his-
torical data on big events need to be consid-
ered),

o evaluate sizes of hazards for all important risk
sources [10]

e propose concept of technical installations with
SMR which copes with all important risks’
sources; namely either in design or in operation
(by response).

For construction of generic model of safety of
technical installations with SMR we consider re-
quirements of [1,32,33], recommendations of Per-
row [34] and procedure used by OECD [28] which
was elaborated in [10] and tested in practice
[12,35].

4 Generic Model of Management of
Safety

Determination of risk sources and determination of
their hazards is summarized e.g. in publication [36].
The basic principles of safety management of indus-
trial object powered by the SMR are given thereaf-
ter. According to knowledge summarized in works
[10,27], they are described by pictures:
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e Figure 2 shows way of planning the safe tech-
nical installation powered by the SMR,

e Figure 3 shows way of creation of risk-based
design of technical installation powered by the
SMR,

e Figure 4 shows way of comparison of important
parameters of technical installation powered by
the SMR.

Plan safe technical
installation with SMR
Determine characters of ‘l -
safety fizcmnical cpsranonal)
Minimal requirements ‘
on safety Analysis of safety
S . l Unacceptable safety level
Criteria for leve| s =
of safety ——s Evaluation
Acceptable safety level
Bk icoaonls " Safe and cost-efficient
cieriaand can || technicalinstallaion with
e SMR
Reasons for ' Future i
T?Ferr.wzalic.n -8 = changes

s ESSTS

Technical installation with

L SMRiifecycle |
Fig. 2: A Generic model of planning the safe tech-
nical installation powered by the SMR.

Proposal of technical Finfl prgposal 91
installation with SMR technical installation
with SMR

Identification measures for
of domain ol risks — ALARP?
highn‘sks reduction

Processing
oe v | ¢
risks mitigation of risks

Fig. 3: Flowchart of risk-based design of technical
installation powered by the SMR.

Considering the knowledge summarized in
foregoing chapters, the other important parts of ge-
neric model of safety management of technical in-
stallation powered by the SMR at operation are:
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e process of risk management towards safety of
technical installation powered by the SMR dur-
ing the operation, which is shown in Figure 5,

o tasks of safety management system (SMS),
which need to be specified in technical installa-
tion powered by the SMR, which are shown in
Figure 6.

Safety
= features &
Operational Technical
L—‘l Interaction I—J -
evention
1 Opeiator [ methods H
Detection/
"| Inspection % ~*! Monitoring systems
-+ Personnel — o Safetysystems |
Safety related
“  Maintenance g syst =
| Emergency | Protection
services systems
Communication
._4 SMS - systems s
| Cross boarder Evacuationsystem
issues = ™™+ procedures H
Structures -+
Emergency L
Infrastructures
> Users -

Fig. 4. Safety features of technical installation

powered by the SMR.
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o"::::";m‘n saloty issue
performance X
.

4. Implementation
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Process of risk
management
towards safety
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ssuw

Fig. 5: Safety management of technical installation
powered by the SMR at operation.
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Fig. 6: Tasks specified in the safety management
system (SMS) of technical installation powered by
the SMR.

At technical installation powered by the SMR,
we distinguish the basic levels of safety manage-
ment that need to be aligned, namely [36]:

e political,

e strategic,

e tactical,

e operational/functional

e and technical. In knowledge-based process

management, the strategic level determines the
basic directions of development, from which it
follows which processes need to be modified or
created, what organizational changes will need
to be made, where to get know-how, financial
resources, etc.

5 Conclusion

An important document of the safety report for

technical installation powered by SMR is the conti-

nuity plan [10], because such industrial object is
critical facility, which is vital to ensuring the basic
functions of the State.

The continuity plan is the strategic plan for the
management of safety and development of technical
installation powered by SMR. The plan is based on
the way of integral safety management and it con-
tains not only data important for the operation of
technical installation with SMR, but also a way of
solving the problems that can seriously disrupt the
operation and competitiveness of technical installa-
tion powered by the SMR [10].

In accordance with [10], the entity continuity
plan has higher goals than the risk management plan
and it includes procedures how to:

e deal with risks that have a source outside the
technical installation powered by SMR and seri-
ously affect it. It contains clearly determined re-
sponsibilities and procedures for resolving the
conflicts between the public interest and the
technical installation with SMR operator,
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ensure a safe technical installation powered by
SMR for the planned lifetime, so that technical
installation powered by the SMR may deliver
quality products and services, it is competitive
and does not endanger itself and its surround-
ings,

coordinate changes caused by dynamic devel-
opment of technical installation powered by
SMR and its surroundings, which are not neces-
sarily synergistic,

respond to the change of conditions, including
the emergency and crisis management measures,
which are elaborated in detail and ensured in all
aspects for all levels of management of tech-
nical installation powered by the SMR., i.e. it is
attached a crisis preparedness plan that contains
measures and their ensuring, and way for sup-
port the State in critical situations.

To ensure the correctness and expertise of the safety
report, it must be approved by the State authority,
i.e. the State must have a safety oversight authority,
which is codified by law. Due to reality that risks
are site-specific, the generic model presented above
must be adapted to site conditions,

To introduce the SMR in practice, it is necessary

to solve many important problems. We have started
to solve the following ones:

dynamic behavior of SMR as it is shown in [37],
cyber security of 1&C for SMR as it is shown in
[38],

safety and resiliency of industrial object pow-
ered by SMR, which is important for practice.
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