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Abstract: - In this study, a hybrid deep learning technique is proposed as the foundation for a real-time network 

intrusion detection system (i.e., NIDS) for Internet of Things (i.e., IoT) networks. (i.e., NIDS) stands for network 

intrusion detection system. Learning spatial information is accomplished using convolutional neural networks (i.e., 

CNNs), while modeling temporal information in network traffic patterns with long short-term memory (i.e., 

LSTMs) is also used. It is possible to create the architecture in such a way that it is both lightweight and efficient, 

taking into consideration the limitations of Internet of Things devices, such as the restricted processing power and 

communication protocols that they must support. Using the NSL-KDD benchmark dataset, the proposed model 

achieves a detection accuracy of 98.7%, while using the UNSW-NB15 benchmark dataset, it achieves 97.3%, and 

using the CIC-IDS-2017 benchmark dataset, it achieves 98.1%. Furthermore, the inference time for each packet is 

less than 2.5 milliseconds. It has been demonstrated through the findings that the CNN-LSTM hybrid model 

possesses superior detection performance in comparison to conventional machine learning classifiers and single-

architecture deep learning models when it comes to identifying both known and novel attacks for various Internet 

of Things network topologies. 
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1 Introduction 
Myriad IoT gadgets have transformed computer and 

communications networks. By 2026, 75 billion 

Internet of Things devices will be required for 

applications such as industrial automation, smart 

homes, critical infrastructure, and healthcare. Existing 

security solutions cannot address IoT devices' 

heterogeneous and resource-limited characteristics, 

which make them a larger cyberattack surface, [1], 

[2], [3], [4]. Organizations are warned of cyberattacks 

using NIDS, which analyzes network traffic. In the 

IoT, neither signature-based nor anomaly-based NIDS 

has worked. Anomaly-based systems have high false 

alarm rates and are difficult to adapt to traffic changes 

in heterogeneous IoT deployments. Signature-based 

systems are ineffective against zero-day attacks and 

variants not yet seen in their signatures. Deep learning 

research can automatically discover complicated 

patterns and hierarchical structures from raw network 

information, addressing these issues. From packet 

payloads, flow statistics, and network traffic 

sequences, LSTM and CNNs may extract 

geographical and temporal features, [5], [6], [7], [8], 

[9], [10], [11], [12]. We present a CNN-LSTM hybrid 

network intrusion detection system for real-time IoT 

networks in this research. A novel hybrid model that 

combines CNN for spatial feature extraction and 

LSTM for temporal modeling of network traffic to 

classify traffic; an efficient preprocessing strategy that 

reduces computation resource requirements and 

facilitates deployment on IoT edge devices; and 

extensive evaluations on three well-known benchmark 

datasets to demonstrate superior intrusion detection. 

 

1.1 Conventional Intrusion Detection Methods 
Pattern matching was the primary method that was 

utilized in the initial attempts at intrusion detection. 

This method involved comparing sets of signatures 
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that corresponded to known assaults with network 

traffic at the time. However, these technologies are 

not able to detect new assaults, despite the fact that 

they are quite good in identifying known incidents. 

Anomaly detection systems that are based on 

statistics, such as principal component analysis (i.e., 

PCA) and Gaussian mixture models (i.e., GMM), are 

more advanced than signature matching. These 

systems learn the normal operation of the network and 

spot suspicious behavior. The methodologies stated 

above, on the other hand, have limited performance 

when it comes to the high dimensionality of Internet 

of Things network traffic and the wide diversity of 

lawful communication patterns that Internet of Things 

devices can use, [11], [13], [14], [15]. 

 

1.2 Machine Learning-Based Detection 

Random forests, support vector machines (i.e., SVM), 

and gradient boosting are among the popular machine 

learning models used for network intrusion detection. 

They rely on feature engineering and domain 

knowledge to select features from network traffic data 

[4]. Recent research has shown that ensemble methods 

can attain detection rates of over 95% on benchmark 

datasets, but their effectiveness drops dramatically in 

the face of advanced evasion strategies and unseen 

attacks that do not follow the same distribution as the 

training data, [16]. 
 

1.3 Deep Learning for Network Security 
For network intrusion detection, deep learning models 

are extensively employed since they automatically 

learn features. For unsupervised anomaly detection, 

autoencoders are utilized, whereas DNNs and CNNs 

classify traffic. LSTM and its extensions have been 

used to capture network traffic temporal correlations. 

Current model evaluation methods employ a single 

dataset and fail to account for real-time IoT 

implementation computing problems, [17], [18]. 

Hybrid deep learning architectures are being 

investigated. CNN-RNN hybrid models for network 

traffic classification have been studied in enterprise 

networks with enough computational resources. For 

IoT edge devices, this study addresses the 

construction of efficient hybrid models with high 

detection accuracy, low latency, and minimal resource 

needs, [19], [20]. 

 

 

 

 

2 Proposed Methodology 

 
2.1 System Architecture 
The hybrid architecture is comprised of three main 

components: data preprocessing, feature extraction 

and classification, and real-time alert generation. The 

data pre-processing module processes raw packet 

capture data, aggregates network flows, and 

normalizes the data. The classification engine uses the 

hybrid CNN-LSTM model, and the alert system 

produces threat alerts categorised according to the 

model's predictions. 

 

2.2 Data Preprocessing 
Using the network key, which is a five-tuple 

consisting of the source IP, the destination IP, the 

source port, the destination port, and the protocol, the 

first step is to divide the network traffic into flow 

pairs and two-way streams. Each flow is subjected to 

the computation of 78 statistical features, which 

include distributions of packet sizes, inter-packet 

arrival durations, the existence of flags, and other 

information that is specific to the protocol. 

Normalization of the features is implemented using 

min-max normalization to the interval [0, 1], and the 

feature vectors are reshaped into matrices for feeding 

into the CNN. For temporal modeling, sequences of 

flows are created using W = 10 flows and a window 

of size. 

 

2.3 CNN-LSTM Hybrid Architecture 
The hybrid CNN-LSTM architecture processes 

features in two sequential stages: spatial extraction via 

CNN layers and temporal modelling via LSTM layers. 

CNNs detect local statistical patterns within a single 

flow record, while LSTMs capture dependencies 

across consecutive flows that may indicate multi-step 

attack campaigns. The architecture of the proposed 

CNN-LSTM model is illustrated in Figure 1, [18], 

[19]. 

 Since, in theory, neither the CNN nor the LSTM 

can model inter-window temporal dependencies on its 

own, nor can the LSTM capture local spatial 

correlations when trained on raw data, the CNN-

LSTM combination should be preferred. Collectively, 

they reduce computational cost and enhance the 

gradient flow by lowering the effective sequence 

length the LSTM must process. 
 

WSEAS TRANSACTIONS on COMPUTER RESEARCH 
DOI: 10.37394/232018.2026.14.43 Obaida M. Al-Hazaimeh, Ashraf A. Abu-Ein

E-ISSN: 2415-1521 489 Volume 14, 2026



 
Fig. 1: Architecture of the proposed CNN–LSTM 

model 
Source: created by the authors 

 

2.4 Model Optimization 
The model is trained using the Adam optimizer. 

Figure 2 shows the updating rules for the gradient g_t. 

 
Fig. 2: Training procedure and optimisation 
Source: created by the authors 

 

 

3 Experimental Evaluation 
 

3.1 Datasets 
We use three different datasets as benchmarks. 

125,973 training cases and 22,544 test instances are 

included in the NSL-KDD dataset. Additionally, there 

are 41 features and 5 traffic classifications. In the 

UNSW-NB15 dataset, there are 49 characteristics and 

10 different types of attacks, and there are 175,341 

training records and 82,332 test records. More than 

2.8 million flow records make up the CIC-IDS2017. 

These flow records include 78 features for benign 

traffic and 14 different assaults. Eighty percent of the 

training data is used for testing, and twenty percent is 

used for training. Ten percent of the training data is 

kept for validation purposes. 

 

3.2 Evaluation Metrics 
The evaluation is carried out on the basis of different 

metrics from the confusion matrix as shown in Figure 

3. 

 

 
Fig. 3: Evaluation metrics and experimental setup 
Source: created by the authors 

 

Each experiment is repeated five times with a 

different set of random seeds on a workstation with an 

NVIDIA RTX 3080 GPU and an Intel Core i9-12900 

K processor, and the mean values are displayed. 

 

3.3 Results and Analysis 
Across the NSL-KDD, UNSW-NB15, and CIC-

IDS2017 datasets, the CNN-LSTM approach that was 

proposed has the maximum detection accuracy, as 

demonstrated in Figure 4 and Figure 5. 

 

 
Fig. 4: Accuracy– Performance comparison 
Source: created by the authors 
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Fig. 5: F1 Score– Performance comparison 
Source: created by the authors 

 

For the best performance of the proposed model 

and baselines on the three datasets in Table 1, the 

accuracy, F1-score, recall, and precision are 

presented. As shown in the image, the CNN-LSTM 

hybrid model outperforms all other approaches in all 

metrics and datasets. UNSW-NB15 has the most 

attack categories and is hardest to classify; hence, it 

has the greatest improvement margin.   

 

Table 1.  Performance Comparison on Benchmark 

Datasets (%) 

Method / Dataset Acc. Prec. Rec. F1 

Random Forest (NSL-

KDD) 
94.5 93.8 94.1 93.9 

SVM (NSL-KDD) 95.1 94.6 94.9 94.7 

CNN (NSL-KDD) 96.3 95.9 96.1 96.0 

LSTM (NSL-KDD) 97.1 96.8 97.0 96.9 

CNN-LSTM (NSL-KDD) 98.7 98.4 98.6 98.5 

Random Forest (UNSW-

NB15) 
93.2 92.5 92.8 92.6 

SVM (UNSW-NB15) 94.0 93.4 93.7 93.5 

CNN (UNSW-NB15) 95.1 94.6 94.9 94.7 

LSTM (UNSW-NB15) 95.8 95.3 95.6 95.4 

CNN-LSTM (UNSW-

NB15) 
97.3 96.9 96.7 96.8 

Random Forest (CIC-

IDS2017) 
95.0 94.3 94.7 94.5 

SVM (CIC-IDS2017) 95.8 95.2 95.5 95.3 

CNN (CIC-IDS2017) 96.1 95.7 95.9 95.8 

LSTM (CIC-IDS2017) 96.9 96.5 96.7 96.6 

CNN-LSTM (CIC-

IDS2017) 
98.1 97.8 98.0 97.9 

Source: created by the authors 

 

Ablation tests on NSL-KDD showed that 

removing the CNN stage decreases accuracy by 1.6 

points (97.1%), replacing the LSTM layer with global 

average pooling decreases accuracy by 2.4 points 

(96.3%) and increases training instability, and 

removing batch normalization decreases accuracy by 

0.9 points and increases training instability. These 

data support temporal modeling using LSTM with the 

greatest gain per component and independent 

component contributions. 

With a 96.2% accuracy rate on previously 

discovered attack patterns in the CIC-IDS2017 

dataset, the hybrid model performs exceptionally well 

when it comes to the identification of zero-day 

intrusions. The false alarm rate is kept under 1.3% 

across all datasets, which is a substantial improvement 

compared to traditional anomaly detection systems, 

which typically have a false alarm rate greater than 

5%. The model's average inference time is 2.3 

milliseconds per flow, which is significantly less than 

the real-time processing requirement for deployment 

in an IoT gateway. 

 

3.4 Per-Category Attack Detection 
Examination of individual attack category detection 

performance shows the CNN-LSTM architecture 

attains the best accuracy for volumetric attacks like 

denial-of-service (i.e., DoS) and distributed denial-of-

service (i.e., DDoS) attacks with over 99.2% detection 

accuracy. The model achieves 97.8% accuracy for 

reconnaissance attacks, such as port scanning and 

network mapping. The model's accuracy for 

exploitation attacks (i.e., modification of payloads) is 

95.4%, which is the lowest among the attack 

categories, but still outperforms the baseline methods 

by 3.1-4.6 percentage points. Analysis of the 

confusion matrix shows the most common source of 

misclassification is between similar attack 

subcategories, such as generic Denial of Service (i.e., 

DoS) and application layer flooding attacks. This is 

due to the similarity in statistical patterns of the flow-

level features. But from a security standpoint, these 

misclassifications are mostly irrelevant because the 

model is able to accurately detect malicious traffic 

even if the subcategory of the attack is misclassified. 

 

 

4 Discussion 
 

4.1 Feature Extraction Analysis 
Intrusion detection using varying feature extraction 

strengths is shown via the CNN-LSTM hybrid model. 

Local statistical features like atypical packet size 

statistics and rare packet flag combinations are 

WSEAS TRANSACTIONS on COMPUTER RESEARCH 
DOI: 10.37394/232018.2026.14.43 Obaida M. Al-Hazaimeh, Ashraf A. Abu-Ein

E-ISSN: 2415-1521 491 Volume 14, 2026



extracted by the CNN, while the LSTM extracts 

temporal attack patterns like suspicious scanning 

patterns and ramp-up sequences in DDoS attacks from 

multiple consecutive flows. Flow duration, total 

forward packets, and packet length variance have the 

largest activation weights in CNN layers, indicating 

the relevance of individual variables. Since these traits 

indicate attacks, expert knowledge supports this. With 

the highest activation to the series of time intervals 

between packet arrivals and flow state transitions, the 

LSTM layers capture temporal features of attacks that 

single-flow analysis misses. 

 

4.2 Computational Efficiency 
High-efficiency data preprocessing supports low-end 

IoT edge gateway deployment. Low-precision model 

quantization (i.e., 8-bit integer) and structured pruning 

reduce the model from 12.4 MB to 4.8 MB (61.3% 

smaller with less than 0.5% accuracy loss). The 

smaller model fits into the memory footprint of off-

the-shelf IoT gateways like the Raspberry Pi 4 and 

NVIDIA Jetson Nano, allowing deployment on edge 

devices with limited memory and processing capacity. 

The model predicts a Jetson Nano throughput of 435 

flows per second, suitable for small to medium-sized 

IoT networks with up to 25,000 flows per minute. For 

enterprise IoT applications, the model can be 

distributed on numerous edge devices or a central 

server with GPU processing and more than 12,000 

flows per second per NVIDIA RTX 3080 GPU. 

 

4.3 Comparison with State-of-the-Art 
The proposed model compares favorably against 

recent literature. On NSL-KDD, [9] reported 97.5% 

accuracy with a five-layer DNN 1.2 points below our 

98.7%. [15] achieved 97.1% with a standalone LSTM 

but without spatial feature extraction. [8] reported 

96.8% on encrypted traffic with a CNN-only model, 

while our hybrid delivers 98.1% on the more 

challenging CIC-IDS2017. Ensemble methods 

(random forest, gradient boosting) range from 93–

95% across the three datasets, confirming a consistent 

2–4% gap versus deep learning approaches.  The key 

differentiators of the proposed architecture are: (i) 

end-to-end spatial and temporal feature extraction 

without separate handcrafted preprocessing; (ii) 

evaluation across all three major benchmarks for 

direct cross-dataset comparison; (iii) edge-deployment 

optimization yielding a 4.8 MB quantized model 

(61.3% reduction, ≤0.5% accuracy loss); and (iv) real-

time throughput of 435 flows/s on the NVIDIA Jetson 

Nano.  Regarding novelty relative to the author’s prior 

publications: reference [20] addresses ML-based 

penetration testing using classical classifiers for 

vulnerability assessment a different task from real-

time intrusion detection. References [13], [14], [18], 

and [19] address network security and encryption 

topics, and none proposes or evaluates a CNN-LSTM 

hybrid IDS architecture. The present work therefore 

constitutes a distinct original contribution. 

 

4.4 Limitations and Future Work 
Supervised training requires labeled data, which is a 

downside. Real-world IoT applications make it 

difficult and expensive to collect large labeled 

samples of all attacks. Research will examine semi-

supervised and federated learning methods to reduce 

labeled data and ensure privacy in collaborative IoT 

contexts. Attention methods and transformer-based 

architectures can let the model preferentially scan 

traffic sequences for the most distinct temporal 

patterns, improving feature extraction. Since IoT 

protocols are moving to encrypted channels, this 

architecture will be extended to analyze encrypted IoT 

traffic while ensuring end-to-end security. Finally, 

adversarial training methodologies boost model 

resilience against evasion assaults, when advanced 

adversaries produce traffic to sneak past a deep 

learning-based detector. 

 

 

5 Conclusion 
CNN-LSTM deep learning (i.e., DL) systems for real-

time intrusion detection in IoT networks are proposed 

in this work. The model takes advantage of 

convolutional layers to extract spatial characteristics 

from network traffic and LSTM layers to simulate 

temporal patterns to characterize network traffic 

behavior. Extended testing on three typical benchmark 

datasets demonstrates that the proposed model 

achieves state-of-the-art accuracy of over 97% with an 

average inference latency of 2.3 ms per flow, 

validating its use in real-time IoT. Ablation 

investigations demonstrate the architectural 

components' individual contributions. All metrics and 

datasets show that the hybrid model outperforms deep 

learning models and machine learning classifiers. The 

model is precise (96.2%) on zero-day attack scenarios, 

demonstrating its practicality in dynamic IoT 

environments with new threats. Future research 

includes federated learning for privacy-preserving 

distributed model training across multiple IoT 
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deployments, real-time analysis of encrypted IoT 

traffic for end-to-end security, and adversarial training 

to strengthen the model against evasion attacks. 
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