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Abstract: - This article briefly covers the main pitfalls and guidelines for novice researchers in the field of 
artificial intelligence (AI). The intention is to raise awareness around the existing issues in research to aid in 
identifying them when conducting a literature survey. While AI offers various benefits, overlooking ethical 
guidelines and functionality results in major consequences after launching the system. Since publications serve 
as a reference point for researchers, building on correct techniques allows proper methodology, decreasing the 
overall chances of unknowingly making major mistakes. The impact of data leakages on the performance of AI 
systems in the health care domain is further highlighted through a case study of AI for breast cancer detection. 
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1 Introduction 
AI is continuously evolving, surpassing humans in 
various situations and reinforcing its integration into 
daily life. This technology is becoming widely used 
throughout several fields and sectors, impacting 
people’s lives through its advancement. Basic 
machine learning (ML) systems rarely raised the 
issue of trust as they simply did what they were told 
to do based on the coding of their developers. 
However, their rapid evolution into deeper more 
complex systems that can operate independently 
with accuracies that rival that of humans has turned 
them into a source of fear, [1]. Several concerns 
arise around the use and development of AI systems 
with people mentioning privacy, social 
disadvantages and direct effect on their lives as 
some of the most worrying. While rules and 
regulations are set in place for the development of 
AI products, the focus is mostly on the effect of AI 
on users rather than the techniques used by 
developers, [2]. Furthermore, there has been several 
incidences of AI systems launched for use in the 
market resulting in terrible consequences such as 
death, fraud and more, [3], [4]. The latter highlights 
the fact that market deployed AI technologies are 
built unsystematically and misleadingly promoted as 
better than they actually are. Researchers and 
stakeholders often pay little attention to the actual 
functionality of their models, focusing mainly on the 
“ethical” aspect rather than the benefits of the 
product, [4].  There is a need for awareness around 

the considerations and guidelines of building and 
launching AI products, [3]. This article is a beginner 
oriented guide that focuses on the technical pitfalls, 
integrity and basis of AI system creation starting 
with a section on ethical requirements followed by 
pitfalls and warnings and finally a conclusion. 
 
 
2 Ethical Requirements 
Leading groups have defined sets of procedures that 
govern AI usage in order to reduce ethical concerns. 
However, organizations often define their own rules 
and regulations for ethical development of AI, [5]. 
A general description of the ethical aspects of AI 
depends on the quality and practical needs of the 
stakeholders while adhering to ethical values, [6]. 
The following sections show the key points 
involved in the design process. 

 
2.1 Transparency and Explainability 
The hidden nature of AI systems makes it difficult 
to define transparency. However, the main focus is 
on how the results are obtained. This is why 
transparency and explainability go hand in hand 
with the latter reinforcing the clarity of the system 
by providing insight into the decision making of the 
model. The general focus is on what and to who to 
explain, making the requirements bend to the 
specific task, [5]. 
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2.2 Privacy and Security 
Privacy is a basic human right which calls for 
respect of the secrecy of personal information. This 
principle is governed by humans through the 
monitoring of the data acquisition and storage 
process. Additionally, it ties together with the 
concept of transparency by requiring a clear 
reporting of the data handling to safeguard the 
anonymity of participants, [7]. 
 
2.3 Fairness 
To classify something as fair means to provide equal 
opportunities and outcomes for users by creating 
inclusive products, [7]. This involves making 
decisions independently of biases throughout the 
algorithm design process and data selection, [5]. 
 
2.4 Accountability 
The question of who will take the blame for the 
resulting outcomes of developed systems raises the 
issue of accountability. This falls onto the creators 
and operators of the system to be responsible for the 
functionality and impact of the product, [7]. 
Additionally, the division of tasks, such as 
monitoring and decision making, onto respective 
parties facilitates the resolution of issues by 
contacting the specific people concerned, [5]. 
 
2.5 Reliability 
Reliability is defined differently depending on the 
sector and organization. For some it is part of the 
standards regulating safety and quality for risk and 
purpose assessment. On the other hand, some view 
it as the root of selecting data that is correct for the 
intended purpose of the technology being 
developed, [5]. 
 
2.6 Functionality 
Very few concentrate on the chance of AI not 
functioning as originally intended. With the main 
focus being on the ethical guidelines listed above, a 
tendency to overlook functionality results in a lack 
of fulfillment of expectations. This is the result of 
several failures in the system ranging from 
engineering faults related to design and 
implementation all the way to market launching 
failures that lead to a lack of robustness, [4]. 
 
 
3 Pitfalls and Warnings 
Whilst AI developers handle the entire research 
development phase from beginning to end, their 
workflow is often under examined. A closer look at 
the internal workings of these systems reveals 

crucial mistakes that reduce the reliability of their 
results. Some leading causes of methodological 
failures include selecting benchmarks that are not 
suitable, improper data handling through leakages, 
misuse of performance metrics and selection biases, 
[8]. Moreover, the adoption of wrongful technique 
both in academic frameworks and beyond can have 
terrible economic and societal impacts. Therefore, it 
is important to examine whether the developed 
pipeline is capable of truly predicting new data even 
if academics rarely involve deployment, [9]. Since it 
is impossible to mention all types of mistakes in AI 
systems, the coverage will be focused on the most 
common issues mentioned at the start of this 
section. 
 
3.1 Data Leakage 
Leakage is referred to as the spread of information 
into the training set that should be independent of it. 
Any time a data dependent choice is made in a ML 
pipeline it must be validated using isolated sets of 
data. Otherwise, the resulting estimates are overly 
optimistic and lack generalization capabilities. Some 
of the ways data can be leaked in a pipeline, 
especially when using cross validation, are featured 
below, [9]. 
 
3.1.1  Test to Train Leakage 

This type of leakage involves seeing some 
information from the test set in the train set. Special 
care needs to be taken in cases where the data is 
dependent on each other to ensure that related 
samples are not split into separate sets, [9]. 
Furthermore, certain preprocessing techniques 
should not be applied to the entire dataset prior to 
splitting so that the training information is not 
transformed using statistics from the test set, [10]. A 
simple experiment was performed to show the effect 
of this type of leakage on the performance metrics 
with a pseudocode featured below:  
 
Pseudocode of Trial One and Trial Two 
Algorithm 1: Trial one: leakage prevention 
1 TrainingData, TestingData = split(Dataset) 
2 AugmentedTrainingData= augment(TrainingData) 
3 model= InitializedModel 
4 model.train(AugmentedTrainingData) 
5 results= model.evaluate(TestingData) 
 
Algorithm 2: Trial two: leakage 
1 AugmentedData = Augment(Dataset) 
2 TrainingData, TestingData= split(AugmentedData) 
3 model= InitializedModel 
4 model.train(TrainingData) 
5 results= model.evaluate(TestingData) 
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First of all, pretrained VGG16 was selected as 
the model and an unbalanced breast cancer imaging 
dataset called MIAS was used as data, [11], [12]. 
The focus was on the effect of splitting then 
augmenting versus augmenting then splitting when 
using the same network and hyperparameters. Trial 
one split into train, validation and test before 
augmenting. Trial two augmented and then split into 
train, validation and test. The results evaluated on 
the test set are summarized in Table 1 (split then 
augment) and Table 2 (augment then split). 

As shown in the tables, when the dataset was 
split before augmentation the resulting balanced 
accuracy was 0.6034. However, when the dataset 
was augmented and then split, a significantly higher 
balanced accuracy of 0.8996 was obtained. This 
shows that leaking data across sets leads to hyper 
inflated performance and the model wont generalize 
well to unseen data. 
 

Table 1. Summary of the results of trial one 
 Class 

Benign Malignant Normal 

M
et

ric
s 

Precision 0.64 0.43 0.86 
Recall 0.47 0.48 0.94 

F1-score 0.55 0.41 0.89 
Balanced 
Accuracy 

0.6034 

Source: created by the authors 

 
Table 2. Summary of the results of trial two 

 Class 
Benign Malignant Normal 

M
et

ric
s 

Precision 0.87 0.89 0.96 
Recall 0.88 0.85 0.97 

F1-score 0.87 0.87 0.96 
Balanced 
Accuracy 

0.8996 

Source: created by the authors 

 
3.1.2 Test to Test Leakage 

A form of leakage that occurs when test samples are 
processed based on information related to other test 
samples. To give an example, when separate 
preprocessing workflows are used for the train and 
test set instead of applying the training data 
estimations to the test set, [9]. 
 
3.1.3 Mitigation Strategies 

To reduce the occurrence of these leakages, it is 
important to describe the steps of the process in 
great detail. Mentioning the hyperparamters, coding 
packages, assessment techniques and data handling 
along with including the code, helps other 
researchers spot data leakages by attempting to 
reproduce the work. Additionally, making sure there 

is proper separation between sets gives a good 
starting point for avoiding this issue, [9].  

Below is a brief list of some precautions to take 
to ensure leakages are avoided: 

1. Selecting the proper splitting criteria for the 
data depends on the type of data at hand. For 
example, in the case medical data, it can be 
split based on: the person which ensures no 
overlap of the same subject between sets, 
visit records which is associated with the risk 
of leakage due to the same subject having 
repeated visits or after augmentation which 
has a high possibility of leakage from 
augmented data based on the same original 
image ending up in different sets, [13]. 

2. In the case of time series data in which 
sample order is meaningful, randomly 
splitting the data can lead to the model 
learning from future samples which is why it 
is recommended to split this type of data 
chronologically, [14]. 

3. Applying preprocessing and feature selection 
based on the training data parameters and 
then fitting it to the test set, [15]. 

4. Examining the dataset prior to using it in 
order to remove duplicate entries, [15]. 

5. Checking the similarity between the data in 
the train and test sets to avoid having nearly 
identical samples between the two, [16]. 
 

3.2 Benchmark Selection 
The use of benchmarks has turned into a standard 
for AI models with developers spending large 
amounts of money on resources in order to get top 
marks on evaluations. This creates a competitive 
environment in which creators aim to come out as 
“winners” even if it requires them to only mention 
favorable performances while hiding less ideal 
outcomes, [17]. Several concerns regarding the 
validity of the performance estimates on 
benchmarks has resulted in researchers focusing on 
the misuse and gaps of this evaluation basis, [18]. 
Certain factors influencing benchmark selection and 
trust are revealed below. 
 
3.2.1  The Cherry Picking Phenomenon 

A top issue in benchmark selection and model 
assessment is the ability to trick others. This can be 
easily done given the lack of detail needed to 
replicate and validate results including absence of 
code sharing, [18]. Therefore, this hand picking of 
what to show and what to hide in order to highlight 
favorable outcomes raises a question on the true 
validity of these assessments especially when 
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certain developers have access to more resources 
making the playing field unfair, [17]. 
 
3.2.2  Data Collection 

Very few benchmarks specify the source and 
methodology behind the data collection and 
documentation process. Additionally, the main 
research focus is on model development rather than 
data collection which is a crucial variable for the 
learning stage. Furthermore, the lack of precision in 
the annotation of the available data has been found 
to be a source of skewed results, [18]. 
 
3.2.3  Lack of Diversity 

The lack of encouragement towards reporting 
weaknesses is a general issue found in research. 
However, benchmarking has further amplified this 
issue as dominant benchmarks being “advertised” 
by researchers in association with state of the art 
techniques has caused reuse of select few sets. 
Furthermore, the data itself lacks representation of 
minority cases leading to a lack of diversity in the 
samples themselves, [18]. 
 
3.2.4  Suggested Solutions 

The political and cultural influence imposed on 
benchmarks through hype caused by community 
reporting along with the overall issues that 
accompany benchmark use, has resulted in calls for 
unified benchmarks, [17], [18]. Moreover, the 
absence of proctoring in AI evaluations has caused 
disparity issues between creators and researchers 
suggesting a need for regulated control and 
assessment of their usage, [17]. 
 

 

4 Case Study of AI Based Detection of 

 Breast Cancer 
Several studies have examined the effect of data 
leakages on the performance of AI models for breast 
cancer detection. Some of which are mentioned 
below with a focus on performance metric 
variations. 

A study in [19] intentionally leaked features 
extracted from a pre trained network into their 
training procedure from the validation set. 
Subsequently, these extracted features were used to 
train a separate classifier to distinguish benign and 
malignant mammography images before 
reexamining the performance on the validation set. 
By using the validation set as a reference for 
selecting the highest performing features the process 
becomes biased since this information affects the 
training process. When this final model was tested 

on a new separate set of data, the overall 
performance decreased. As the sample sizes of the 
validation and train sets were decreased this gap 
became even more apparent. Therefore, when 
performing feature engineering, it is crucial to 
ensure that the selected features are in no way 
dependent on the performance of a set other than the 
training set to ensure that the training process is not 
misguided and ungeneralizable to isolated data sets. 

Furthermore, the work of [20] conducts a study 
on several datasets to reveal the over inflation that 
occurs in model assessment under leakages from 
preprocessing techniques. Specifically, the breast 
cancer dataset was used to compare the performance 
of several well known models between two cases: 
with leakage and without leakage. While they report 
that the drop in performance when no leakage is 
present is only by a slight percentage, the 
significance of this decrease poses a great impact on 
the medical domain as it directly affects patients by 
misclassifying their results. Moreover, some of the 
models used, such as k nearest neighbors, were 
found to be capable of resisting data leakages as 
they maintained high performances with little 
variation. Given the sensitivity of the results in the 
medical domain, it is important to have a true 
estimate of the performance of the models in the 
real world to reduce over reliance of healthcare 
professionals on models that appear better than they 
actually are. 
 
 
5 Conclusion  
In conclusion, digging through the available 
research and documentation related to AI 
development has pointed out various gaps and 
concerns in the field. Both improper methodology 
and lack of focus towards certain areas has led to the 
launching and reporting of overly hyped systems. 
Furthermore, the pool of publications being used by 
other researchers often fails to transparently detail 
their pipelines and techniques causing certain issues 
to go undetected. Since very few start with 
examining the possible pitfalls associated with ML 
and simply dive straight into implementation by 
replicating and enhancing already existing work, 
they sometimes unknowingly commit mistakes in 
their methodology. Hence this article serves as a 
very basic informative guide on some of the most 
alarming issues in AI development. It is crucial that 
people interested in working in AI related domains 
proceed with caution when reading and learning 
from others. Given the popularity of AI systems in 
the medical field, the case study of the impact of 
improper data handling for breast cancer detection 
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highlights the importance of ensuring proper 
methodology is used to avoid major consequences. 

Since it was not possible to cover everything, it 
would be of great benefit to extend this work in the 
future to include more technical explanations and 
details regarding the misconceptions and fallacies in 
AI. Additionally, adding more numerical examples 
to allow the visualization of the impact of improper 
techniques on model results can strengthen the 
comprehensibility of this work. Furthermore, 
providing tabulated summaries of the 
misconceptions in this field along with their 
mitigation strategies can be a helpful guide for 
others provided it is done systematically, is 
expanded to include the majority of mistakes and 
includes detailed explanations. 
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