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Abstract: - Cryptographic techniques are currently used in computer security systems designed to guarantee the
integrity and security of encrypted information. They are based on advanced cryptographic algorithms that can
also operate on a public key infrastructure. Such algorithms can also be based on user keys and personalized
approaches applied to encrypt data and create VPN tunnels. The paper will present new possibilities of using
artificial intelligence algorithms in the creation of new protocols designed to guarantee the cybersecurity of
distributed computer systems. Artificial intelligence techniques can find application in such an area, especially
in the analysis of protocol security, and can also be applied to the creation of new protocols dedicated to
specific remote services, which will provide a greater level of security and allow better data protection.
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1 Introduction will therefore be ways of applying Al methods, as
Computer systems security procedures are well as cognitive reagoning p.rocedures in the
extremely important with regard to the data creation qf gybersecurlty s.olutlon.s. Among the
processed and services performed remotely by many applications, the most interesting seems to be
computer systems. This is caused due to the finding answers to the following questions:
increasing sizes of data being transferred and the e Can A help to create personalized keys and
need for frequent information access protected in secure transmission protocols?

online services, [1]. The development of IT security e Can Al affect the proper functioning of
protocols is one of the most important in advanced cryptographic protocols?

computing technologies, in which applications are e Can Al detect vulnerabilities in computer
worldwide and allow the acquisition, storage, and system security?

processing of huge amounts of data generated by e Can information read by attackers be encrypted
users of networks and IoT sensors. As a result, using Al in such a manner that it cannot be
newer and newer solutions are being proposed to understood even after decoding?

ensure the confidentiality of transmitted IoT data.

These solutions need to be constantly improved and In the following sections of this work, the
take into consideration different factors, like the methods and possibilities of using artificial
personalization of developed solutions, increasing intelligence techniques to develop safe and effective
number of cryptanalysis approaches and attacks, algorithmic solutions, the purpose of which will be
which can be performed by hackers or bots. One of to ensure the integrity and confidentiality of
the most important directions of development of transmitted information, will be discussed. New
advanced techniques for computer system security is secure protocols for authenticating websites and
the creation of solutions that use personal computer systems will also be presented.

characteristics of users or meaning description of
secret o data. Such protocols define a new area of

advanced and contemporary cryptography, which is 2 Security Protocols using Al

called cognitive cryptography, [2]. One of the first applications of Al in cybersecurity

The resu!t O_f using such proceflures. may be the is the definition of user-oriented, efficient, and
greater application of artificial intelligence (Al) personalized cryptographic algorithms. Among the
solutions in the creation of secure and efficient great number of application areas of artificial
cryptographic algorithms. The subject of this work intelligence, it is worth noting the possibility of
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using Al algorithms to determine personal biometric
features or behavioral traits, which as unique
parameters uniquely describe a given user. Such
features can therefore be used to generate special
cryptographic keys and steganographic algorithms
for secrets concealing, in which personal factors will
determine the way data is distributed.

Artificial intelligence algorithms used in such
applications allow for the selection of unique
representative features characterizing a specific
participant of the protocol. In such a case, known Al
techniques based mainly on artificial neural
networks or pattern recognition methods can be
effectively used to determine the most
representative personal features, [3], [4], [5]. Of
course, artificial intelligence methods allow for the
determination of several independent vectors of
characteristics, because they operate on much larger
records of personal features, which contain several
personal characteristics having the form of
biometric traits, behavioral features, or medical
information. Training an appropriate classifier to
select the set of best traits for a given participant,
can be performed with the application of supervised
machine learning methods, [6].

Personal features Al feature selection
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Fig. 1: User-oriented security key generation using
artificial intelligence methods (own development)

After defining a set of personal features for a
given participant, it will be possible to use it in
cryptographic and steganographic procedures. One
of the most important possible applications is
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generating user-oriented cryptographic keys and
authorization codes for participants (Figure 1). For
the creation of such keys or codes, it is necessary to
generate a personalized vector containing selected
user traits, with the application of a hash function,
allowing one to obtain a key of a specified length.
For those generated in this way, in the next step, it is
necessary to add random bit sequences, which allow
that the keys to have the necessary bit length
depending on the types of cryptosystems, i.e.
symmetric or asymmetric cryptographic procedures.

It is worth emphasizing that the procedure for
the creation of personalized keys is a general
procedure and also allows for the creation of sets of
keys, which will belong to one particular user.
Besides the use of computational intelligence
algorithms to generate personalized keys, such
algorithms can also be useful for creating secure
user authentication, and authorization protocols. An
example of such an application can be CAPTCHA
authentication codes, which have the form of
pictures or thematic questions related to user
experiences. In such protocols, artificial intelligence
algorithms allow for the generation of appropriate
sets of patterns directly related to the expertise area
or knowledge possessed by a specific user. They
also allow for the generation of required sets of
questions focused on the knowledge or experiences
of the participants of the protocols.

Another very important application of personal
characteristic vectors, previously determined by
artificial intelligence algorithms for a specific
participant of the protocol, is the application of such
vectors as keys for secret information distribution in
digital containers. Such data-hiding procedures will
enable placing information in a way that depends on
the owner of the key used to disperse data in the
container. Similarly, to encryption keys, also in
information hiding tasks, for one participant, there
may be created several personalized keys for hiding
data. This provides additional possibilities for
placing several different secrets in one container so
that each of them is placed in a different manner,
with the application of different personal keys.

For the presented procedures, the issues of their
security are also important. Analyzing the resistance
of the presented methods to cryptographic attacks, it
can be seen that these protocols are computationally
safe and guarantee strong security. This is mainly
due to the application of various personal features in
the creation of encryption and information-hiding
keys, as well as their extension with random bit
sequences. Security also results from a random
selection of sets of patterns used in authentication
procedures, as well as randomness in the
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distribution of secrets on data carriers. For such
solutions, an effective cryptanalytic attack is a brute
force attack.

3 User-Oriented Locking Protocol

In this section will be presented a new Al-based
locking schema that can provide a high security
level to encrypted data, by leveraging the ability to

join the meaning of encrypted data with
personalized vectors.
Data analysis & semantic

ersoust features ovaluation

|

Semantic-personal key

Fig. 2: Locking prtool ased on Al methods (own
development)

To define a protocol that allows for the
introduction of an additional level of data security,
which will allow them to function safely even when
the encryption routine is broken, it is obligatory to
use artificial intelligence techniques. Such protocols
may be defined in the following manner (Figure 2):
e Information intended for encryption or

concealment 1is analyzed wusing artificial

intelligence methods to determine its content.

As a result of such analysis, a semantic

description vector can be obtained that uniquely

describes this data, [7].
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e A personal feature vector is also determined for
encrypted or concealed data, which can be
dependent on the sender or recipient of this data.

e Semantic and personalized feature vectors, will
be used to disperse data using the created
semantic-personal key.

e The shuffled input data is then encrypted with
the application of selected encryption or
concealment procedure.

e The hidden or encrypted data is securely stored
in databases or sent to other participants or
locations.

e In order to recreate the data, it is obligatory to
decrypt it and restore using the original key.

e At the end the decrypted data can be read using
the semantic-personal key.

The presented protocol is characterized by
resistance to known cryptanalytic attacks in terms of
security. When the man-in-the-middle attack is
performed, even if the encryption key is revealed, it
will only allow decryption of the dispersed data,
which causes that the information will still be secure
and unreadable as a result of shuffling them with a
semantic-personal key, which depends on the
semantic content of the information or participants
of the protocol.

When a brute force attack is conducted, it is
possible to decrypt the shuffled data, but it requires
a high time complexity. Decrypting the data without
any knowledge of the semantic or personal keys
seems to be impossible due to their random
characteristics. The cryptanalysis task of such
methods also requires checking that the
reconstructed information has the correct semantic
(dictionary) meaning, and this is almost impossible
when conducting a brute-force approach.

4 Polymorphic Keys Generation

The last example of the application of Al methods
for security purposes 1is the generation of
polymorphic encryption keys.

Polymorphic keys are such keys that can be
transformed into various forms and where every
form of the key will allow to deciphering other data.
Upon transformation of the polymorphic key to
another form, another input secret is decoded from
the encrypted data. Such keys will have such a
property that they will depend on a number of
various encrypted input data. While deciphering by
means of such keys, depending on the current form,
it will be possible to decode a different secret or
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another part of a larger secret divided into a number
of various parts.

Application of Al methods for the generation of
such keys may also refer to the methods of
transformation of such keys to various forms so that
it is not easy for execution by third persons, should
they obtain even one of the possible key forms. The
key transformation algorithm will depend on
parameters related to a given user or a group of
protocol participants, who together can use such
polymorphic keys.

A generation of polymorphic keys can be run

with the use of AI approaches and some
independent encryption keys meant for the
concealment of various data, which will

subsequently be combined into one entirety and
mixed appropriately. In this case, decoding
individual secrets will depend on the extraction
procedure from the mixed key of every single
independent key.

There is a slightly different approach to
generating polymorphic keys, that is the application
of threshold division procedures [8], [9]. Such
procedures make it possible to generate various
component shares and they frequently allow
thedivision various input data. In this case, the input
data could be the independent keys, which at the
stage of application of the threshold scheme will
enable, depending on the configuration of the shares
put together, to re-create another independent key
and to use it to decrypt the information.

5 Conclusions

This paper presents methods of using advanced
artificial intelligence algorithms in the creation of
new, effective, and secure protocols that guarantee

the security of information and computer
infrastructure. The described methods also allow to
prevent cyberattacks on computer systems.

Currently, issues related to cybersecurity are very
important, mainly due to the huge number of
Internet users and multimedia services. This affects
global digitalization in the field of communication
and the increasing volume of data transmissions,
[10], [11].

In this work, we tried to present the main areas
of using computational intelligence algorithms for
applications in modern cryptography. It was
therefore presented how such algorithms may have
an influence on the development of new branches of
cybersecurity, especially such areas as user-oriented
cryptography and cognitive cryptography. It also
discussed how artificial intelligence techniques can
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prevent attacks and incidents related to users’
credentials leakage or unauthorized access.

This paper also discusses methods of creating
secure cryptographic protocols based on semantic-
personal keys created using artificial intelligence
algorithms.
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