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Abstract: Pairing based cryptography is one of the newest security solution that attract a lot of attention, because
we can work with efficient and faster pairing to make the security a lot practical, also the working with extension
finite field of the form Fpk is more useful and secure with k ≥ 12 the implementation becomemore important. In
this paper, we will presents cases studies of improving pairing arithmetic calculation on curves with embedding
degree 72. We use the tower building technique, and study the case when using a degree 2 or 3 twist to carry out
most operations in Fp4 , Fp6 , Fp8 , Fp9 , Fp12 , Fp18 , Fp24 , Fp36 and Fp72 .

Key-Words: Optimal ate pairing, Miller Algorithm, Embedding degree 72, Twist curve
Received: May 12, 2022. Revised: October 26, 2022. Accepted: November 28, 2022. Published: December 31, 2022.

After the discovering of pairing-based cryptography,
developers and researchers have been studding and
developing new techniques and methods for con-
structing more efficiently implementation of pairings
protocols and algorithms.The first pairing is intro-
duced by Weil Andre in 1948 called Weil pairing, af-
ter that more pairing are appear like tate pairing, ate
pairing and a lot more. The benefice of Elliptic curve
cryptosystemswhichwas discovered byNeal Koblitz
[1] and Victor Miller [2] are to reduce the key sizes
of the keys utilize in public key cryptography. Some
works like presented in [3] interested in signature nu-
meric. The authors in [4] show that we can use the
final exponentiation in pairings as one of the coun-
termeasures against fault attacks. In [6],[7],[8], [15]
Nadia El and others show a study case of working
with elliptic curve with embedding degree 5,9,15 and
27. Also in [10],[11],[12],[13] and [14] researchers
show the case of working with curve with some em-
bedding degree. In [9] they give a study of security
level of optimal ate pairing, and other useful work
(see [5]) .
In the present article, we seek to obtain efficient ways
to pairing computation for curves of embedding de-
gree 72. We will see how to improve arithmetic op-
eration in curves with embedding degree 72 by us-
ing the tower building technique. We will give three
cases studies that show, when we use a degree 2
twists, we can handle most operations in Fp2 and Fp4

or Fp6 and Fp12 , and when we use a degree 3 twists,
we can handle most operations in Fp3 and Fp6 or Fp6

or Fp9 and Fp18 instead. By making use of an tower

building technique, we also improve the arithmetic of
Fp9 and Fp6 in order to get better results. Finally we
will compare these cases to know which one is the
optimal arithmetic path on Fp2 , Fp3 , Fp4 , Fp6 , Fp8 ,
Fp9 , Fp12 , Fp18 , Fp24 , Fp36 and Fp72

In this paper, we will investigate and examine what
will happens in case of optimal ate pairing with em-
bedding degree 72.
The paper is organized as follow. Section 2 we re-
call some background on the main pairing propri-
eties also ate pairing, and Miller Algorithm. Section
3 presents our new techniques of tower building the
elliptic curve of embedding degree 72. Section 4 will
presents the optimal ate pairing used in our work. Fi-
nally, Section 5 we will calculate the operation cost
in this tower

elds for each possible case and concludes this pa-
per.

In everything that follows,E will represent an elliptic
curve with equation
y2 = x3 + ax + b for b ∈ Fq with q prime number.
The symbol aopt will denote the optimal ate pairing.
We shall use, without explicit mention, the following

• G1 ⊂ (E(Fq)): additive group of cardinal
n ∈ N∗ .

• G2 ⊂ (E(Fqk)): additive group of cardinal
n ∈ N∗.

• G3 ⊂ F∗
qk ⊂ µn : cyclic multiplicative group of

cardinal n ∈ N∗.

1. Introduction 

2. Mathematical Background 
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• µn = {u ∈ F̄q|un = 1}.

• P∞ : the point at infinity of the elliptic curve.

• k : the embedding degree: the smallest integer
such that r divides qk − 1.

• fs,P : a rational function associated to the point
P and some integer s.

• m,s,i: multiplication, squaring, inversion in field
Fp.

• M2, S2, I2: multiplication, squaring, inversion
in field Fp2 .

• M3, S3, I3: multiplication, squaring, inversion
in field Fp3 .

• M4, S4, I4: multiplication, squaring, inversion
in field Fp4

• M6, S6, I6: multiplication, squaring, inversion
in field Fp6 .

• M8, S8, I8: multiplication, squaring, inversion
in field Fp8 .

• M9, S9, I9: multiplication, squaring, inversion
in field Fp9 .

• M12, S12, I12: multiplication, squaring, inver-
sion in field Fp12

• M18, S18, I18: multiplication, squaring, inver-
sion in field Fp18 .

• M24, S24, I24: multiplication, squaring, inver-
sion in field Fp24 .

• M36, S36, I36: multiplication, squaring, inver-
sion in field Fp36

• M72, S72, I72: multiplication, squaring, inver-
sion in field Fp72 .

Arithmetic operation cost:
We already know that the cost of multiplication,
squaring and inversion in the quadratic field Fp2 are:
M2 = 3m,
S2 = 2m,
I2 = 4m+ i respectively ([20]).
We already know that the cost of multiplication,
squaring and inversion in in the cubic twisted field
Fp3 are:
M3 = 6m,
S3 = 5s,
I3 = 9m+ 2s+ i respectively ([20]).

2.1 Pairing definition and proprieties:
Definition 2.1. [18], Let (G1,+), (G2,+) and
(G3, .) three finite abelian groups of the same order
r. A pairing is a function:

e : G1 ×G2 −→ G3

(P,Q) 7→ e(P,Q)

with the following properties:
1- Bilinear: for all S, S1, S2 ∈ G1 and for all
T, T1, T2 ∈ G2

e(S1 + S2, T ) = e(S1, T )e(S2, T )

e(S, T1 + T2) = e(S, T1)e(S, T2)

2- Non-degenerate: ∀P ∈ G1, there is a Q ∈ G2

such that e(P,Q) ̸= 1 and ∀Q ∈ G2, there is a
P ∈ G1 such that e(P,Q) ̸= 1.
(*) if e(S, T ) = 1 for all T ∈ G2, then T = P∞.

2.2 Frobenius Map
For any element a ∈ Fpm , let us consider the follow-
ing map

πp : Fpm → Fpm

a 7→ ap

Defined by:

πp(a) = (a1w + a2w
p + a3w

p2

+ ...+ amwpm−1

)p

= a1w
p + a2w

p2

+ a3w
p3

+ ...+ amwpm

= amw + a1w
p + a2w

p2

+ ...+ am−1w
pm−1

Note that the order of F∗
pm is given by pm−1, that is,

wpm

= w is satisfied.
The map πp is specially called the Frobenius map.
The Frobenius map for a rational point in E(Fq) is
given by:
For any rational point P = (x, y), Frobenius map ϕ
is given by

ϕ : E(Fq)→ E(Fq)

P (x, y) 7→ (xq, yq).

P∞ 7→ P∞.

Definition 2.2. (Ate pairing):
The Ate pairing is define by

G1 = E[r]∩ker(ϕ−[1]) and G2 = E[r]∩ker(ϕ−[p]),

where ϕ denotes the Frobenius map over E(Fp).
Let P ∈ G1, and Q ∈ G2 satisfy: ϕ(P ) = P and
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ϕ(Q) = [p]Q .
We note the ate pairing with a(Q,P ), such that:

a : G2 ×G1 −→ F∗
pk/(F∗

pk)r

(Q,P ) 7→ a(Q,P ) = ft−1,Q(P )
pk−1

r ,

where ft−1,Q is the rational function associated to
the point Q and integer t− 1, with t is the Frobenius
trace of E(Fp). ft−1,Q = (t− 1)(Q)− ([t− 1]Q)−
(t− 2)(P∞)

2.3 Pairing-friendly elliptic curves

.
We will use the definition of pairing-friendly curves
that is taken from [16]:
The construction of such curves depends on our being
able to find integers x, y satisfying an equation of the
form Dy2 = 4q(x)− t(x)2

• q(x) and t(x) are polynomials

• The parameterD is the Complex-multiplication
discriminant fixed positive integer
Elliptic Curves with Embedding Degree 72:
As describe in ([9]-pp31), let k be a positive integer
with k < 1000 and 3 | k. Let l = lcm(8, k), in our
case ok k = 72, we found that l = 72

q(x) = 1
8(2(x

l

k + 1)2 + (1− x
l

k )2(x
5l

24 + x
l

8 − x
l

24 )2)
= 1

8(2(x
4 + 1)2 + (1− x4)2(x15 + x9 − x3)2).

r(x) = Φl(x) = Φ72(x) = x24 − x12 + 1.
t(x) = xl/k + 1 = x4 + 1.

We can see that
q(x) + 1 − t(x) = (x24 − x12 + 1)(x14 − 2x10 +
2x8 + x6 − 4x4 + 2)/8
hence r(x) really divides q(x) + 1− t(x).
Twists of curves:
Let E be an elliptic curve of j-invariant 0, defined
over Fp. We have :

with a, b ∈ Fp, j ∈ Fp3 and basis element j is the
cubic non residue in Fp3 , i ∈ Fp3 and basis element
j is the quadratic and cubic non residue in Fp3 .

The figure below show all path possible for building
an elliptic curve with embedding degree 72

There is eight path possible to building this curve

E(Fp) → E(Fp2) → E(Fp4) → E(Fp8) → E(Fp24) → E(Fp72)

E(Fp) → E(Fp2) → E(Fp6) → E(Fp12) → E(Fp24) → E(Fp72)

E(Fp) → E(Fp2) → E(Fp6) → E(Fp18) → E(Fp36) → E(Fp72)

E(Fp) → E(Fp2) → E(Fp6) → E(Fp12) → E(Fp36) → E(Fp72)

E(Fp) → E(Fp3) → E(Fp6) → E(Fp12) → E(Fp24) → E(Fp72)

E(Fp) → E(Fp3) → E(Fp6) → E(Fp12) → E(Fp36) → E(Fp72)

E(Fp) → E(Fp3) → E(Fp6) → E(Fp18) → E(Fp36) → E(Fp72)

E(Fp) → E(Fp3) → E(Fp9) → E(Fp18) → E(Fp36) → E(Fp72)

3. Tower Building Technique Elliptic  

Curve with Embedding Degree 72 

WSEAS TRANSACTIONS on COMPUTER RESEARCH 
DOI: 10.37394/232018.2022.10.17 Ismail Assoujaa, Siham Ezzouak, Hakima Mouanis

E-ISSN: 2415-1521 128 Volume 10, 2022



Exploring the first path

E(Fp) → E(Fp2) → E(Fp4) → E(Fp8) → E(Fp24) → E(Fp72)

The appropriate choices of irreducible polyno-
mial defined by:

Fp2 = Fp[u]/(u
2−β), with β a non-square and u2 = 2

Fp4 = Fp2 [v]/(v2−u), with v a non-square and v2 = 21/2

Fp8 = Fp4 [t]/(t3−v), with t a non-square and t2 = 21/4

Fp24 = Fp8 [w]/(w3−t), with w a non-cube and w3 = 21/8

Fp72 = Fp24 [w]/(w3−t), with w a non-cube and w3 = 2
1

24

Each rational point P 5 ∈ G2 ⊂ E(Fp72) has a spe-
cial vector representation with 72 elements in Fp for
each x5 and y5 coordinates. The construction below
show that point P 5 ∈ E(Fp72) and its cubic twisted
isomorphic rational point P 4 ∈ E(Fp24), which also
has a cubic twisted isomorphic rational point P ′′′ ∈
E(Fp8), that lead to a three quadratic twisted isomor-
phic rational point P ′′ ∈ E(Fp4), P ′ ∈ E(Fp2) and
P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp24

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp8

P ′′(x′′, y′′) = ((a, 0, 0, 0), (0, 0, 0, b)) with x′′, y′′ ∈ Fp4

P ′(x′, y′) = ((a, 0), (0, b)) with x′, y′ ∈ Fp2

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:

M72 = (M24)Fp3
= (M8)Fp3

)Fp3
= ((M4)Fp2

)Fp3
)Fp3

= (((M2)Fp2
)Fp2

)Fp3
)Fp3

= (((3m)Fp2
)Fp2

)Fp3
)Fp3

= (((3M2)Fp2
)Fp3

)Fp3
= (((9m)Fp2

)Fp3
)Fp3

= ((9M2)Fp3
)Fp3

= ((27m)Fp3
)Fp3

= (27M3)Fp3

= (162m)Fp3
= 162M3 = 972m.

S72 = (S24)Fp3
= (S8)Fp3

)Fp3
= ((S4)Fp2

)Fp3
)Fp3

= (((S2)Fp2
)Fp2

)Fp3
)Fp3

= (((2m)Fp2
)Fp2

)Fp3
)Fp3

= (((2M2)Fp2
)Fp3

)Fp3
= (((6m)Fp2

)Fp3
)Fp3

= ((6M2)Fp3
)Fp3

= ((18m)Fp3
)Fp3

= (18M3)Fp3

= (108m)Fp3
= 108M3 = 648m.

I72 = (I24)Fp3
= (I8)Fp3

)Fp3
= ((I4)Fp2

)Fp3
)Fp3

= (((I2)Fp2
)Fp2

)Fp3
)Fp3

= (((4m+ i)Fp2
)Fp2

)Fp3
)Fp3

= (((4M2 + I2)Fp2
)Fp3

)Fp3
= (((16m+ i)Fp2

)Fp3
)Fp3

= ((16M2 + I2)Fp3
)Fp3

= ((52m+ i)Fp3
)Fp3

= (52M3 + I3)Fp3
= (321m+ 2s+ i)Fp3

= 321M3 + 2S3 + I3 = 1935m+ 12s+ i.

Exploring the second path

E(Fp) → E(Fp2) → E(Fp6) → E(Fp12) → E(Fp24) → E(Fp72)

The appropriate choices of irreducible polyno-
mial defined by:

Fp2 = Fp[u]/(u
2−β), with β a non-square and u2 = 2

Fp6 = Fp2 [v]/(v3−u), with v a non-cube and v3 = 21/2

Fp12 = Fp6 [t]/(t2−v), / t a non-square and t2 = 21/6

Fp24 = Fp12 [w]/(w2−t), / w a non-square and w2 = 21/12

Fp72 = Fp24 [w]/(w3−t), with w a non-cube and w3 = 2
1

24

Each rational pointP 5 ∈ G2 ⊂ E(Fp72) has a special
vector representation with 72 elements in Fp for each
x5 and y5 coordinates. The construction below show
that point P 5 ∈ E(Fp72) and its cubic twisted iso-
morphic rational pointP 4 ∈ E(Fp24), which also has
a quadratic twisted isomorphic rational point P ′′′ ∈
E(Fp12), that lead to a more quadratic twisted iso-
morphic rational point P ′′ ∈ E(Fp6) and its cubic
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twisted isomorphic rational point P ′ ∈ E(Fp2) and
P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp24

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp12

P ′′(x′′, y′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′, y′′ ∈ Fp6

P ′(x′, y′) = ((a, 0), (0, b)) with x′, y′ ∈ Fp2

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:

M72 = (M24)Fp3
= (M12)Fp2

)Fp3
= ((M6)Fp2

)Fp2
)Fp3

= (((M2)Fp3
)Fp2

)Fp2
)Fp3

= (((3m)Fp3
)Fp2

)Fp2
)Fp3

= (((3M3)Fp2
)Fp2

)Fp3
= (((18m)Fp2

)Fp2
)Fp3

= ((18M2)Fp2
)Fp3

= ((54m)Fp2
)Fp3

= (54M2)Fp3

= (162m)Fp3
= 162M3 = 972m.

S72 = (S24)Fp3
= (S12)Fp2

)Fp3
= ((S6)Fp2

)Fp2
)Fp3

= (((S2)Fp3
)Fp2

)Fp2
)Fp3

= (((2m)Fp3
)Fp2

)Fp2
)Fp3

= (((2M3)Fp2
)Fp2

)Fp3
= (((12m)Fp2

)Fp2
)Fp3

= ((12M2)Fp2
)Fp3

= ((36m)Fp2
)Fp3

= (36M2)Fp3

= (108m)Fp3
= 108M3 = 648m.

I72 = (I24)Fp3
= (I12)Fp2

)Fp3
= ((I6)Fp2

)Fp2
)Fp3

= (((I2)Fp3
)Fp2

)Fp2
)Fp3

= (((4m+ i)Fp3
)Fp2

)Fp2
)Fp3

= (((4M3 + I3)Fp2
)Fp2

)Fp3
= (((33m+ 2s+ i)Fp2

)Fp2
)Fp3

= ((33M2 + 2S2 + I2)Fp2
)Fp3

= ((107m+ i)Fp2
)Fp3

= (107M2 + I2)Fp3
= (325m+ i)Fp3

= 325M3 + I3 = 1959m+ 2s+ i.

Exploring the third path

E(Fp) → E(Fp2) → E(Fp6) → E(Fp18) → E(Fp36) → E(Fp72)

The appropriate choices of irreducible polyno-
mial defined by:

Fp2 = Fp[u]/(u
2−β), with β a non-square and u2 = 2

Fp6 = Fp2 [v]/(v3−u), with v a non-cube and v3 = 21/2

Fp18 = Fp6 [t]/(t3−v), with t a non-cube and t3 = 21/6

Fp36 = Fp18 [w]/(w2−t), / w a non-square and w2 = 21/18

Fp72 = Fp36 [w]/(w2−t), / w a non-square and w2 = 21/36

Each rational pointP 5 ∈ G2 ⊂ E(Fp72) has a special
vector representation with 72 elements in Fp for each
x5 and y5 coordinates. The construction below show
that pointP 5 ∈ E(Fp72) and its quadratic twisted iso-
morphic rational pointP 4 ∈ E(Fp36), which also has
a quadratic twisted isomorphic rational point P ′′′ ∈
E(Fp18), that lead to amore cubic twisted isomorphic
rational point P ′′ ∈ E(Fp6) and its cubic twisted iso-
morphic rational point P ′ ∈ E(Fp2) and P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp36

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp18

P ′′(x′′, y′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′, y′′ ∈ Fp6

P ′(x′, y′) = ((a, 0), (0, b)) with x′, y′ ∈ Fp2

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:

M72 = (M36)Fp2
= (M18)Fp2

)Fp2
= ((M6)Fp3

)Fp2
)Fp2

= (((M2)Fp3
)Fp3

)Fp2
)Fp2

= (((3m)Fp3
)Fp3

)Fp2
)Fp2

= (((3M3)Fp3
)Fp2

)Fp2
= (((18m)Fp3

)Fp2
)Fp2

= ((18M3)Fp2
)Fp2

= ((108m)Fp2
)Fp2

= (108M2)Fp2

= (324m)Fp2
= 324M2 = 972m.

S72 = (S36)Fp2
= (S18)Fp2

)Fp2
= ((S6)Fp3

)Fp2
)Fp2

= (((S2)Fp3
)Fp3

)Fp2
)Fp2

= (((2m)Fp3
)Fp3

)Fp2
)Fp2

= (((2M3)Fp3
)Fp2

)Fp2
= (((12m)Fp3

)Fp2
)Fp2

= ((12M3)Fp2
)Fp2

= ((72m)Fp2
)Fp2

= (72M2)Fp2

= (216m)Fp2
= 216M2 = 648m.
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I72 = (I36)Fp2
= (I18)Fp2

)Fp2
= ((I6)Fp3

)Fp2
)Fp2

= (((I2)Fp3
)Fp3

)Fp2
)Fp2

= (((4m+ i)Fp3
)Fp3

)Fp2
)Fp2

= (((4M3 + I3)Fp3
)Fp2

)Fp2

= (((33m+ 2s+ i)Fp3
)Fp2

)Fp2

= ((33M3 + 2S3 + I3)Fp2
)Fp2

= ((207m+ 12s+ i)Fp2
)Fp2

= (207M2 + 12S2 + I2)Fp2
= (649m+ i)Fp2

= 649M2 + I2 = 1951m+ i.

Exploring the forth path
E(Fp) → E(Fp2) → E(Fp6) → E(Fp12) → E(Fp36) → E(Fp72)

The appropriate choices of irreducible polyno-
mial defined by:

Fp2 = Fp[u]/(u
2−β), with β a non-square and u2 = 2

Fp6 = Fp2 [v]/(v3−u), with v a non-cube and v3 = 21/2

Fp12 = Fp6 [t]/(t2−v), with t a non-square and t2 = 21/6

Fp36 = Fp12 [w]/(w3−t), with w a non-cube and w3 = 2
1

12

Fp72 = Fp36 [z]/(z2−w), / z a non-square and z2 = 21/36

Each rational pointP 5 ∈ G2 ⊂ E(Fp72) has a special
vector representation with 72 elements in Fp for each
x5 and y5 coordinates. The construction below show
that point P 5 ∈ E(Fp72) and its quadratic twisted
isomorphic rational point P 4 ∈ E(Fp36), which also
has a cubic twisted isomorphic rational point P ′′′ ∈
E(Fp12), that lead to a more quadratic twisted iso-
morphic rational point P ′′ ∈ E(Fp6) and its cubic
twisted isomorphic rational point P ′ ∈ E(Fp2) and
P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp36

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp12

P ′′(x′′, y′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′, y′′ ∈ Fp6

P ′(x′, y′) = ((a, 0), (0, b)) with x′, y′ ∈ Fp2

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:

M72 = (M36)Fp2
= (M12)Fp3

)Fp2
= ((M6)Fp2

)Fp3
)Fp2

= (((M2)Fp3
)Fp2

)Fp3
)Fp2

= (((3m)Fp3
)Fp2

)Fp3
)Fp2

= (((3M3)Fp2
)Fp3

)Fp2
= (((18m)Fp2

)Fp3
)Fp2

= ((18M2)Fp3
)Fp2

= ((54m)Fp3
)Fp2

= (54M3)Fp2

= (324m)Fp2
= 324M2 = 972m.

S72 = (S36)Fp2
= (S12)Fp3

)Fp2
= ((S6)Fp2

)Fp3
)Fp2

= (((S2)Fp3
)Fp2

)Fp3
)Fp2

= (((2m)Fp3
)Fp2

)Fp3
)Fp2

= (((2M3)Fp2
)Fp3

)Fp2
= (((12m)Fp2

)Fp3
)Fp2

= ((12M2)Fp3
)Fp2

= ((36m)Fp3
)Fp2

= (36M3)Fp2

= (216m)Fp2
= 216M2 = 648m.

I72 = (I36)Fp2
= (I12)Fp3

)Fp2
= ((I6)Fp2

)Fp3
)Fp2

= (((I2)Fp3
)Fp2

)Fp3
)Fp2

= (((4m+ i)Fp3
)Fp2

)Fp3
)Fp2

= (((4M3 + I3)Fp2
)Fp3

)Fp2

= (((33m+ 2s+ i)Fp2
)Fp3

)Fp2

= ((33M2 + 2S2 + I2)Fp3
)Fp2

= ((107m+ i)Fp3
)Fp2

= (107M3 + I3)Fp2

= (651m+ 2s+ i)Fp2
= 651M2 + 2S2 + I2

= 1961m+ i.

Exploring the fifth path

E(Fp) → E(Fp3) → E(Fp6) → E(Fp12) → E(Fp24) → E(Fp72)

The appropriate choices of irreducible polyno-
mial defined by:

Fp3 = Fp[u]/(u
3−β), with β a non-cube and u3 = 2

Fp6 = Fp3 [v]/(v2−u), with v a non-square and v2 = 21/3

Fp12 = Fp6 [t]/(t2−v), with t a non-square and t2 = 21/6

Fp24 = Fp12 [w]/(w2−t), / w a non-square and w2 = 21/12
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Fp72 = Fp24 [z]/(z3−w), / w a non-cube and z3 = 21/24

Each rational pointP 5 ∈ G2 ⊂ E(Fp72) has a special
vector representation with 72 elements in Fp for each
x5 and y5 coordinates. The construction below show
that point P 5 ∈ E(Fp72) and its cubic twisted iso-
morphic rational pointP 4 ∈ E(Fp24), which also has
a quadratic twisted isomorphic rational point P ′′′ ∈
E(Fp12), that lead to a more quadratic twisted iso-
morphic rational point P ′′ ∈ E(Fp6) and its cubic
twisted isomorphic rational point P ′ ∈ E(Fp3) and
P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp24

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp12

P ′′(x′′, y′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′, y′′ ∈ Fp6

P ′(x′, y′) = ((a, 0, 0), (0, 0, b)) with x′, y′ ∈ Fp3

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:

M72 = (M24)Fp3
= (M12)Fp2

)Fp3
= ((M6)Fp2

)Fp2
)Fp3

= (((M3)Fp2
)Fp2

)Fp2
)Fp3

= (((6m)Fp2
)Fp2

)Fp2
)Fp3

= (((6M2)Fp2
)Fp2

)Fp3
= (((18m)Fp2

)Fp2
)Fp3

= ((18M2)Fp2
)Fp3

= ((54m)Fp2
)Fp3

= (54M2)Fp3

= (162m)Fp3
= 162M3 = 972m.

S72 = (S24)Fp3
= (S12)Fp2

)Fp3
= ((S6)Fp2

)Fp2
)Fp3

= (((S3)Fp2
)Fp2

)Fp2
)Fp3

= (((5s)Fp2
)Fp2

)Fp2
)Fp3

= (((5S2)Fp2
)Fp2

)Fp3
= (((10m)Fp2

)Fp2
)Fp3

= ((10M2)Fp2
)Fp3

= ((30m)Fp2
)Fp3

= (30M2)Fp3

= (90m)Fp3
= 90M3 = 540m.

I72 = (I24)Fp3
= (I12)Fp2

)Fp3
= ((I6)Fp2

)Fp2
)Fp3

= (((I3)Fp2
)Fp2

)Fp2
)Fp3

= (((9m+ 2s+ i)Fp2
)Fp2

)Fp2
)Fp3

= (((9M2 + 2S2 + I2)Fp2
)Fp2

)Fp3

= (((35m+ i)Fp2
)Fp2

)Fp3

= ((35M2 + I2)Fp2
)Fp3

= ((109m+ i)Fp2
)Fp3

= (109M2 + I2)Fp3
= (331m+ i)Fp3

= 331M3 + I3 = 1997m+ 2s+ i.

Exploring the sixth path

E(Fp) → E(Fp3) → E(Fp6) → E(Fp12) → E(Fp36) → E(Fp72)

The appropriate choices of irreducible polyno-
mial defined by:

Fp3 = Fp[u]/(u
3−β), with β a non-cube and u3 = 2

Fp6 = Fp3 [v]/(v2−u), with v a non-square and v2 = 21/3

Fp12 = Fp6 [t]/(t2−v), with t a non-square and t2 = 21/6

Fp36 = Fp12 [w]/(w3−t), with w a non-cube and w3 = 21/12

Fp72 = Fp36 [z]/(z2−w), / z a non-square and z2 = 21/36

Each rational pointP 5 ∈ G2 ⊂ E(Fp72) has a special
vector representation with 72 elements in Fp for each
x5 and y5 coordinates. The construction below show
that point P 5 ∈ E(Fp72) and its quadratic twisted
isomorphic rational point P 4 ∈ E(Fp36), which also
has a cubic twisted isomorphic rational point P ′′′ ∈
E(Fp12), that lead to a more quadratic twisted iso-
morphic rational point P ′′ ∈ E(Fp6) and its cubic
twisted isomorphic rational point P ′ ∈ E(Fp3) and
P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp36

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp12

P ′′(x′′, y′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′, y′′ ∈ Fp6

P ′(x′, y′) = ((a, 0, 0), (0, 0, b)) with x′, y′ ∈ Fp3

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:

M72 = (M36)Fp2
= (M12)Fp3

)Fp2
= ((M6)Fp2

)Fp3
)Fp2

= (((M3)Fp2
)Fp2

)Fp3
)Fp2

= (((6m)Fp2
)Fp2

)Fp3
)Fp2

= (((6M2)Fp2
)Fp3

)Fp2
= (((18m)Fp2

)Fp3
)Fp2

= ((18M2)Fp3
)Fp2

= ((54m)Fp3
)Fp2

= (54M3)Fp2

= (324m)Fp2
= 324M2 = 972m.
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S72 = (S36)Fp2
= (S12)Fp3

)Fp2
= ((S6)Fp2

)Fp3
)Fp2

= (((S3)Fp2
)Fp2

)Fp3
)Fp2

= (((5s)Fp2
)Fp2

)Fp3
)Fp2

= (((5S2)Fp2
)Fp3

)Fp2
= (((10m)Fp2

)Fp3
)Fp2

= ((10M2)Fp3
)Fp2

= ((30m)Fp3
)Fp2

= (30M3)Fp2

= (180m)Fp2
= 180M2 = 540m.

I72 = (I36)Fp2
= (I12)Fp3

)Fp2
= ((I6)Fp2

)Fp3
)Fp2

= (((I3)Fp2
)Fp2

)Fp3
)Fp2

= (((9m+ 2s+ i)Fp2
)Fp2

)Fp3
)Fp2

= (((9M2 + 2S2 + I2)Fp2
)Fp3

)Fp2

= (((35m+ i)Fp2
)Fp3

)Fp2

= ((35M2 + I2)Fp3
)Fp2

= ((109m+ i)Fp3
)Fp2

= (109M3 + I3)Fp2
= (663m+ 2s+ i)Fp2

= 663M2 + 2S2 + I2 = 1997m+ i.

Exploring the seventh path

E(Fp) → E(Fp3) → E(Fp6) → E(Fp18) → E(Fp36) → E(Fp72)

The appropriate choices of irreducible polyno-
mial defined by:

Fp3 = Fp[u]/(u
3−β), with β a non-cube and u3 = 2

Fp6 = Fp3 [v]/(v2−u), with v a non-square and v2 = 21/3

Fp18 = Fp6 [t]/(t3−v), with t a non-cube and t3 = 21/6

Fp36 = Fp18 [w]/(w2−t), / w a non-square and w3 = 21/18

Fp72 = Fp36 [z]/(z2−w), / z a non-square and z2 = 21/36

Each rational pointP 5 ∈ G2 ⊂ E(Fp72) has a special
vector representation with 72 elements in Fp for each
x5 and y5 coordinates. The construction below show
that pointP 5 ∈ E(Fp72) and its quadratic twisted iso-
morphic rational pointP 4 ∈ E(Fp36), which also has
a quadratic twisted isomorphic rational point P ′′′ ∈
E(Fp18), that lead to amore cubic twisted isomorphic

rational point P ′′ ∈ E(Fp6) and its cubic twisted iso-
morphic rational point P ′ ∈ E(Fp3) and P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp36

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp18

P ′′(x′′, y′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′, y′′ ∈ Fp6

P ′(x′, y′) = ((a, 0, 0), (0, 0, b)) with x′, y′ ∈ Fp3

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:
M72 = (M36)Fp2

= (M18)Fp2
)Fp2

= ((M6)Fp3
)Fp2

)Fp2

= (((M3)Fp2
)Fp3

)Fp2
)Fp2

= (((6m)Fp2
)Fp3

)Fp2
)Fp2

= (((6M2)Fp2
)Fp3

)Fp2
= (((18m)Fp3

)Fp2
)Fp2

= ((18M3)Fp2
)Fp2

= ((108m)Fp2
)Fp2

= (108M2)Fp2

= (324m)Fp2
= 324M2 = 972m.

S72 = (S36)Fp2
= (S18)Fp2

)Fp2
= ((S6)Fp3

)Fp2
)Fp2

= (((S3)Fp2
)Fp3

)Fp2
)Fp2

= (((5s)Fp2
)Fp3

)Fp2
)Fp2

= (((5S2)Fp3
)Fp2

)Fp2
= (((10m)Fp3

)Fp2
)Fp2

= ((10M3)Fp2
)Fp2

= ((60m)Fp2
)Fp2

= (60M2)Fp2

= (180m)Fp2
= 180M2 = 540m.

I72 = (I36)Fp2
= (I18)Fp2

)Fp2
= ((I6)Fp3

)Fp2
)Fp2

= (((I3)Fp2
)Fp3

)Fp2
)Fp2

= (((9m+ 2s+ i)Fp2
)Fp3

)Fp2
)Fp2

= (((9M2 + 2S2 + I2)Fp3
)Fp2

)Fp2

= (((35m+ i)Fp3
)Fp2

)Fp2

= ((35M3 + I3)Fp2
)Fp2

= ((219m+ 2s+ i)Fp2
)Fp2

= (219M2 + 2S2 + I2)Fp2
= (665m+ i)Fp2

= 665M2 + I2 = 1999m+ i.

Exploring the eighth path
E(Fp) → E(Fp3) → E(Fp9) → E(Fp18) → E(Fp36) → E(Fp72)
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The appropriate choices of irreducible polyno-
mial defined by:

Fp3 = Fp[u]/(u
3−β), with β a non-cube and u3 = 2

Fp9 = Fp3 [v]/(v3−u), with v a non-cube and v3 = 21/3

Fp18 = Fp9 [t]/(t2−v), with t a non-square and t2 = 21/9

Fp36 = Fp18 [w]/(w2−t), / w a non-square and w2 = 21/18

Fp72 = Fp36 [z]/(z2−w), / z a non-square and z2 = 21/36

Each rational pointP 5 ∈ G2 ⊂ E(Fp72) has a special
vector representation with 72 elements in Fp for each
x5 and y5 coordinates. The construction below show
that pointP 5 ∈ E(Fp72) and its quadratic twisted iso-
morphic rational pointP 4 ∈ E(Fp36), which also has
a quadratic twisted isomorphic rational point P ′′′ ∈
E(Fp18), that lead to a more quadratic twisted iso-
morphic rational point P ′′ ∈ E(Fp9) and its cubic
twisted isomorphic rational point P ′ ∈ E(Fp3) and
P ∈ E(Fp).

P 5(x5, y5) = ((a, 0, ..., 0), (0, ..., 0, b)) / x5, y5 ∈ Fp72

P 4(x4, y4) = ((a, 0, ..., 0), (0, ..., 0, b)) / x4, y4 ∈ Fp36

P ′′′(x′′′, y′′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′′, y′′′ ∈ Fp18

P ′′(x′′, y′′) = ((a, 0, ..., 0), (0, ..., 0, b)) / x′′, y′′ ∈ Fp9

P ′(x′, y′) = ((a, 0, 0), (0, 0, b)) with x′, y′ ∈ Fp3

P (x, y) = (a, b) with x, y ∈ Fp

The cost of multiplication, squaring and inversion in
in the 72th twisted field Fp72 are:

M72 = (M36)Fp2
= (M18)Fp2

)Fp2
= ((M9)Fp2

)Fp2
)Fp2

= (((M3)Fp3
)Fp2

)Fp2
)Fp2

= (((6m)Fp3
)Fp2

)Fp2
)Fp2

= (((6M3)Fp2
)Fp2

)Fp2
= (((36m)Fp2

)Fp2
)Fp2

= ((36M2)Fp2
)Fp2

= ((108m)Fp2
)Fp2

= (108M2)Fp2

= (324m)Fp2
= 324M2 = 972m.

S72 = (S36)Fp2
= (S18)Fp2

)Fp2
= ((S9)Fp2

)Fp2
)Fp2

= (((S3)Fp3
)Fp2

)Fp2
)Fp2

= (((5s)Fp3
)Fp2

)Fp2
)Fp2

= (((5S3)Fp2
)Fp2

)Fp2
= (((25s)Fp2

)Fp2
)Fp2

= ((25S2)Fp2
)Fp2

= ((50m)Fp2
)Fp2

= (50M2)Fp2

= (150m)Fp2
= 150M2 = 450m.

I72 = (I36)Fp2
= (I18)Fp2

)Fp2
= ((I9)Fp2

)Fp2
)Fp2

= (((I3)Fp3
)Fp2

)Fp2
)Fp2

= (((9m+ 2s+ i)Fp3
)Fp2

)Fp2
)Fp2

= (((9M3 + 2S3 + I3)Fp2
)Fp2

)Fp2

= (((63m+ 12s+ i)Fp2
)Fp2

)Fp2

= ((63M2 + 12S2 + I2)Fp2
)Fp2

= ((217m+ i)Fp2
)Fp2

= (217M2 + I2)Fp2
= (655m+ i)Fp2

= 655M2 + I2 = 1969m+ i.

LetE be an elliptic curve defined over Fp with p > 3
according to the following short Weierstrass equa-
tion: E : y2 = x3 + ax+ b.

Definition 4.1. (Optimal ate pairing on elliptic
curves with embedding degree 72):
The Optimal ate pairing on elliptic curves with em-
bedding degree 72 is define for P ∈ G1 andQ ∈ G2.
We note it aopt, such that:

aopt : G2 ×G1 −→ G3

(Q,P ) 7→ aopt(Q,P ) = fx,Q(P )
p72−1

r

For optimal ate pairing with embedding degree 72
([21]-pp30), we have:

(Q,P ) 7→ (fx,Q.f
p
3,Q.lx[Q],[3p]Q(P ))

p72−1

r

with lA,B denotes the line through points A and B,

4. Optimal Ate Pairing on Elliptic  

Curve with Embedding Degree 72 
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Algorithm 1Optimal ate pairingwith embedding de-
gree 72
Input: P ∈ G1, Q ∈ G′

2
Output: aopt(Q,P )

1: f ← 1, T ← Q
2: for i = llog2(l)−1 downto 0 do
3: f ← f2.lT,T (P ), T ← [2]T
4: if li = 1 then
5: f ← f.lT,Q(P ), T ← T +Q
6: end
7: end
8: f1 ← fp

9: f ← f.f1
10: Q1 ← x[Q], Q2 ← [3p]Q
11: f ← f.lQ1,Q2

(P )

12: f ← f
p72−1

r

13: return f

The cost of line 3 is 3Mk + 2Sk + Ik
The cost of line 5 is 3Mk + Sk + Ik

Proposition 4.1. .
In miller algorithm we have that the final exponen-
tiation is p72−1

r . The efficient computation of final
exponentiation take a lot of attention. Because this
exponentiation can be divide into two parts as fol-
low: p72−1

r = (p
72−1
ϕk(p)

).(ϕk(p)
r )

Remark 4.1. We can takeA = p72−1
ϕk(p)

and d = ϕk(p)
r ,

so that f
p72−1

r = (fA)d.

The goal of this final exponentiation is to raise
the function f ∈ Fpk in the miller loop result, to the
p72−1

r -th power. As we see above, this can be broken
into two part, p72−1

r = (p
72−1
ϕk(p)

).(ϕk(p)
r ). Computing

fA = f
p72−1

ϕk(p) is considered easy, consting only a few
multiplication and inversion, and inexpensive p-th
powering in Fpk . But the calculation of the power
d = ϕk(p)

r is a more hard to do.
We can see that: p72 − 1 = (p36 − 1)(p36 + 1) or
p72 − 1 = (p24 − 1)(p48 + p24 + 1)

Curve Final exponentiation Easy part Hard part
KSS-72 p72−1

r p24 − 1 p48+p24+1
r

KSS-72 p72−1
r p36 − 1 p36+1

r

The exponentiation f
p72−1

r can be computed us-
ing the following multiplication-powering-inversion
chain:

•f → fp → ((fp)p)p = fp3 → ((fp3

)p
3

)p
3

= fp9 → (fp9

)p
9

= fp18

= (fp18

)p
18

= fp36

f → fp36

f
= fp36−1

f → fp36

.f = fp36+1

f → fp36−1.fp36+1 = fp72−1 → f
p72−1

r

The cost to calculate f
p72−1

r is

7(p− 1)Mk + 2Ik + 2Mk

• or f → fp → ((fp)p)p = fp3 → (fp3

)p
3

= fp6 → (fp6

)p
6

= fp12

= (fp12

)p
12

= fp24

f → (fp24

)p
24 → fp48

f → fp24

f
= fp24−1

f → fp48

.fp24

.f = fp48+p24+1

f → fp24−1.fp48+p24+1 = fp72−1 → f
p72−1

r

The cost for computing f
p72−1

r is

7(p− 1)Mk + 2Ik + 3Mk

So with working with the first case is a slight better
than second case, so the cost of miller algorithm in
this case is

l

2
(6MK+3Sk+2Ik)+7(p−1)Mk+6Mk+Sk+3Ik
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Table 1: Cost of operations in first path
Field O Cost
Fp4 : M4 9m

S4 6m
I4 16m+i

Fp8 : M8 27m
S8 18m
I8 52m+i

Fp24 : M24 162m
S24 108m
I24 321m+2s+i

Fp72 : M72 972m
S72 648m
I72 1935m+12s+i

Table 2: Cost of operations in second path
Field O Cost
Fp6 : M6 18m

S6 2m
I6 33m+2s+i

Fp12 : M12 54m
S12 12m
I12 107m+i

Fp24 : M24 162m
S24 36m
I24 325m+2s+i

Fp72 : M72 972m
S72 648m
I72 1943m+2s+i

Table 3: Cost of operations in third path
Field O Cost
Fp6 : M6 18m

S6 12m
I6 33m+2s+i

Fp18 : M18 108m
S18 36m
I18 207m+12s+i

Fp36 : M36 324m
S36 108m
I36 649m+i

Fp72 : M72 972m
S72 648m
I72 1951m+i

Table 4: Cost of operations in forth path
Field O Cost
Fp6 : M6 18m

S6 12m
I6 33m+2s+i

Fp12 : M12 54m
S12 36m
I12 107m+i

Fp36 : M36 324m
S36 216m
I36 661m++2si

Fp72 : M72 972m
S72 648m
I72 1961m+i

Table 5: Cost of operations in fifth path
Field O Cost
Fp6 : M6 18m

S6 10m
I6 35m+i

Fp12 : M12 54m
S12 30m
I12 109m+i

Fp24 : M24 162m
S24 90m
I24 331m+i

Fp72 : M72 972m
S72 540m
I72 1997m+2s+i

Table 6: Cost of operations in sixth path
Field O Cost
Fp6 : M6 18m

S6 10m
I6 35m+i

Fp12 : M12 54m
S12 30m
I12 109m+i

Fp36 : M36 324m
S36 180m
I36 663m+2s+i

Fp72 : M72 972m
S72 540m
I72 1997m+i

Table 7: Cost of operations in seventh path
Field O Cost
Fp6 : M6 18m

S6 10m
I6 35m+i

Fp18 : M18 108m
S18 60m
I18 219m+2s+i

Fp36 : M36 324m
S36 180m
I36 665m+i

Fp72 : M72 972m
S72 540m
I72 1999m+i

Table 8: Cost of operations in eighth path
Field O Cost
Fp9 : M9 36m

S9 25s
I9 63m+12s+i

Fp18 : M18 108m
S18 50m
I18 217m+i

Fp36 : M36 324m
S36 150m
I36 655m+i

Fp72 : M72 972m
S72 450m
I72 1969m+i

5. Comparison 
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In the tables above, we give the overall cost of
operations in each the tower fields. We found that
the cost of multiplication is the same whatever the
path, however the cost of squaring and inversion
change on the path, so we can see that the minimal
cost for squaring is 450m (path 8) and inversion is
1935m+12s+i (path 1). So, to find the better path
we shall calculate the cost of miller algorithm taking
S = 0.8M and I = 40M in path 1 and 3, we have:
On path 1:

l

2
(6M72+3S72+2I72)+7(p−1)M72+6M72+

S72 + 3I72 = (5872.6l + 6804p+ 5629, 8)m.
On path 8:
l

2
(6M72 + 3S72 + 2I72) + 7(p− 1)M72 + 6M72 +

S72 + 3I72 = (5600l + 6804p+ 5505)m.
So we found that the optimal path to do this calcu-
lation is when we chose the eighth path, so the best
path for tower building the elliptic curve of embed-
ding degree 72 is:

E(Fp) → E(Fp3) → E(Fp9) → E(Fp18) → E(Fp36) → E(Fp72)

In this paper, we give some methods for tower build-
ing of extension of finite field of embedding degree
72. We show that there are two efficients construc-
tions of these extensions of degree 72. We show that
by using a degree 2 or 3 twist we handle to perform
most of the operations in Fp4 , Fp6 , Fp8 , Fp9 , Fp12 ,
Fp18 , Fp24 , Fp36 and Fp72 . By using this tower build-
ing technique, we also improve the arithmetic of Fp72

in order to speed up miller algorithm by reducing the
cost of multiplication, squaring and inversion, and
found the optimal path for tower building this field
with the minimal cost.
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