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Abstract: - The rapidly evolving field of the Internet of Things revolves around the transmission of data through
wired or wireless networks. A crucial aspect within this domain is ensuring the security of the data being
transmitted within optimal timeframes. PRESENT is a well-known lightweight cryptosystem for wireless
communication. GIFT is an improved version of it. It is designed to optimize throughput. This paper presents the
hardware implementation of the GIFT cipher on an FPGA, including simulation with a testbed. The process
involves the generation of random plaintext and keys, which are inputs to the cipher, followed by conducting
power leakage analysis and electromagnetic (EM) leakage analysis on GIFT. Subsequently, based on these
analyses, a secure Trojan-free VLSI Physical design of GIFT has been presented. The paper also outlines the
schematic designs of the GIFT cipher, along with the verification of layout and simulation results.
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1 Introduction environments. An example of this is the GIFT Cipher,
The Internet of Things (IoT) introduces a novel a  Lightweight ~ Symmetric ~ Block  Cipher.
network environment where not only devices but also Optimizations are requ1re§1 to seamlessly integrate
various objects are interconnected, sharing data. The the cipher into the loT environment.
term "thing" encompasses any smart entity  This  paper  addresses  the  hardware
possessing data. Networks comprised of such entities implementation, side-channel gryptanalys1s focusing
may be compact and constrained in battery usage. on power and electromagnetic 1eakages, gnd the
Minimizing power consumption is crucial for development of a secure VLSI physwal_ de51-gn free
operations like data transfer between devices. In this from Trojans. It emphasizes layout verification and
context, data security heavily relies on the integration simulation of .the physical design, prov1d¥ng insights
of cryptographic algorithms into the devices. Absent to effectively integrate the 'GIFT Cipher' into the IoT
these algorithms, the confidentiality and integrity of landscape. _ _
data become highly questionable. The presentation of t'he paper is as fqllows, The
To mitigate such risks, it is imperative to embed a structure of th? GIFT cipher has been discussed in
robust cipher in smart devices. In this scenario, a section-2. Section 3 describes the literature survey
cryptographic primitive with high security is related to the GIFT cipher, and the hardware
essential, such as 'Lightweight Cryptography, ¥mp1en?entat10n of the GIFT block cipher is presented
specifically designed for resource-constrained in Section 4. Communication between FPGA and PC

happens by Serial communication using FIFO, as
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described in Section 5. Power model, EM model
leakages, and side channel correlation have been
discussed in Sections 6, 7, and 8, respectively.
Section 7 discusses the secure hardware physical
design of the cipher GIFT. Finally, conclusive
remarks have been discussed in Section 8.

2 GIFT Cipher Design

A small, fast, energy-efficient, and more secure SPN
(Substitution Permutation Network) block cipher,
named GIFT, is proposed in [1] by improving
PRESENT. GIFT is a family of two very lightweight
block ciphers: GIFT64(28-round with 64-bit block
size) and GIFT128(40-round with 128-bit block
size). Both versions have a 128-bit key size. Each
round of GIFT consists of 4 steps: SubCells,
PermBits, AddRoundKey, and Constant XOR. GIFT
is composed of only a Substitution box (S-Box) and
bit-wiring, but its natural bit-slice data flow ensures
excellent performance in all scenarios, from area-
optimized hardware implementations to very fast
software implementations on high-end platforms. It
gives better performance than existing lightweight
block ciphers in terms of area, throughput, and
energy.

The following GIFT structure shown in Figure 1
gives the flow of converting plaintext into ciphertext.

Plaintext---->SBOX---->Permutation---
->AddRoundKey----->ConstantXOR
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Fig. 1: GIFT Structure
Source: Created by the authors
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A brief overview of the structure is as follows:

Round keys have been generated using the Key
Scheduling Algorithm (KSA) and the master secret
key. These round keys will be used in each round.

Substitution is performed using a predefined S-
Box (substitution box) to introduce non-linearity into
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the cipher, which adds more confusion between the
plaintext and ciphertext.

GIFT employs a permutation operation to shuftle
the bits within each half of the block, which adds the
diffusion property to the structure.

The output of one round becomes the input for the
next round. It is an iterative process; after performing
a specified number of rounds, the output of the last
round is the ciphertext. A detailed description of the
GIFT cipher can be seen in [1].

The S-Box is a key component of the round
function and introduces non-linearity into the cipher.
The S-Box in GIFT is constructed based on the
Rijndael S-Box, which is also used in the AES
algorithm. The GIFT S-Box is a 4x4 matrix where
each element is a 4-bit value. The S-Box is applied
independently to each nibble (4 bits) of the input data
during the substitution phase of the round function.
The specific values in the S-Box are chosen to
provide desirable cryptographic properties such as
confusion and diffusion. Table 1 shows the inputs and
outputs of the S-Box used in the GIFT algorithm. It's
worth noting that the choice of the S-Box and its
properties play a crucial role in the security of a block
cipher. The design of the GIFT S-Box is based on
established principles in cryptography, and the S-Box
is carefully crafted to resist various attacks.

After substitution, the result is combined with
other components such as the linear permutation, key
mixing, and XOR operations to complete one round
of the GIFT cipher. The permutation introduces a
linear transformation to the bits in the block. The
permutation is specifically applied to shuffle the bits
within the block. By which one can achieve the
diffusion. S-Box and permutation both add confusion
and diffusion properties to the cipher so that the
cipher structure becomes more secure.

Table 1. GIFT S-Box

Input Output
0000 0001
0001 1010
0010 0100
0011 1100
0100 0110
0101 1111
0110 0011
0111 1001
1000 0010
1001 1101
1010 1011
1011 0111
1100 0101
1101 0000
1110 1000
1111 1110
Source: [1]
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3 Literature Survey

The hardware implementation aspects of GIFT have
been discussed in [1]. The focus of this paper
revolves around the extensive implementation area
dominated primarily by storage and S-Boxes. Opting
for a more economical S-Box could result in a
considerably more vulnerable proposal, establishing
robust constraints against both differential and linear
attacks.

GIFT stands out with a robust security margin and
a small gate footprint. In [2], the authors have
presented the optimization techniques, including bit
slicing and x slicing, to attain optimal
implementations for both GIFT-64 and GIFT-128
using the RV 32[ ISA. A quantitative performance
assessment is conducted using a physical board. Bit
slicing effectively reduces the number of clock
cycles, enhancing efficiency.

The paper [3] explores comprehension and
hardware implementation, shedding light on
implementation vulnerabilities such as side-channel
attacks (SCAs) and providing countermeasures
against potential leakages. The authors have claimed
that their secure implementation incorporates a novel
lightweight  countermeasure, comprising two
balanced and masked S-Boxes. In contrast, their
suggested countermeasure intelligently combines
balancing and masking, ensuring comprehensive
protection with minimal overhead.

Securing image data is a paramount consideration.
The paper [4] presents hardware solutions dedicated
to preserving image data, utilizing the lightweight
block cipher GIFT for integrated encryption and
decryption operations on an FPGA, specifically the
Xilinx Zynq Ultrascale+ xczu9eg. The system
operates at a frequency of up to 590 MHz, consuming
673 mW of power. Notably, the design exhibits
proficiency in processing standard

gray-level and RGB color image sizes, including
256 256, 512 512, and 1024 1024. Substantial
reductions in the average correlation coefficient are
observed in the horizontal (99:59%), vertical
(99:97%), and diagonal (99:92%) directions.

A quantum circuit design for the GIFT cipher has
been introduced in [5]. The proposedmethod
optimizes PRESENT and GIFT by minimizing
qubits, quantum gates, and circuit depth, comparing

the proposed quantum circuits. Finally, the
quantum resources needed for the Grover search
algorithm's oracle

with PRESENT and GIFT block ciphers are
estimated.

Lightweight cryptography plays a crucial role as a
cornerstone in securing embedded systems,
especially for resource-constrained devices with
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stringent requirements. Its key attributes include
reduced power consumption, minimal memory
usage, and more. The paper [6] conducts a survey on
diverse lightweight block ciphers like PRESENT,
GIFT, RECTANGLE, PICO, and LED. The strengths
and weaknesses of each algorithm, along with a
summary of various attacks targeting them, are
discussed.

A novel cache attack on GIFT, termed GRINCH,
has been presented in [7], which successfully

recovers the full key with fewer than 400
encryptions.
GIFT stands as one of the lightweight

cryptography (LWC) candidates in the NIST LWC
competition. The selected schemes from this
competition are anticipated to be implemented in
Internet-of-Things (IoT) devices, marking a pivotal
development for the present and future information
and communication technology market. Several
authors have implemented the GIFT cipher and have
given some suggested countermeasures against side
channel attacks. Some attacks are performed on
GIFT, and some discuss the quantum implementation
aspects. Our aim is to show how one can perform the
power/electromagnetic leakages on the design, and
also how to develop a trojan-free secure physical
design at the transistor level. For this, we have
initially implemented on the SAKURA-G FPGA
board and tried to capture traces by power analysis
and EM analysis. Based on this, a secure hardware
implementation has been done, and also a secure
physical design with minimized transistors has been
developed.

4 Hardware Implementation

Initially, GIFT was implemented using the C
language (software) and also Verilog code (Hardware
Description Language). These two codes have to be
verified and compared by the Golden model testbed.

4.1 Simulation with Golden Model Testbed (C
and Verilog)

A simulation with a golden model testbed is a
common practice in the field of digital design and
verification, particularly when working with
hardware description languages like Verilog and
software languages like C or C++[8], [9], [10]. This
technique is used to verify the correctness and
functionality of a hardware design by comparing it
with a known, trusted, or reference model, often
referred to as the "golden model ". This model serves
as the reference for the correct behaviour of the
system or component we are designing. It's essential
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to ensure that the golden model is thoroughly tested
and debugged to serve as a reliable benchmark. The
detailed process is described below.

Design Under Test (DUT): This is the component
or system that you are developing.

Plain text
(128 bit) Golden Model
c)
DUT
Cipher Text

{
(128 bit)
————

Verilog IP
(-v)

Fig. 2: Golden Model Testbed
Source: Created by the authors

Design Under Test (DUT): This is the
component or system that you are developing. The
DUT is the

hardware design or Verilog module used to test
and verify. It contains stimulus generation, input
signal

monitoring, and comparison logic to check the
DUT's outputs against the golden model's expected
outputs. This simulation helps validate that the DUT
behaves as expected and matches the behaviour of the
golden model under various test cases and scenarios.
Any discrepancies or differences
between the two outputs arranged as potential issues
or bugs in the DUT. A testbench is a simulation
environment used to verify the DUT's (Design Under
Test) functionality.

Debugging: If there are discrepancies or issues,
debugging tools and techniques can be used to
identify the source of the problem within the DUT.
Debugging might involve examining waveforms,
logs, or other simulation data to trace the issue.

This simulation and debugging process is often
iterative. Once the DUT passes all the tests and meets
the required specifications, a verification report is
generated that contains the verification process,
results, and any deviations from the golden model's
behaviour.

GIFT Golden Model Simulation:

GIFT-128 Block Cipher has been implemented in
both hardware code (Verilog) and software code (.C)
for testing with a Golden model. In this method,
random plaintext and keys are generated using file
operations shown in Figure 2. A single software tool
has been designed to facilitate testing for both the
Verilog and C code. This Verilog simulation has been
done on GTKWave.

GIFT-128 has been implemented using Verilog
and simulated on the GTKWave tool. The following
Figure 3 shows the simulation results.
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Fig. 3: Hardware Simulation
Source: Created by the authors

GIFT-128 has been implemented using the C
language (Golden model/software). The following
Figure 4 shows the results.

Fig. 4: Software Simulation
Source: Created by the authors

The Golden model and the Verilog simulation take
plaintext and the key as inputs and output ciphertexts.
DUT verifies whether the generated ciphertexts from
both implementations match. Multiple test cases are
employed for thorough testing. Results of DUT can
be found in Figure 5.

Fig. 5: DUT verification Results
Source: Created by the authors

Register-Transfer Level (RTL): RTL is a level
of abstraction in digital design that represents the
flow of data between registers within a digital circuit.
It describes how data moves between registers and
the logical operations performed on the data.

Synthesis: Synthesis is the process of translating
a high-level hardware description (often written in an
HDL like Verilog or VHDL) into a lower-level
representation that can be implemented in hardware.
RTL synthesis specifically focuses on the conversion
of RTL-level descriptions into a netlist, which is a
representation of the circuit in terms of logic gates
and flip-flops.

In summary, RTL synthesis is a pivotal step in
transforming a high-level hardware description into a
detailed netlist(gate-level) that can be implemented
in hardware. It plays a crucial role in optimizing the
design for performance, area, and power, as shown in

Volume 25, 2026



WSEAS TRANSACTIONS on COMPUTERS
DOI: 10.37394/23205.2026.25.17

Figure 6. In this work, Xilinx-ISE design suite has
been used for RTL synthesis to generate a BIT File
( .bit). The bit file contains all of the information
necessary to properly configure the device that was
created by the implementation tools for our design.

Fig.>6: RTL Summary
Source: Created by the authors

4.2 SAKURA-G FPGA Architecture

The SAKURA-G board has been wused for
implementing the GIFT-128 block cipher. SAKURA-
G FPGA consists of two FPGAs: the main FPGA and
the controller FPGA. GIFT-128 has been
implemented, and the BIT File (.bit) (generated from
RTL synthesis) has been configured on the main
FPGA. The controller FPGA is used for FIFO and
data communication purposes, and it communicates
with the main FPGA and PC. i.e., it works as a data
transmitter/receiver between the main FPGA and the
PC. This can be understood from Figure 7.

The hardware implementation of the GIFT
Algorithm requires 40 clock cycles and is configured
in the SAKURA-G FPGA Spartan 6 x75 family.
Additionally, the Controller FPGA in the Spartan-6
x9 family features FIFO and buffer register
implementations. Each FPGA is equipped with an
individual oscillator operating at a frequency of 48
MHz. The main goal is to target the Main FPGA,
identify any leakages, and retrieve the secret
information of the crypto-algorithm. The crucial
aspect is to ensure synchronization among all
devices.

The crypto-algorithm operates at a frequency of
24 MHz, as the oscillator frequency is 48 MHz. The
crypto-algorithm runs on the positive clock edge. To
capture the leakages, the starting and ending points of
the algorithm cannot be identified. Therefore, other
reference clocks are used for debugging and
triggering the capture. These reference clocks are
generated from the main FPGA and sent to GPIO pins
to provide an external clock reference for the
oscilloscope. The following Figure 7 shows the
configuration of the GIFT algorithm on an FPGA
board and the communication flow.

E-ISSN: 2224-2872

177

Sriramudu, Nagendar Yerukala,
G. Padmavathi, Neelima Guntupalli

/

SAKURA-G FPGA

c ]
L
E K

Controller FPGA Main ;PFA

FIFQ |
J GIFT 128 bits
L4 Algorithm

com

| L 4

BUFFER12E anuJ

eLK
Canrolier

. :

G
E

Fig. 7: SAKURA-G FPGA configuration

Source: Created by the authors

_/

LN

5 Communication

Communication between the FPGA and the PC
happens via serial communication using a FIFO. The
FPGA functions as a physical cryptographic system
where random plaintext and random keys are
provided as input, and the resulting ciphertext is
produced as output and transferred back to a PC
through communication. To facilitate this, a software
tool (using a Python program) has been developed
which generates random plaintexts and keys.

5.1 Serial Communication using FIFO

Serial communication using FIFO (First In, First Out)
often involves the use of a buffer or queue to manage
data transfer between devices.

Future Technology Devices International (FTDI)
is well-known for its USB interface chips and
modules, which enable communication between a
host device (like a computer) and other devices
through USB connections. This communication
happens in the following three ways.

FTDI USB-to-Serial Chips: FTDI's USB-to-
serial chips serve as a connection between USB and
standard serial communication interfaces. They
enable the integration of USB connectivity into
devices utilizing UART (Universal Asynchronous
Receiver-Transmitter) for serial communication.

Virtual COM Port Drivers: FTDI offers Virtual
COM Port (VCP) drivers, enabling USB-to-serial
chips to emulate standard COM ports on a computer.
This streamlines the integration of these devices into
pre-existing software designed for communication
over serial ports.

FTDI FIFO Mode: FTDI chips frequently
include support for FIFO (First In, First Out) modes,
enabling efficient data transfer between USB and
serial interfaces. This capability enhances the
performance of data-intensive applications by
utilizing a buffer (FIFO) for temporary storage of
data.
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Software tool for Random number generation and
Communication:

This tool generates a 16-byte plaintext and a 16-
byte key, supplies them to the FPGA, and then
retrieves the resulting 16-byte ciphertext back to the
PC using 245 FIFO communication. The
communication occurs through FTDI with FT prog.
The software tool operates in conjunction with the
FT prog software, communicating through the serial
communication port and identifying the FPGA FTDI
by allocated serial numbers, shown in the Figure 1.
SAKURA GIFT SCA Communication was designed
to generate random data along with the transmission
of plaintexts and keys, and then receive the outputs in
the form of ciphertexts, as shown in Figure 9 below.
Using FTDI communication, all communications
were done through FIFO communication.
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performed on the SAKURA-G board shown in
FigurelO.

As mentioned earlier, one of the advantages of
employing the SAKURA-G development kit in this
experiment is due to the fact that it comes equipped
with a 1-ohm resistor in parallel connection with the
FPGA power source. Hence, this allows the power
measurement to be done using an SMA cable
connected to the power source. Therefore, distinct
power traces per GIFT encryption round have been
successfully captured in the experiment.

For cryptanalysis purposes, where the secret key
will be recovered from power traces obtained in this
experiment, several traces should be gathered using
different plaintexts [13], [14]. There are several ways
to analyze power traces, such as statistical methods,
machine learning [15], and neural network
techniques [16],[17],[18],[19],[20].

Fig. 8: FTDI Program tool
Source: Created by the authors

Fig. 9: Communication output
Source: Created by the authors

6 Side Channel Cryptanalysis

Now the complete hardware design and
communication between the FPGA and PC have been
set up for side channel cryptanalysis [11], [12]. The
power leakage and electromagnetic leakage side
channel analysis on GIFT have been performed, and
the detailed leakage models are discussed below.

6.1 Power Leakage Model

The proposed GIFT algorithm with 128 bits was
modeled in Verilog and was tested through
simulation, synthesis, and place & route operations
via Xilinx ISE design suite. The created .bit file was
loaded onto SAKURA-G via JTAG programming
cable. Once the FPGA board has been configured, the
communication has been set up using a software
program, and power traces were captured while the
algorithm runs on the platform. This experiment was
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Fig. 10: Power leakage model
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In this paper, the following tools and equipment
were utilized: SAKURA-G FPGA, mixed-signal
oscilloscope, SMA to BNC cable, Xilinx ISE 14.4
suite, FTDI with FIFO communication, Python
communication tool with Master key, PT and CT, and
analysis tools. GIFT, a 128-bit block cipher, was
implemented on the SAKURA-G FPGA.
Subsequently, a side-channel power attack was
conducted, and power traces were successfully
captured shown in Figure 11.
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Fig. 11: Power leakae traces of GIFT-128
Source: Created by the authors

6.2 Electromagnetic (EM) Leakage Model

An electromagnetic side-channel attack uses the
electromagnetic emissions from electrical equipment
to steal data [21]. In this attack model, a hardware
(Verilog)  implemented  GIFT128-bit  crypto-
algorithm, FIFO communication, simulated using the
Golden model testbed and synthesis, PnR, generated
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a .bit file, and configured in the SAKURA-G FPGA.
The other part is the generation of a RAND plaintext
and key with FIFO communication using Python
programming. SAKURA-G FPGA has an FTDI
communication chip for power and communication.
For communication between PC and FPGA through
FT Prog software tool with 245 FIFO.

SAKURA-G FPGA, PC, Mixed signal
Oscilloscope (MSO), Trigger probe, and EM probe
are required to set up an EM Side channel attack. In
this method, the FPGA works as a Crypto-system, the
PC sends the RAND Plaintext & key, and receives the
ciphertext through serial FIFO communication.
During the process of encryption, EM radiation has
to be captured using an EM Probe and stored in MSO.
Multiple plaintext and ciphertext pairs are required
for a differential EM side-channel attack. EM leakage
setup on SAKURA-G FPGA can be seen in Figure
12.

In this attack, one cannot notice the start and end
of the encryption process in the EM spectrum. To
notice the starting and ending points of encryption,
the following needs to be done. A reference clock is
allocated to a GPIO pin, which is then connected to
one of the channels of the MSO. This reference clock
will be synchronized with the Edge Trigger on MSO.
This can be seen in Figure 13.

Fig. 12: EM leakage model
Source: Created by the authors
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Fig. 13: EM traces of GIFT-128
Source: Created by the authors
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6.3 Side Channel Correlation Analysis
Correlation Power Analysis (CPA) can be performed
on the GIFT-128 implementation after capturing real-
time power and electromagnetic (EM) leakage traces.
CPA is a statistical side-channel attack that takes
advantage of the correlation between the captured
leakage traces and the internal processes of the
cryptographic algorithm during the encryption
process. Both power and EM leakages are utilized to
develop the CPA attack model from the FPGA
implementation. The same can be applied to the
GIFT-128 algorithm.

Power analysis provides the overall device
activity, and EM analysis provides the ability to
observe the internal activities of a device that
involves the cryptographic algorithm. The process of
preparing the CPA attack model and performing the
side-channel analysis is described in detail in [22].

The Pearson correlation equation is really useful
for people who analyze things. They use it to do
something called Correlation Power Analysis, or CPA
for short, to see how the power a device uses is
related to what they thought it would use. The
Pearson correlation equation helps with this. When
they try to figure out the key, they make an educated
guess about how much power the device will use for
each possible key. They use models, like the
Hamming Weight model, to make these guesses.
Then they compare these guesses to the power used
by the device at many different points. The key that
they think is the most likely to be correct is the one
that matches the power usage to what they actually
saw. This is because the Pearson correlation equation
helps them find the key with similar power
consumption. The Correlation Power Analysis
technique is important here.

The Pearson correlation coefficient is defined in
equation 1 as follows:

Y (H—H)(ty—t))

v e R AL

where H;represents the hypothetical leakage
obtained from the leakage model, t;;denotes the
measured power sample at the time instant jfor trace
i, Nis the total number of traces, and Hand t
correspond to the mean values of the hypothetical
leakage and measured traces, respectively.

P (1)

7 GIFT Block Cipher Physical Design

VLSI physical design is a crucial phase in the overall
chip design process. It involves transforming a
logical representation of a circuit into a physical
layout that can be fabricated. Cadence tool is used for
the development of integrated circuits and electronic
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systems. In this paper, the Cadence tool has been used
for the physical design. Dsch tool and Microwind
tools have been used for designing schematic designs
and layout designs, respectively.

Microwind features a high-precision CMOS

layout editor that accommodates technologies
ranging from 1.2um to 22nm, showcasing
exceptional illustration capabilities. The tool's

advanced editing commands and layout control are
designed to significantly reduce our development
times beyond our expectations.

GIFT cipher has 16- 44 S-Boxes. Some basic
gates are required to design an S-Box. The schematic
design of the required basic gates at the transistor
level and also the verification of those designs have
been done using the Dsch tool. Microwind tool has
been used for the design of physical layout,
simulation, and verification.

7.1 Physical Design of Basic Gates

Optimized implementation of basic gates at the
transistor level and physical layout has been
presented. From the Figure 14 and Figure 15, and
Figure 16 below, one can visualize the difference
between the normal hardware design of gates and
their physical design

NOR gate: Schematic design of the NOR gate
with 4-MOS transistors is shown in Figure 14. 2 P-
MOS transistors are used as full-up transistors, and
2N-MOS transistors are used as full-down
transistors, and the same has been verified using the
Dsch tool. The physical layout design of the NOR
gate, verified by the Microwind tool, has been
developed. Figure14 shows the schematic design and
physical layout of a NOR Gate.

Fig. 14: NOR Schematic Designs and Layout
Source: Created by the authors

NAND Gate: Schematic design of a NAND gate
with 4-MOS transistors is shown in Figure 15. 2 P-
MOS transistors are used as pull-up transistors, and
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2N-MOS transistors are used as pull-down
transistors, and the same has been verified using the
Dsch tool. The physical layout design of the NAND
gate, verified by the Microwind tool, has been
developed. Figure 15 shows the schematic design and
physical layout of a NAND Gate.

XNOR GATE: XNOR using CMOS transistors
Design requires 10 transistors [23]

But only 4 transistors have been used in the
optimized XNOR design. Optimized schematic
design of XNOR gate with 4-MOS transistors is
shown in Figure 16. 2 P-MOS transistors are used as
full-up transistors, and 2N-MOS transistors are used
as full-down transistors, and the same has been
verified using the Dsch tool. The layout design of the
XNOR gate, verified by the Microwind tool, has been
developed. Figure 16 shows the schematic design and
physical layout of the XNOR Gate.

Fig. 15: NAND Schematic Design and Layout
Source: Created by the authors

Fig. 16: XNOR Schematic Design and Layout
Source: Created by the authors
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7.2 Hardware Design of GIFT S-Box

The optimized design of a 4X4 S-Box requires 6-
XNOR, 3-NAND, and 1-NOR gates as shown in
Table 2. The schematic design of the S-Box is shown
in Figure 17.

S-Box layout using Microwind: The non-linear
function's (S-Box 4x4) physical design employs a
minimization approach, emphasizing a Trojan-free
design [24]. Our design strategy involves minimizing
transistor usage to mitigate vulnerability to Trojan
injections. The fundamental blocks incorporate fewer
transistors across various design layers, such as
metal-to-metal, polysilicon layers, and connections.
Layout design of 4x4 S-Box is shown in Figure 18.
This approach ensures heightened resistance against
Trojan attacks.

Simulation of S-Box physical layout:
Verification of CMOS circuits in Microwind doesn't
require SPICE or an external simulator. The program
incorporates an internal analogy-like simulator that
supports MOS Level 1, Level 3, or BSIM4 models.
With capabilities such as rapid time-domain analysis,
voltage and current estimation, intuitive post-
processing, frequency estimation, and delay

estimation, PROthumb emerges as a time- saving
tool. Additionally, on-screen power estimation for
circuit simulation is also available. Post-simulation
results of the S-Box physical layout are shown in
Figure 19.

Fig. 17: Schematic design of S-Box
Source: Created by the authors

Fig. 18: Layout Design of 4x4 S-Box
Source: Created by the authors
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Table 2. S-Box implementation

Input: 4-bit input (A3, A2, Al, AO)

(before entering S-Box).

Qutput: 4-bit output (A3, A2, Al, A0O)

(after performing S-Box).

Step Operation Test input

Input A3 A2 A1 A0 1010

| Al=A1 XNOR 1 XNOR (0
(A0 NAND A2) NAND 0) =1

) A0 =A0XNOR | 0 XNOR (1
(A1 NAND A3) NAND 1)=1

3 A2=A2 XNOR | 0 XNOR (I NOR
(AONOR Al) =1

4 A3 =A3 XNOR I XNOR1=1
A2

5 ié “ALXNOR ) xNOR 1= 1

6 A2 =A2 XNOR 1 XNOR (1
(AONAND Al) NAND 1)=0

Output A3 A2 A1A0 1011

Source: Created by the authors

7.3 Counter for GIFT 40 Rounds

GIFT-128 has 40 rounds, Up/down counter has been
used for counting 40 rounds. This counter counts
from 00 to FF(255), but the requirement is for only
40 rounds. The 40-bit counter design uses an 8-bit
full adder, an 8-bit DFF with a synchronization
clock. .

Fig. 19: S-Box layout simulation
Source: Created by the authors

LFSR: The GIFT 128-bit cipher has a 6-bit LFSR
for 40 rounds of constant value generation. LFSR has
a 5-degree polynomial. In this connection, the design
uses 6 D-FF and one XOR gate. The schematic
design and layout designs of the LFSR have been
shown in Figure 20 and Figure 21.

The use of LFSRs is prevalent in various
applications, including digital signal processing,
cryptography, and error detection. The 6-bit LFSR
produces a sequence of 276 - 1 (63) unique states
before repeating, making it suitable for certain
applications requiring pseudo-random sequences of
moderate length.

Fig. 20: LFSR

Source: Created by the authors
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Designing a 6-bit LFSR with a VLSI layout using
Microwind involves utilizing the software's tools to
place and connect transistors to implement the LFSR
functionality.

The layout aims to optimize the use of space on
the chip while meeting performance and power
consumption requirements.

Simulation within Microwind allows engineers to
verify the design's functionality and performance
before actual fabrication.

Fig. 21: LFSR layout
Source: Created by the authors

Counter for GIFT 40 rounds: GIFT 128 has 40
rounds, so counting 40 rounds using an up/down
counter. This counter counts 00 to FF, but the
requirement is 40 rounds. 40-bit counter design using
8-full adders, 8 DFFs, and a synchronization clock.
GIFT 128 has a 40-round designed layout using
Microwind with 22nm technology.

The schematic design and layout designs of the
counter have been shown in Figure 22 and Figure 23

Fig. 22: Counter for GIFT 40 rounds
Source: Created by the authors

Fig. 23: Counter for GIFT 40 rounds layout
Source: Created by the authors

The development of the new GIFT nonlinear

function design involves using the minimized
transistor-level design technique, which helps in the
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formation of a small and secure hardware
architecture. By minimizing the logic gates, unused
nodes, and other routing paths used in the design, the
possible locations for inserting a Hardware Trojan
can be minimized, since Hardware Trojans require
additional circuits to trigger the payload circuit.
Verification of the nonlinear functions involving the
S-box was done through schematic simulations, test
cases, layout design, and finally post-layout
simulations. Analysis through power side-channel
and electromagnetic side-channel tests confirmed
that the proposed hardware design exhibits stable
behaviour and there is no unusual switching activity
in the device. Additionally, tests for Design Rule
Checks (DRCs) and Layout Versus Schematic (LVS)
tests have been performed on the physical layout. A
DRC test shows that the physical layout conforms to
all necessary fabrication rules needed in chip
fabrication, including spacing and proper routing.
LVS test ensures that the physical layout does not
involve any extra transistors or unnecessary
connections in the circuit. Passing the DRC and LVS
tests confirms the correctness of the final
implementation of the hardware architecture without
additional structures.

8 Conclusion

GIFT is suitable for applications where there are
resource constraints such as low power or limited
computation capabilities. This makes it an excellent
option for implementing cryptographic solutions that
prioritize efficiency and lightweight performance. In
this paper, the GIFT Cipher algorithm has been
coded, simulated, synthesized, and implemented on
an FPGA successfully for encryption and decryption
of a text message. And also captured power and EM
traces for power leakage analysis and EM leakage
analysis, respectively. Initially, GIFT is implemented
on the SAKURA-G FPGA board and captured traces
by power analysis and EM analysis. The GIFT cipher
has a 4x4 S-Box, which is a non-linear function.
Nonlinear functions are more vulnerable to side-
channel attacks. So, the non-linear function S-Box in
GIFT has been redesigned with optimized gate-level
and transistor-level designs by minimizing the
number of transistors in CMOS designs, which yields
a secure physical design with minimized transistors.
This secure design uses fewer transistors so that the
utilization of power is reduced, which resists side-
channel analysis.

Declaration of Generative Al and Al-assisted
Technologies in the Writing Process

During the preparation of this work, the author(s)
utilized artificial intelligence (Al) technologies
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