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Abstract: -  Many communication protocols used in Industrial Control Systems, such as Modbus/TCP and web-
based services, were developed many years ago and were not originally designed with strong security features. As a 
result, Industrial Control Systems became vulnerable to cyberattacks. 
This paper reviews existing studies that explore how Software-Defined Networking (SDN) can improve security in 
Industrial Control Systems. The review focuses on how researchers simulated attacks and designed defensive 
strategies designed for protocols like Modbus/TCP and HTTP.   It also examine Software-Defined Networking-
based security frameworks, compares performance results, and identifies research trends and gaps. The findings 
indicate that integrating Software-Defined Networking with ICS can enhance network security in the environment. 
SDN and ICS Systems are used together to enhance network security by improving monitoring and protection 
against attacks. However, several challenges remain, including delays caused by SDN mechanisms and 
compatibility issues with existing industrial systems. To address the issues raised, a few solutions have been 
researched on the protection of several protocols altogether, and many studies do not evaluate their approaches 
under real industrial conditions.  
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1 Introduction 
Industrial Control Systems (ICS) play a critical 
role in modern industries. They include 
technologies such as Supervisory Control and Data 
Acquisition (SCADA) systems and Distributed 
Control Systems (DCS), which provide the 
framework used to monitor and control industrial 
processes. These systems are widely applied in 
sectors like power generation, water treatment, and 
manufacturing. By enabling continuous monitoring 
and automated control, ICS helps ensure that 
industrial operations run efficiently, safely, and 
reliably [1]. SCADA systems focus on overseeing 
and managing widely distributed assets through 
centralized servers and Human Machine Interfaces 
(HMIs), whereas DCS structures prioritize 
distributed, closely linked control for immediate 
process automation in industrial facilities. These 

architectures define the broader ICS ecosystem, 
ensuring operational continuity and safety. 
Traditionally, ICS were deployed in isolated 
environments using proprietary communication 
channels; however, increasing integration with 
corporate networks and internet-based services has 
led to widespread adoption of standard IP-based 
protocols such as Modbus/TCP and web-based 
HTTP interfaces [2],[3]. These protocols were not 
originally designed with cybersecurity as a primary 
consideration and therefore lack native 
mechanisms for authentication, encryption, and 
integrity protection, rendering ICS environments 
vulnerable to reconnaissance, unauthorized 
command injection, replay attacks, and denial-of-
service incidents when exposed to malicious 
networks [4], [5]. As the frequency and 
sophistication of cyberattacks targeting industrial 
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environments continue to rise, conventional 
perimeter-based security mechanisms have proven 
insufficient to address the dynamic and protocol-
specific threat landscape of ICS [6], [7]. In this 
context, Software-Defined Networking (SDN) has 
become an approach to improve ICS security. SDN 
separates the control part from the data part, 
allowing for programmable network management. 
This enables fine-grained control of traffic, a 
complete view of the network, and quick response 
to network attacks on vulnerable protocols like 
Modbus/TCP and HTTP [8].  For example, 
security frameworks that use SDN are being 
looked at to make modern ICS setups stronger and 
better in dealing with cyber threats. 
The search for this study was done in academic 
databases. These included IEEE Xplore, Scopus, 
Web of Science, Google Scholar, ACM Digital 
Library and ScienceDirect. These databases were 
chosen because they contain extensive research on 
networking, cybersecurity, and industrial 
automation. This is important for SDN and ICS 
setups. The primary search period spanned 
publications from 2017 through to 2025, as they 
contained updated literature information on SDN. 
The primary keywords used were “Software-
Defined Networking” and “Industrial Control 
System,” “OpenFlow-based intrusion detection,” 
and “SDN intrusion response industrial networks.”  
These terms ensured coverage of both protocol-
specific vulnerabilities and broader SDN security 
frameworks. 
Google Scholar was the main search engine used 
in this study to identify important literature. While 
it is widely accessible, it is also known to 
introduce certain indexing and ranking biases. To 
mitigate this limitation, a backward and forward 
citation analysis was conducted. This method 
helped identify papers that might not have 
appeared in the initial search. To ensure quality, 
only papers that discussed using SDN to enhance 
ICS security were included in this paper. The 
primary focus were papers on detecting and 
mitigating attacks for the Modbus/TCP and HTTP 
protocols. If a paper was not about ICS, did not 
discuss these protocols, or did not explain its 
methods clearly, it was excluded from this study. 
This study extends prior qualitative surveys by 
introducing formal models and quantitative 
analysis to evaluate SDN-based ICS security 
mechanisms. In particular, mathematical 

representations of network flows, detection 
functions, optimization objectives, and 
performance metrics are integrated throughout the 
paper to meet the expectations of engineering and 
systems-oriented research. Ultimately, this study 
aims to build a knowledge base to support the 
design of security systems. These systems are for 
ICS and are based on SDN. They need to withstand 
cyber threats.  
Fig. 0.1 (Appendix A) shows how the research was 
conducted. The study began by defining the 
research objectives. Relevant keywords and 
databases were then selected to guide the search. 
The chosen papers were carefully read, and the 
main ideas, including new findings from different 
researchers, were noted. The results were then 
examined to see what is already known and what 
problems still need to be resolved. 
This process contributed to the development of a 
security framework for ICS using SDN. The 
remainder of the paper is organized as follows: 

a) 2 Section 2 reviews existing literature and 
related work on the topic 

b) Section 3 discusses how SDN can enhance 
the security of ICS 

c) Section 4 examines the application of SDN 
in defending ICS environments 

d) Section 5 highlights the research 
challenges and gaps in SDN-based security 
for ICS 

e) Section 6 concludes the paper and 
provides recommendations for future work 
on SDN-based security frameworks for 
ICS. 
 
 

2 Literature Review: SDN-Based 

Security for ICS Communication 

Protocols 
ICS use special communication protocols to 
support real-time monitoring and control of 
physical processes. However, most of these 
protocols were originally designed without strong 
security features, which makes them vulnerable in 
today’s highly interconnected network 
environments. 
Recent research suggests that SDN could offer 
practical security improvements in ICS 
environments. One of the main reasons is that SDN 

WSEAS TRANSACTIONS on COMPUTERS 
DOI: 10.37394/23205.2026.25.13 Mupatiwa Zulu, Lukumba Phiri

E-ISSN: 2224-2872 125 Volume 25, 2026



separates the control plane from the data plane, 
enabling centralized management of network 
policies. Because of this centralized control and 
programmability, security rules can be updated or 
enforced dynamically when threats are detected. In 
this section, the discussion focuses on previous 
work that applied SDN to secure ICS networks, 
particularly those that used the Modbus/TCP and 
HTTP protocols. 
 
2.1 Security Challenges in ICS 

Communication Protocols 
Modbus/TCP is a widely used industrial 
communication protocol that is well appreciated 
because of its simplicity and low communication 
overhead. However, it does not include key 
security features such as authentication 
(authenticating user identities), encryption 
(protecting data from being captured), or data 
validity checks (detecting tampering), which 
makes ICS networks exposed to attacks like replay 
(reusing captured data to repeat actions), command 
injection (inserting unauthorized instructions), and 
unauthorized register manipulation (changing 
device states without consent). Attackers can 
exploit Modbus function codes (specific codes 
used to communicate commands) to delete 
Programmable Logic Controller (PLC) states or 
interfere with operations. Equally, HTTP, which 
stands for Hypertext Transfer Protocol exist in 
SCADA dashboards (graphic displays for 
monitoring), web-based HMIs (operator 
interfaces), and industrial gateways that brings 
web-specific vulnerabilities such as cross-site 
scripting (injecting scripts), SQL injection 
(inserting malicious database commands), and 
denial-of-service (overloading systems). The 
combination of Mobus/TCP and HTTP traffic in 
combined IT/OT networks expands the total attack 
surface, making it difficult to detect and prevent 
cyber threats. Fig. 0.2 (Appendix A) shows some 
of the ways that Modbus/TCP and HTTP can be 
attacked in an ICS environment. This is really 
important because Modbus/TCP and HTTP are 
used a lot in these systems and they require to be 
protected. 
 
 
 
 

2.2 Conventional Security Approaches for 

ICS Protocols 
Conventional ICS security measures consist of 
firewalls, demilitarized zones (DMZs), Virtual 
Local Area Networks (LANs), and intrusion 
detection systems (IDS). Although these methods 
offer fundamental protection, they tend to be static 
and centered on perimeter security, rendering them 
inadequate against insider threats and attacks that 
are aware of protocols [9]. Signature-based IDS 
solutions such as Snort perform well for known 
attack patterns but fail to detect zero-day exploits 
or subtle deviations in industrial traffic behavior 
[10]. Anomaly-based IDS systems improve 
detection of unknown attacks but often generate 
high false positive rates due to the deterministic 
yet sensitive nature of industrial traffic [11]. 
Moreover, these mechanisms typically lack 
centralized manageability, resulting in delayed or 
fragmented responses to coordinated attacks. 
 
2.3 SDN as an Enabler for ICS Security 
SDN provides a flexible framework that separates 
the control plane from the data plane, allowing for 
centralized traffic oversight and specific flow 
regulation. Multiple research findings indicate that 
SDN greatly enhances network visibility and 
allows for immediate implementation of security 
policies within ICS settings [12], [13]. Utilizing 
OpenFlow-capable switches, SDN controllers can 
analyze Modbus/TCP function codes, track HTTP 
request movements, and actively block or redirect 
harmful traffic. The centralized aspect of SDN 
facilitates worldwide threat detection, proving 
beneficial for identifying distributed or multi-stage 
attacks. Fig. 0.3 (Appendix A) shows what the 
security architecture for these networks looks like 
in the industrial environment.  
Fig. 0.3 (Appendix A) presents the SDN-based 
security architecture proposed for ICCS (Integrated 
Command and Control System) networks. The 
architecture is structured into layered components 
to clearly separate data forwarding, control, and 
security intelligence. Basically, ICS field devices 
involving PLCs, RTUs, sensors, actuators, and 
HMIs, communicate operational data through 
industrial and web protocols like Modbus/TCP and 
HTTP. These messages pass through SDN-capable 
switches that make up the data plane and manage 
the forwarding of packets based on flow rules. 
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The control plane is harnessed by a centralized 
SDN controller that holds a total view of the 
network. The controller continuously gathers flow 
data from switches and implements security 
policies that are knowledgeable of the protocols. 
Through this communication infrastructure, ICS 
field devices are able to send and receive messages 
that support monitoring and control functions. This 
information passes through SDN-capable switches 
that make up the data plane and handle the 
forwarding of packets based on flow rules. 
The control plane is applied by a centralized SDN 
controller that holds a complete view of the 
network. The controller constantly gathers flow 
data from switches and enforces security policies 
that are knowledgeable of the protocols. The 
combined security features, such as intrusion 
detection and anomaly detection, can identify 
traffic patterns including harmful or typical 
behaviors. Once identified, the controller quickly 
enforces mitigation measures to restrict, redirect, 
or regulate the volume of malicious traffic while 
guaranteeing that critical control communication is 
prioritized. 
In the uppermost layer, management and security 
applications connect to the controller through 
northbound APIs to deliver enhanced 
functionalities such as automated response 
management, logging, and alert creation. Σφάλμα! 

Το αρχείο προέλευσης της αναφοράς δεν 

βρέθηκε. above illustrates how SDN facilitates 
centralized administration, flexible policy 
implementation, and responsive security in ICS 
settings without modifying existing industrial 
equipment, matching the goals and framework of 
the suggested research. 
 
2.4 SDN-Based Intrusion Detection and 

Mitigation Techniques 
Recent research has suggested integrating intrusion 
detection systems directly into SDN controller so 
that security threats can be detected and addressed 
more quickly within the network.  SDN/IDS 
frameworks based on machine learning (ML) 
investigate flow statistics to identify anomalies in 
Modbus/TCP traffic, attaining detection accuracies 
over 95% in simulated settings  [14], [15]. Deep 
learning methods, such as convolutional neural 
networks (CNNs) and Long Short-Term Memory 
(LSTM) models, enhance detection capabilities but 
also bring added computational demands and 

delays [16]. Flow-rule-based mitigation techniques 
actively separate compromised devices or prevent 
malicious packets, reducing attack speed. 
However, reactive flow installations may cause 
temporary delays during attack bursts, potentially 
affecting time-critical industrial operations [17].   
Fig. 0.4 (Appendix A) illustrates conventional ICS 
security mechanisms and their limitations.  
 
2.5 Security Framework and Security 

Information and Event Management 

(SIEM) 
International standards such as NIST SP 800-82 
and IEC 62443 offer organized recommendations 
for industrial cybersecurity, advocating for a multi-
layered security approach, access control 
measures, and effective incident response 
strategies. SIEM solutions collect logs and alerts 
from various devices to allow for centralized 
monitoring and analysis. While SIEM platforms 
can improve situational awareness, integrating 
them with legacy ICS infrastructure introduces 
considerable complexity and cost. Engineers must 
address challenges in sensor placement, data 
normalization, and rule tuning, which can 
introduce latency and limit real-time response 
capabilities for resource-constrained operators. 
 
2.6 Analysis of SDN-Based ICS Security 

Frameworks 
Several studies have discovered the use of SDN to 
develop security in ICS networks, particularly for 
protocols such as Modbus/TCP and HTTP. Using 
SDN to filter network traffic and enhance the 
security of Modbus/TCP communications was 
suggested in [18]. Their rule-based detection 
method offers low latency and is relatively easy to 
deploy in industrial environments. However, the 
approach may not effectively detect more 
complicated cyber-attacks. In this context, both 
SDN and Modbus/TCP protocol play a crucial role 
in enabling traffic monitoring and threat 
mitigation. Similarly, a machine learning-based 
SDN intrusion detection system designed to 
identify malicious activities in Modbus/TCP traffic 
was proposed in  [19]. The method uses anomaly 
detection techniques and demonstrates high 
detection accuracy. Nevertheless, the performance 
of the approach depends on the availability of 
high-quality training data, which is often limited in 
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real industrial environments. Therefore, the quality 
of data plays a detailed role in ensuring the success 
of SDN-based security mechanisms for 
Modbus/TCP networks. 
In another study, a deep learning-based SDN 
security system proposed to strengthen both 
Modbus/TCP and HTTP protocols was developed 
in [20]. The structure uses neural network models 
to sense irregularities in network traffic, resulting 
in high detection accuracy. However, the 
methodology requires considerable computational 
resources, which may model challenges for 
utilization in industrial environments with limited 
processing capacity. In this framework, SDN, 
Modbus/TCP, and HTTP serve as key components 
that enable network monitoring and anomaly 
detection. A reactive mitigation strategy for SDN 
environments was proposed to address security 
threats in Modbus/TCP networks. The approach 
dynamically inserts security rules into the network 
controller, enabling a rapid response to detect 
attacks. However, the process of dynamically 
adding rules may introduce delays that could affect 
time-sensitive industrial operations. In this 
strategy, both SDN and Modbus/TCP protocol play 
critical roles in enabling effective threat detection 
and mitigation.  Additionally, a multi-protocol 
SDN security framework proposed to protect both 
Modbus/TCP and HTTP communications was 
described in [21]. The framework combines 
machine learning techniques with SDN flow rules 
to improve detection capability and provide 
broader protocol reporting. Although the approach 
demonstrates promising results, its performance in 
large-scale industrial deployments remains 
uncertain. In this framework, SDN, Modbus/TCP, 
and HTTP serve as essential components for 
enabling network monitoring and threat detection. 
 
2.7 Limitations and Research Gaps 
Despite promising results, most SDN-based ICS 
security solutions are validated primarily in 
simulated environments such as GNS3 or Mininet, 
limiting their real-world applicability [22]. A 
number of studies focus merely on Modbus/TCP, 
forgetting HTTP-based industrial services and their 
relationship with control traffic. The performance 
indicators, like latency, jitter, and throughput, are 
really important for ICS operations. Without these 
indicators, there can be problems that can lead to 
underreporting. It is for this reason that there is a 

need for security systems to work with different 
protocols to adapt to different situations. These 
systems also need to be able to work within the 
limits of what’s possible in industry. Fig. 0.5 
(Appendix A) shows the areas where more 
research is needed based on what was found when 
looking at what people are saying about using 
SDN to secure ICS systems. 
As outlined in Fig. 0.5 (Appendix A), the primary 
research deficiencies in SDN-centered security, 
emphasizing resilience problems, inadequate 
multi-protocol defense structures, and difficulties 
in merging SDN solutions with traditional systems 
and industrial security criteria. 
 
 
3 The Role of SDN in ICS Security: 

Formal Models and Analysis 
SDN offers a programmable and centralized 
control plane for ICS, allowing dynamic flow 
supervision, intrusion detection, and the 
application of mitigation policies. To carefully 
evaluate the effectiveness of SDN in improving 
ICS security, it is necessary to develop formal 
network models, decision functions, control 
policies, and appropriate performance metrics. 
This section presents a quantitative framework for 
modelling SDN-based ICS networks, formulating 
intrusion detection, defining mitigation strategies, 
and assessing performance using standardized 
metrics. 
 
3.1 SDN-Based ICS Network Model 
An SDN-enabled ICS network can be represented 
using a directed graph model: 
 G = (V, E)             (1) 
In this model, V = 𝑉𝑑 U 𝑉𝑠 U 𝑉𝑐 represents the set 
of nodes in the network. In this model, 𝑉𝑑 
represents ICS devices like Programmable Logic 
Controllers (PLCs), Remote Terminal Units 
(RTUs), and Human-Machine Interfaces (HMIs). 
The set 𝑉𝑠 represents SDN switches, while 𝑉𝑐 
denotes SDN controllers. The set 𝐸 represents the 
communication links that connect these nodes 
within the network. 
Each network flow 𝑓𝑖 can be formally described as: 
       𝑓𝑖 = (𝑠𝑟𝑐𝑖, 𝑑𝑠𝑡𝑖, 𝑝𝑖, 𝑏𝑖, 𝑡𝑖)            (2) 
Where  𝑠𝑟𝑐𝑖 and 𝑑𝑠𝑡𝑖 represent the source and 
destination nodes of the flow, respectively. The 
parameters 𝑝𝑖 denotes the communication used, 
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such as Modbus/TCP or HTTP. The variable 𝑏𝑖 
represents the required bandwidth for the flow, 
while 𝑡𝑖 defines the timing constraints associated 
with the corresponding control loop.  
This abstraction allows both traffic patterns and 
protocol-specific characteristics to be modelled 
effectively, which is essential for conducting 
realistic performance and security analysis in ICS 
networks. 
The set of flow rules can be represented as: 
   R={𝑟𝑗=(𝑚𝑎𝑡𝑐ℎ𝑗, 𝑎𝑐𝑡𝑖𝑜𝑛𝑗, 𝑝𝑟𝑖𝑜𝑟𝑖𝑡𝑦𝑗)}  (3) 
These rules are installed dynamically by the SDN 
controller through the OpenFlow protocol. Each 
rule defines how packets that match specific 
header fields (𝑚𝑎𝑡𝑐ℎ𝑗) should be processed. The 
parameter (𝑎𝑐𝑡𝑖𝑜𝑛𝑗) specifies the action to be 
applied to the matched packets, while (𝑝𝑟𝑖𝑜𝑟𝑖𝑡𝑦𝑗) 
determines the priority level of the rule when 
multiple rules are applicable. 
This rule structure enables fine-grained traffic 
control within the network, allowing protocol-
aware forwarding, effective traffic isolation, and 
real-time mitigation of potential threats. 
 
3.2 Intrusion Detection as a Decision 

Function 
Intrusion detection in SDN-enabled ICS can be 
formalized as a decision function. A detection 
function can be defined as: 

D : ℝ𝑛 → {0, 1}     (4) 
Where a feature vector x = [𝑥1, 𝑥2, …., 𝑥𝑛] is 
extracted from traffic statistics such as packet rate, 
byte count, Modbus function codes, and HTTP 
methods. The function D(X) = 1 indicates that the 
traffic is classified as malicious. This formalism 
allows the application of both supervised and 
unsupervised ML models for anomaly detection or 
attack classification [23], [24]. 
For supervised ML classifiers, the model is trained 
by minimizing a loss function. 
𝑚𝑖𝑛𝜃  ∑𝑁

{𝑖=1} 𝐿(𝐷𝜃(𝑥𝑖), 𝑦𝑖)           (5) 
Where 𝑦𝑖 is the ground-truth label of flow 𝑖, and 𝜃 
represents the model parameters.  
In unsupervised settings, anomaly scores 𝐴(𝑥) are 
computed for each observation and compared 
against a threshold 𝑇. This enables the detection of 
previously unseen attacks or variations from 
normal ICS behavior [25], [26]. The inclusion of 
ML-based IDS within the SDN controller 
introduces a quantifiable computation cost, which 

is incorporated into controller load and latency 
analysis (see Section 4). 
3.3 Mitigation and Control Policy Formulation 

Upon detecting malicious flows, mitigation is 
formulated as a control policy: 
𝜋 : 𝑓𝑖 → 𝑎𝑘 ∈ {𝑏𝑙𝑜𝑐𝑘, 𝑟𝑎𝑡𝑒 − 𝑙𝑖𝑚𝑖𝑡, 𝑟𝑒𝑟𝑜𝑢𝑡𝑒}                    
(6) 
This mapping assigns an action 𝑎𝑘  to each 
network flow 𝑓𝑖, where the possible actions include 
blocking the flow, applying a rate limit, or 
rerouting it. The policy must respect real-time 
operational limitations: 
Δ𝑡𝑐𝑡𝑟𝑙 + Δ𝑡𝑠𝑤 ≤ 𝑇_ max         (7) 
Here, Δ𝑡𝑐𝑡𝑟𝑙 represents the processing delay at the 
SDN controller, Δ𝑡𝑠𝑤 is the enforcement delay at 
the switch, and 𝑇_ max represents the maximum 
allowable latency to ensure safe operation of the 
ICS network. This formulation ensures that 
security interventions do not compromise control 
loop stability or violate industrial timing 
constraints [27]. 
Mitigation strategies such as selective packet 
blocking, rate limiting, or rerouting traffic are 
implemented via flow-rule updates in the SDN 
switches. The optimal action selected by the policy 
depends on several factors, including the severity 
of the detected attack, the criticality of the network 
flow, and the available resources of the SDN 
controller. These factors create an inherent trade-
off between security enforcement, network latency, 
and system resilience in ICS environments [28]. 
 
3.4 Performance Metrics and Analytical 

Definitions 
To allow consistent evaluation across different 
studies, several quantitative performance metrics 
are defined: 

4 Detection Rate (DR): 
   𝐷𝑅 =

𝑇𝑃

𝑇𝑃+𝐹𝑁
                 (8) 

This measurement shows the ratio of malicious 
activities that are correctly identified by the 
detection system. 

5 False Positive Rate (FPR): 
𝐹𝑃𝑅 =

𝐹𝑃

𝐹𝑃+𝑇𝑁
         (9) 

This measure shows the proportion of traffic that is 
wrongly labelled as bad.  
Precision: 
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𝑃 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
                  (10) 

Precision estimates how many flows identified as 
attacks are essentially malicious. 

6 End-to-End Latency: 
𝐿 = 𝐿𝑑𝑎𝑡𝑎 + 𝐿𝑐𝑜𝑛𝑡𝑟𝑜𝑙           (11) 

This metric represents the overall delay faced in 
the system, combining the network data-plane 
delay, the control-plane processing and 
implementation delay. 
The following abbreviations, TP, FP, TN, and FN, 
in these equations, mean: 

a) TP represents true positives 
b) FP represents false positives 
c) TN represents true negatives 
d) FN represents false negatives.  

 
The parameter 𝐿𝑑𝑎𝑡𝑎 represents the delay within 
the network data plane, while 𝐿𝑐𝑜𝑛𝑡𝑟𝑜𝑙 corresponds 
to the processing and enforcement latency in the 
control plane. 
Together, these metrics provide a structured 
framework for evaluating SDN-based security 
solutions across different ICS deployments and 
experimental environments  [29], [30]. 
SDN has been widely recognized in the literature 
as a promising paradigm for strengthening security 
in ICS, particularly in response to the growing 
limitations of traditional, static defense 
mechanisms. Conventional ICS networks rely on 
fixed configurations, distributed control logic, and 
perimeter-based security. These mechanisms are 
often ineffective against cyberattacks that are 
designed to bypass traditional security protocols. 
This issue has become more significant 
considering the interconnection of Information 
Technology (IT) and Operational Technology 
(OT), which exposes ICS to greater security risks. 
[31].  
This problem is being addressed through SDN, 
which helps to separate the network’s control 
functions from the data forwarding functions. This 
separation makes the network stronger, more 
flexible, and capable of applying security policies 
more effectively. As a result, SDN offers a 
promising approach for handling the developing 
security threats faced by ICS and helps improve 
their protection against cyberattacks. 
 

 
3.5 Comparison of SDN-based Intrusion 

Detection Approaches 
A number of studies have looked at the use of SDN 
to enhance intrusion detection in ICS systems. 
These methods naturally examine the 
communication protocols used in ICS, such as 
Modbus/TCP and HTTP, to detect malicious traffic 
patterns. They often use machine learning methods 
to identify unusual behavior in network traffic. To 
assess the performance of these machine learning 
models, the use of metrics like Detection Rate 
(DR) and False Positive Rate (FPR) is applied, 
where Detection Rate shows how effectively the 
system can identify real attacks, while False 
Positive Rate shows how normal traffic is 
mistakenly classified as malicious. For ICS, it is 
important to achieve a high detection rate while 
keeping false alarms as low as possible to ensure 
both security and stable system operation. 
Previous research in [32] proposed an SDN-based 
intrusion detection framework that focuses on the 
Modbus/TCP protocol. A Random Forest classifier 
was used to analyze network traffic features, 
including packet rate, Modbus function codes, and 
byte count. The evaluation produced a detection 
rate of 95.2% with a false positive rate of 3.1%. 
These results suggest that ensemble learning 
methods can efficiently detect abnormal patterns in 
ICS network communication. 
Similarly, the use of deep learning for detecting 
attacks in HTTP-based communications within 
ICS environments was explored in [33]. This 
model uses a Long Short-Term Memory (LSTM) 
neural network to study features such as HTTP 
request methods. Payload size and flow duration. 
The proposed system achieved a detection rate of 
93.5% and a false positive rate of 2.8%, 
highlighting the ability of recurrent neural 
networks to capture temporal patterns in network 
traffic. 
Another approach was presented in [34], which 
developed an unsupervised anomaly detection 
system based on an Autoencoder model. Their 
framework analyses both Modbus/TCP and HTTP 
traffic by extracting flow statistics and timing 
constraints associated with industrial control 
operations. The study reported a detection rate of 
91.7% with a false positive rate of 4.2%, 
demonstrating that unsupervised learning 
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techniques can identify abnormal behaviors even 
without labeled training data. 
In addition, the research proposed an SDN-based 
intrusion detection mechanism using a Support 
Vector Machine (SVM) classifier. The simulation 
examines Modbus/TCP traffic and uses features 
such as packet rate and PLC command types to 
identify potential threats. The results generated 
showed that the system was able to detect 90.8% 
of threats with a false positive rate of 5.0%, which 
indicated that traditional machine learning 
processes can still be effective for detecting 
interference in industrial communication protocols. 
A way to detect intrusions in HTTP-based ICS 
communications using the K-Nearest Neighbors 
(KNN) algorithm was studied in in [35]. This 
simulation examines features such as HTTP 
request methods and the occurrence of requests to 
identify irregular behavior. According to the 
researcher, the detection rate of 88.9% with a false 
positive rate of 6.3% of the system indicates that it 
can successfully detect threats while maintaining a 
relatively simple computational model [36]. 
These studies show that using machine learning to 
detect intrusion and combining it with SDN 
controllers can make ICS networks a lot more 
secure. The writer indicated that different 
algorithms have their own strengths and 
weaknesses in terms of detection accuracy, 
computational complexity, and flexibility to 
specific protocols [37]. Choosing applicable 
features and machine learning models is key when 
designing security solutions for industrial settings 
that use SDN. 
While the approaches mentioned above mainly 
focus on detecting intrusions, other research has 
also looked at using SDN to mitigate threats [38]. 
These mitigation strategies typically involve SDN 
control actions such as traffic blocking, rate 
limiting, flow rerouting, and network segmentation 
in order to reduce the impact of detection attacks 
[39], [40]. 
 
3.6 SDN-Based Mitigation and Control 

Strategies in ICS 
Some studies have looked at ways to use SDN to 
make ICS stronger against cyber-attacks [41]. 
These methods looks on various mitigation 
methodologies, such as blocking malicious 
activities, placing controllers in different locations, 
and using various redundancy mechanisms. These 

design choices can influence factors such as 
network response time and the overall 
dependability of the system [42]. 
A mitigation approach that blocks suspicious 
traffic flows was proposed in [43]. In this 
approach, it was noted that the SDN controller 
detects traffic that appears malicious and then 
prevents that traffic from being transmitted over 
the network by using a centralized controller to 
make all decisions, which allows it to react 
quickly. The system responds to these threats in 
approximately 15 milliseconds, demonstrating 
quick mitigation capability. Nevertheless, this 
method also has a limitation because the design 
relies on a single controller, which creates a single 
point of failure. If the controller fails or is 
compromised, the entire system may stop 
functioning properly, reducing the overall 
resilience of the network [44]. 
In contrast, a rate-limiting mechanism was 
implemented through a distributed controller 
architecture with a redundant controller instance. 
In this approach, the system does not completely 
block suspicious traffic but instead limits the rate 
at which malicious flows are transmitted. This 
method improves the reliability of the system and 
helps it better handle potential failures. However, 
because the system must coordinate with multiple 
components, the response time is slightly increased 
to about 18 milliseconds. Despite this additional 
delay, the design focuses on improving the 
system’s reliability and fault tolerance, and the 
response time remains relatively fast [45]. 
Another approach was proposed, which 
implemented a hybrid mitigation framework 
combining centralized and local control 
mechanisms. In this approach, the system has 
included a number of mechanisms to maintain 
security by switching traffic and separating parts of 
the network when suspicious activity is detected. 
The architecture uses multiple controllers, so if one 
controller fails, the system can continue operating. 
The maximum response time is about 20 
milliseconds, which provides a good balance 
between fast response and system security. 
An access control approach was proposed in which 
an SDN controller manages and regulates who is 
allowed to access the system. The controller can 
dynamically update access permissions to prevent 
unauthorized users from entering the network. This 
approach is very fast, requiring only about 12 
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milliseconds to apply changes. The design depends 
on a central controller, which can lead to the 
failure of the system if that controller becomes 
unavailable. 
A method that uses multiple communication paths 
together with multiple controllers was proposed. 
This design improves system reliability because 
the network can switch to alternative paths if a 
failure occurs. Although the response time is 
slightly longer, around 22 milliseconds, the 
approach increases network availability and 
resilience, particularly when controllers fail or 
when the network is disrupted [46]. 
Generally, these security approaches demonstrate 
important trade-offs of systems that rely on a 
single centralized controller to respond faster but 
may also suffer from a single point of failure. 
Systems that use a lot of controllers and redundant 
paths provide better dependability and fault 
tolerance, although they may introduce slightly 
higher response times. These kinds of designs are 
really important for keeping the ICS safe and 
working properly. On the other hand, using a 
system that is spread out or a mix of different 
systems can help make the ICS stronger and more 
reliable, but it can also slow things down and make 
them work harder. The effectiveness of these 
approaches is typically evaluated using 
quantitative metrics such as  
end-to-end latency, controller processing delay, 
and network overhead, as formally defined in 
Section 3.4. 
 
4 SDN-Based Defense Mechanism: A 

Quantitative Perspective 
This section provides a quantitative analysis of 
SDN-based defense mechanisms for ICS, building 
directly on the formal models introduced in 
Section 3 and Equations (1)-(11). Rather than 
presenting SDN security techniques in a purely 
descriptive manner, the discussion emphasizes 
analytical performance metrics, latency 
considerations, and optimization trade-offs that are 
critical in industrial environments [47]. 
Using the SDN-enabled ICS network model 
defined in Equations (1)-(3), security enforcement 
is analyzed in terms of control-plane and data-
plane interactions. The attack and detection models 
in Equations (4)-(7)  

allow intrusion detection accuracy, false alarm 
rates, and reaction time to be expressed 
quantitatively. In particular, the analytical latency 
model in Equations (8)-(10) decomposes end-to-
end response delay into sensing, controller 
processing, and mitigation components, which is 
essential for assessing the feasibility of SDN-based 
defenses under real-time industrial constraints 
[48]. 
Machine-learning-based IDS integrated with the 
SDN controller introduces additional 
computational overhead. As captured in Equation 
(11), the inference cost of ML models directly 
affects controller load and processing delay. This 
establishes an explicit trade-off between detection 
accuracy and control-plane responsiveness, 
especially in large-scale or multi-protocol ICS 
deployments [49], [50]. Consequently, lightweight 
or distributed ML inference strategies are often 
required to maintain bounded response times. 
Several SDN defense mechanisms, including flow 
rule enforcement, traffic isolation, and dynamic 
access control, can be expressed within this 
analytical framework. Their effectiveness depends 
not only on detection capability but also on 
controller placement and redundancy strategies. 
Optimization tasks, like deciding where to place 
controllers, can be expressed as: 
 min

𝐶
max

𝑣
∈ 𝑉𝑑 𝑑(𝑣, 𝐶) 

Subject to availability and redundancy constraints                                           
(12) 
This formulation illustrates the inherent trade-off 
between reducing control-plane latency and 
maintaining resilience through redundancy. Placing 
controllers in a centralized manner can lower 
average delays, but it also risks creating single 
point of failure. On the other hand, deploying 
distributed or redundant controllers enhances fault 
tolerance, though it introduces additional 
coordination overhead [51], [52]. 
Overall, this quantitative perspective demonstrates 
that SDN-based defense mechanisms for ICS must 
be evaluated holistically, considering detection 
performance, latency guarantees, controller load, 
and resilience requirements simultaneously. Such 
an analytical approach is essential for designing 
deployable and dependable SDN-enabled security 
architectures in industrial control networks [53], 
[54]. 
To support this analytical discussion, the next 
section leverages the models and optimization 
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formulation in Equations (1)-(12) to evaluate 
representative SDN-based security strategies under 
realistic performance metrics. In particular, 
detection accuracy, end-to-end latency, controller 
overhead, and network impact are assessed to 
illustrate the practical implications of the trade-offs 
identified in this section.  
Fig. 0.6 (Appendix A) illustrates the end-to-end 
SDN-based framework that underpins the security 
frameworks reviewed in this paper.   
In the context of securing ICS networks and 
vulnerable protocols such as Modbus/TCP and 
HTTP, the pipeline begins with continuous flow 
monitoring, where SDN switches collect traffic 
statistics and packet features without disrupting 
real-time operations. These data are analyzed in the 
detection stage using protocol-aware intrusion 
detection and machine-learning techniques to 
identify anomalies and attack patterns specific to 
industrial traffic. 
Once a threat is identified, the decision-making 
stage within the SDN controller evaluates risk 
severity and generates appropriate mitigation 
policies. The enforcement of these policies at this 
stage is applied by installing flow rules that limit 
traffic rates or isolate suspicious flows. This 
approach allows attacks to be stopped quickly 
while ensuring that legitimate communications 
continue without delay [55]. 
In the final dynamic adaptation stage, techniques 
such as moving target defense and automatic traffic 
control are applied. This stage is supported by a 
continuous feedback loop that monitors traffic and 
identifies opportunities to improve both detection 
and response strategies. 
Overall, the figure encapsulates how SDN enables 
centralized, adaptive, and protocol-aware defense 
mechanisms, aligning with the article’s objective 
of evaluating SDN as a scalable and responsive 
security paradigm for modern ICS environments. 
A critical systems consideration for SDN defenses 
is controller placement and distribution. 
Centralized controllers simplify policy 
management but increase latency and create 
potential single points of failure. Contemporary 
studies therefore emphasize distributed or 
hierarchical controller architectures (multi-
controller, edge-assisted SDN) and optimized 
controller placement to minimize worst-case 
latency while maintaining detection coverage and 
resilience. These works show that careful 

partitioning of the control plane, placing the 
controller near latency-sensitive ICS segments, or 
delegating lightweight detection to edge nodes can 
substantially reduce reaction times and improve 
scalability, but they require more complex 
synchronization and consistency management. 
Operational validation is another recurring issue 
where most SDN-based defense proposals are 
validated in Mininet, GNS3, or small emulated 
testbeds. Only a minority have been tested on 
realistic industrial testbeds or field deployments. 
This gap is important because emulators often 
underrepresent jitter, PLC cycle timing constraints, 
and mixed legacy-proprietary equipment behavior, 
all of which affect the real latency/throughput 
impact of SDN interventions [56]. Consequently, 
claims of “negligible latency” or “near real-time 
mitigation” must be treated cautiously unless 
validated on production-representative testbeds. 
Finally, protocol specificity matters as many SDN 
defenses target Modbus/TCP because it is simple 
to parse and a common ICS vector with fewer 
works provides holistic, multi-protocol defenses 
that simultaneously account for HTTP (web 
HMIs), DNP3, OPC-UA, and application-layer 
interactions. Multi-protocol frameworks tend to 
have higher parsing costs and higher controller 
processing requirements, and therefore, face 
greater latency concerns, yet they are essential for 
practical ICS protection because attackers 
commonly combine web-based and control-
protocol vectors [57].  
 
5 Challenges and Open Research 

Problems 
The application of SDN in ICS security has 
demonstrated important benefits, yet multiple 
technical and operational challenges continue to 
delay practical implementation. The following is 
the discussion of the major challenges identified in 
the literature, expressing concrete open research 
problems and directions that follow from them. 
Meanwhile, citations are provided to recent studies 
that analyze or illustrate each issue. 
One of the technical challenges is controller 
reliability and a single point of failure. Centralized 
controllers simplify policy management and global 
visibility but generate an attractive high-value 
target where successful attacks or failures at the 
controller can paralyze application and detection 
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capabilities. Research must therefore develop 
resilient control-plane architectures that combine 
fault tolerance, controller replication, and secure 
consensus while protecting low latency. Work on 
distributed/hierarchical controllers and controller 
placement strategies shows promise, but optimal 
placement under ICS latency and availability 
constraints remains an open problem. Formal 
methods for verifying controller redundancy 
protocols and secure state synchronization are also 
required. 
Closely related are latency and real-time 
constraints. Industrial processes often require 
bounded, deterministic communication delays; 
however, SDN operations such as packet-in 
processing, controller-based machine learning 
inference, and reactive flow-rule installations may 
introduce additional latency that can breach these 
strict timing constraints. Although procedures such 
as proactive flow-rule provisioning and edge-based 
processing can reduce controller round-trip delays, 
they naturally introduce a trade-off between rapid 
response and temporal predictability. Therefore, 
future research should focus on describing worst-
case latency under realistic ICS operating 
conditions, developing hybrid edge-controller 
architectures that ensure guaranteed response 
bounds, and designing scheduling and Quality of 
Service mechanisms that prioritize time-critical 
control traffic during security enforcement actions. 
Scalability and controller load present another 
practical barrier. ML/DL models integrated into 
controllers for anomaly detection provide high 
accuracy but increase computational and memory 
demands. Large industrial infrastructures with 
many flows will stress naïve central analytics. 
Research must explore (1) lightweight algorithmic 
alternatives suitable for on-device or edge 
inference, (2) hierarchical distribution of analytics, 
and (3) elastic offloading mechanisms that 
maintain detection fidelity while limiting controller 
overload. Strategies that combine model 
compression, incremental learning, and 
approximate inference are promising directions. 
A pervasive problem is legacy device 
interoperability and constrained endpoints. Many 
PLCs, RTUs, and embedded HMIs cannot be 
upgraded to support modern security protocols or 
SDN southbound interfaces. This requires SDN 
solutions that operate transparently through 
inspecting and enforcing policies without 

modifying field devices or the design of secure 
gateways that preserve timing semantics. Research 
questions include how to perform deep packet or 
protocol-aware inspection safely on encrypted 
tunnels, and how to introduce security proxies or 
gateways that do not break control loops [58]. 
From a research methodology perspective, there is 
an urgent need for standardized datasets, 
benchmarks, and realistic testbeds. Much of the 
claimed performance in literature derives from 
Mininet/GNS3 simulations or synthetic traces that 
do not capture the jitter, cycle timing, or multi-
vendor heterogeneity of production ICS. The 
community must converge on representative traffic 
mixes, labeled multi-protocol datasets 
(Modbus/TCP, HTTP), and shared testbeds to 
enable fair comparison and reproducible results. 
Creating such benchmarks raises practical and 
ethical problems that require careful study. 
Machine learning components introduce a set of 
security and trustworthiness problems. ML models 
are susceptible to adversarial evasion, data 
poisoning, concept drift, and lack of 
interpretability. In ICS contexts, false negatives 
have direct physical consequences. Open research 
problems, therefore, include adversarial-robust 
training for protocol-aware models, continual 
learning methods that adapt to operational changes 
without problems, and explainable ML approaches 
that provide human operators with actionable 
justifications for automated mitigations [59]. 
Methods for certifying ML model behavior under 
bounded perturbations would be particularly 
valuable. Automated manageability and safe 
actuation remain a delicate challenge. Hybrid 
systems that automatically translate detection 
outputs into flow-rule changes must include 
mechanisms for safety verification and rollback to 
prevent automated defenses from causing outages 
[60]. Research is needed on policy-verification 
tools, human-in-the-loop intervention thresholds, 
and formal guarantees that enforcement actions 
preserve critical control invariants. Techniques 
from control theory and formal methods should be 
adapted for SDN actuation pipelines. 
Multi-protocol and cross-layer attacks are 
underexplored, and attackers usually combine 
web-based exploits (HTTP/XSS/SQL injection) 
with control-protocol manipulations to achieve 
stealthy, multistage compromises. Most SDN 
defenses target a single protocol, resulting in 
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designing unified detection and mitigation 
strategies that reason across application, transport, 
and network layers is an open research area. This 
requires efficient multi-protocol parsers, 
correlation engines, and semantics-aware models 
that understand ICS process context [61]. 
Ultimately, challenges related to regulation, 
privacy, and organization are significant [62]. 
Implementing SDN security in industrial facilities 
might clash with operational policies, regulatory 
requirements, or operator activities [63], [64], [65]. 
Research should, therefore, encompass socio-
technical analyses to assess deployability, user 
confidence, incident response procedures, and the 
legal ramifications of automated network 
management in safety-sensitive systems.  
 
 
6 Conclusion and Future Research 

Directions 

6.1 Conclusion 
This paper focuses on security in ICS and 
examines how SDN can be applied to enhance 
protection in these environments. The study 
consolidates existing research through formal 
network and attack models, analytical performance 
metrics, and optimization-based perspectives, 
thereby moving beyond purely descriptive surveys. 
 Recent surveys from IEEE and ACM show that 
security architectures based on SDN significantly 
enhance ICS protection, especially when integrated 
with intrusion detection systems leveraging 
machine learning and strategies for latency-aware 
placement of controllers. This study reviews 
previous research on how SDN can be used as a 
defense mechanism in industrial environments. It 
examines several performance factors discussed in 
earlier studies, including detection accuracy, 
latency, scalability, and network overhead. This 
study emphasizes both the benefits and the 
limitations associated with using SDN-based 
security solutions in these environments. 
The results show that SDN offers a number of 
advantages for improving network security, and it 
gives better visibility of network happenings. It 
allows centralized control of the network and 
facilitates security policies to be updated more 
easily when threats occur. These capabilities make 
SDN a promising method for improving security in 
ICS. However, the analysis also emphasizes that 

the successful use of SDN in industrial settings 
depends on several important considerations. 
These involve the applicable settings of the SDN 
controller, effective prioritization of network 
traffic, and the use of security mechanisms that are 
capable of understanding industrial communication 
protocols. 
From this review, researchers and industry 
practitioners are able to develop and evaluate 
security frameworks for ICS environments that 
include SDN tools. By bringing together results 
from previous work, it can help to explain how 
SDN can successfully strengthen the security and 
reliability of industrial networks. 
 

6.2 Future Research Directions 
Although the literature indicates progress has been 
made, numerous unresolved research challenges 
persist. Future research needs to create complete 
systematic frameworks that simultaneously 
embrace various industrial protocols and different 
traffic relationships, mirroring actual ICS 
implementations. To evaluate possible delays and 
the consistency of security mechanisms in 
industrial operations, it is important to ensure that 
these systems comply with true requirements for 
timeliness and safety. The assessments conducted 
should not rely only on average performance 
metrics but must consider worst-case scenarios and 
operational reliability. 
In addition, future studies should evaluate 
proposed solutions on industrial testbeds and large-
scale experimental platforms that carefully 
reproduce real-world environments. Such 
platforms would make it possible to identify 
differences between simulation results and actual 
system behavior. The conditions, such as attack 
scenarios, normal functioning traffic, and potential 
system failures, should be considered in these 
environmental settings in order to provide a more 
accurate assessment of security mechanisms. 
Another important future direction includes the use 
of distributed and edge-maintained SDN designs to 
address scalability and latency problems that are 
often linked with centralized controllers. Through 
the combination of certain detection and 
enforcement functions to control units while 
maintaining the global coordination through 
higher-level controllers, it is possible to get faster 
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response times and improved resilience without 
losing centralized network visibility. 
Additionally, there is a need to investigate machine 
learning methodologies that are strong, 
interpretable, and suitable for combination within 
SDN control systems. The research should also 
look at the ways of reducing computational 
overhead, improving resilience to adversarial 
interference, and improving simulation 
interpretability. These methodologies are important 
as they make sure that system operators understand 
and trust automated decisions in key infrastructure 
environments. 
In order to improve the SDN-based security 
approaches for ICS, a combination of automation 
and policy validation mechanisms. This includes 
formal verification, real-time policy checking, and 
operator assisted control system to make sure that 
automated mitigation actions do not 
unintentionally disrupt industrial processes or 
compromise operational safety. 

6.3 Final Remarks 
SDN represents a powerful yet complex 
foundation for enhancing ICS security. Its 
successful deployment requires careful system 
modelling, quantitative performance evaluation, 
and close alignment with industrial operational 
constraints. By highlighting systematic rigor and 
engineering relevance, this paper aims to 
contribute to the development of more reliable, 
secure, and deployable SDN-based security 
solutions for industrial control networks. 
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Fig. 0.1. SDN-based ICS security research Flowchart 
Source: Created by the authors 
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Fig. 0.2. Frequent Attack Methods Aiming at ICS Communication Protocols 
Source: Created by the authors 
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Fig. 0.3. Security architecture for SDN-based ICS Networks 
Source: [66] 
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Fig. 0.4. Conventional ICS security mechanisms and limitations. 
Source: Created by the authors 
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Fig. 0.5. Identified Research Gaps in SDN-Based ICS Security 
Source: Created by the authors 
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Fig. 0.6. SDN Defense Pipeline 
Source: Created by the authors 
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