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Abstract: - The widespread usage of web applications has led to an increase in security threats, with Cross-Site
Scripting (XSS) attacks being one of the most prevalent and damaging. Detecting and mitigating XSS attacks is
crucial to ensure the integrity and confidentiality of sensitive user data. This article presents the mathematical
algorithm and a way to identify XSS attacks using a bounded function from below, which depends on the input
string, and highlights its potential impact in bolstering web application security. To construct this function, we
used special characters and keywords that are frequently found in the construction of XSS attacks.
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1 Introduction

Nowadays the internet has become an integral part
of our daily lives, with web applications serving as
the backbone of various online services. Web
applications are increasingly targeted by malicious
actors, particularly through Cross-Site Scripting
(XSS) attacks. These attacks involve injecting
harmful scripts into web pages, enabling data theft,
session manipulation, and further exploitation.
Successful XSS attacks can result in financial
losses, reputational damage, and compromised trust.

Traditional approaches to detecting XSS attacks
have relied on signature-based methods or pattern
matching techniques. While these techniques can be
effective to a certain extent, they often struggle to
detect sophisticated and obfuscated XSS payloads.
Furthermore, the dynamic nature of modern web
applications poses challenges for static analysis-
based detection methods. To address these
limitations, we propose a novel mathematical
algorithm for detecting XSS attacks on web
applications. Our approach combines the principles
of XSS vulnerability detection based on the specific
weight of each attack symbol signature.

In this paper, we propose a mathematical
modeling and a method to identify XSS attacks
using a bounded function from below, which
depends on the input string. To construct this
function, we used special characters and keywords
that are often found in the construction of XSS

E-ISSN: 2224-2872

144

attacks. In the proposed method, it is possible to
detect XSS attacks using a single special character
or a single keyword. However, it can be shown
experimentally that the proposed detection method
using a set of multiple characters and words can
detect the vulnerability of a type of XSS attacks
more accurately.

1.1 Related Research Papers on XSS Attacks
Detection

Article, [1], proposes a machine learning approach
for detecting XSS attacks, which relies on diverse
and representative training data for reliable results.
Static analysis methods, [2], detect XSS
vulnerabilities during development but require
manual verification and adjustment of rules for
improved accuracy. Combining dynamic analysis
and machine learning, [3], enhances detection
accuracy but poses challenges in scalability and
adapting to evolving attack techniques.

Applying NLP techniques to enhance XSS
detection shows promise but faces challenges with
obfuscated payloads, [4]. Symbolic execution
detects DOM-based XSS attacks by analyzing
JavaScript code but can be computationally
expensive and requires careful handling of complex
code, [5]. Signature-based detection systems are
effective for known attacks but may struggle with
new patterns, requiring regular updates, [6].
Evaluating WAFs' effectiveness in detecting XSS
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attacks is crucial, considering performance,
accuracy, and flexibility. Regular updates and
customization of WAF rules based on known attack
patterns are essential, [7]. XSS attacks inject
malicious code into HTTP requests. Existing
prevention techniques may not work against
unknown attacks, emphasizing the need for new
prevention methods, [8]. In [9], a mathematical
method for detecting XSS type vulnerabilities is
proposed based on the specific weight of each attack
symbol signature.

These research works provide valuable insights
into the different approaches and techniques for
XSS attack detection. However, it is important to
consider the limitations, challenges, and potential
trade-offs associated with each approach.

Mathematical algorithm for detecting attacks on
a web application using information related to the
frequency and importance factor of attack symbols
does not require complex mathematical techniques
like optimization etc. Since the proposed method is
based on the processing of available types of real-
world vulnerabilities of XSS kind, and is general in
nature, we can expect that our proposed algorithm
can be used as an online cross-site scripting attack
detection platform.

2 Mathematical Algorithm for

Detecting XSS Attacks
In the field of web application security, detecting
and mitigating XSS attacks is of paramount
importance. XSS attacks exploit vulnerabilities in
web applications to inject malicious scripts into web
pages, compromising user data and system integrity.
This section provides a concise explanation of XSS
attack detection techniques, highlighting their
significance in enhancing web application security.
XSS attack detection involves identifying and
preventing the execution of malicious scripts
injected into web pages.

Effective XSS attack detection combines
multiple techniques to provide comprehensive
protection.  Static  analysis  helps identify
vulnerabilities during the development phase, while
dynamic analysis and machine learning-based
detection offer real-time monitoring and adaptive
capabilities. Signature-based detection and WAFs
add another layer of defense by leveraging
predefined rules and monitoring network traffic.
XSS attack detection techniques play a vital role in
safeguarding web applications and user data from
malicious exploitation. By employing a combination
of static and dynamic analysis, machine learning,
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signature-based  detection, and WAFs, web
application developers and security practitioners can
strengthen their defenses against XSS attacks.

In this paper, we determine whether the input
string is an XSS attack or not by using a group of
special characters. For this purpose, we need to
model an information object, i.e., a query consisting
of a sequence of special characters from Table 1 and
keywords from Table 2.

The following characters and keywords often
used to construct XSS attacks:

Table 1. Special characters for defining XSS attacks

Variable Special Importance Variable Special Importance

symbols ratio symbols ratio
Ay «“ 0,561 As7 } 0,043
A, > 0,331 A # 0,552
Aj / 0,511 Agg + 0,033
Ay < 0,331 Az ! 0,047
As Spacebar 0,485 An , 0,067
Ag = 0,609 Ay @ 0,017
A; ¢ 0,318 Az ? 0,047
Ag : 0,174 Ay [ 0,013
Ay 0,997 Ags ] 0,013
Ao ( 0,532 Az - 0,144
A11 ) 0,532 A27 -~ 0,003
A - 0,144 A * 0,023
A1z ) 0,622 Agg | 0,003
A g’;‘) 0,023 A A 0,003
Ass & 0,622 Az % 0,037
Asp { 0,043 Agp $ 0,003

Table 2. Special keywords for defining XSS attacks

Variable -vlv(;%is Imﬁgﬁime Variable Key-words Imﬁg:itgnce
As3  FScommand 0,003 Asg Jscript 0,171
Azs  &lt;script&gt; 0,074 Asy Wscript 0,012
Azs  &lt;/script&gt; 0,164 Asg Vbscript 0,003
Ass on\w* 0,003 Asg Vbs 0,003
Aa7 style 0,097 Ago llayer 0
Asg xmins:xdp 0,003 Ag1 Iframe 0,015
Azg  Formaction 0,010 Agy Applescript 0
Aso Form 0,020 Ags Jar 0
As xlink:href 0,003 Ass Eval 0,006
As SeekTSi*ﬁ?e”t 0,003 Ass  Document 0,064
A4z FSCommand 0,003 Ags base64 0,018
Aug Applet 0,003 Agr </script> 0,164
Auss Audio 0,003 Asgs <script 0,161
Aue Basefont 0,030 Ao Keygen 0
Aar Base 0,023 Az 10bject 0,012
Aug Behavior 0,003 An Plaintext 0
Aasg Bgsound 0,003 Arn Mochae 0
Asg Blink 0 Az Style 0,097
As1  view-source 0 Azs Javascript 0,171
Asp Embed 0,020 Azs Xml 0,047
As3 Livescript 0 Azg Math 0
Ass Mocha 0,003 N Source 0,006
Ass Bechavior 0,003 Azg Svg 0,017
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Suppose some input string is observed L and

let X0 X2 %2 the frequency of occurrence in L
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pecial characters from Table 1 and let Xag Xagr-- X7

the frequency of occurrence of special keywords

from Table 2, 7 frequency of occurrence of all
other signs and numbers 0,1,2,...,9 in the line L.
From the point of view of defining XSS attacks,
common characters a,b,..., Z and numbers 0, 1, ...,
9 do not play an important role. So in this paper we
always assume that the frequency of occurrence of
all these symbols and numbers in the observed

string L is equal tol, i.e. 7 =1 in this way,
any string L can be defined with certain
characteristics as follows:

L= (X, X000 Xaz Xaa X780 %78) 56 an element of

some phase space X . From the definition L it is
seen that any element L from the constructed space
X lies on the hyperplane
G= {L Z(Xl’ Xgreees Xgp1 Xg3000) X7g, X79): X79 21}'
Using this hyperplane equation, we can assume
that the greater the frequency of occurrence of
special characters and keywords in the input string,
the more obvious is the proximity of the input string
L to XSS attacks. Therefore, it is natural to assume
that the attack definition function should be
increasing in the variables Xl’XZ""’X32’X33""’X78,

and decreasing in the variable %79 Based on these
considerations, the following function is proposed to
define XSS attacks, which is an increasing function

Xy Xgyees X3o1 Xag000y X7g and

X79

on the wvariables

decreasing in
78

2%
f(l—) = f(X1’ Xy reens Xgps Xggyeees X7g, X79) = 7si:17

Z X, + Xoq
i=1

As in this paper we always assume that the
frequency of occurrence of all other characters and
numbers 0,1, 2,..., 9 in the line L is equal to 1, then
from the last equality we obtain

78
D%

F(L) = T(X X000 Xags Xagoees Xogs Xpg) = 75—

ZXi +1
i=1

M)

If the input string is L is an XSS attack, then
this string must at least contain one special character
from Table 1 or one keyword from Table 2.
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78
D x =21

Therefore = and because the function f(L)

is increasing for each of the variables X its
78
D x =1
minimum at =
78
D> ox =1

i
i=1

is reached at the point L,

for which . Thus, if L random string and

f(L)21/2, then L is probably an XSS attack, in
which case it is built using a minimum of either 1 a
special character from Table 1 and 1 keyword from
Table 2 are used to build it, or 1 keyword from

Table 2. If, on the other hand f(L)<1/2 then the
input string is probably normal. Therefore, function
(1) can be used to recognize XSS attacks and
normal strings constructed with special characters
and keywords.

Further, let us refine the algorithm by using the
importance coefficients of special characters in the
construction of the recognition function. To do this,
let us construct the function

78
Zkixi
=1

fl(L) = fl(Xl’XZ"“’ X321 X3g5eems X78’X79) = 78i

kx; +1
=@
where  Ki» 0<ki <1, sign  importance
coefficients from Table 1. The importance

coefficients are calculated by examining 299 pieces
of real XSS attacks. Using the values of importance
coefficients and the form of function (2), it is easy
to determine the minimum of the new function

78
> x; 20,003

(L) under the condition = The

minimum of this function is reached at the point Ly ,

for the coordinates of which the equality
78

in =0,003

i=1 . Thus, from the new function f, (L)

we have that if L arbitrary string and f(L)=0,003
, then L is probably an XSS attack and in this case
at least 1 special character from Table 1 and 1
keyword from Table 2 are used to build it, or 1

keyword from Table 2. If, however f(L) <0,003
then the input string is normal. Therefore, function
(2) can be used to recognize XSS attacks and
normal strings constructed with special characters
and keywords.
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One of the advantages of a mathematical
algorithm is its adaptability. It can be trained and
tuned using both past and real-time data, allowing it
to constantly evolve and improve its detection
capabilities. To ensure detection accuracy and
minimize the number of false positives and false
negatives, it is crucial to have a complete dataset
that includes different vectors and scenarios of XSS
attacks.

Applying the proposed method does not require
complex mathematical calculations. Using statistical
processing of real incoming data, the importance
coefficients of all special characters and keywords
involved in the construction of XSS attacks were
calculated. Applying the obtained recognition
algorithm for the model that takes into account the
importance coefficients of special characters, a new
algorithm for recognizing XSS attacks was
obtained. Thus this method can be used as an online
tool to detect XSS attacks.

3 Conclusion

The mathematical algorithm for detecting XSS
attacks on web applications, taking into account the
frequency of occurrence and importance coefficient
of characters involved in the construction of
incoming requests presented in this research
leverages various mathematical techniques and data
analysis methodologies to identify potential XSS
vulnerabilities. In this case, from Tables 1 and Table
2 we can see that the importance coefficients for
special characters (table 1) have a significant
difference, and the importance coefficients for
keywords are very close to zero. Therefore, if we do
not take into account some parameters with zero
coefficients when constructing functions (1), (2), the
recognition of incoming queries is possible with
some small error.

In conclusion, a mathematical algorithm for
detecting XSS attacks on web applications is a
promising approach to improve the security of web
applications. Using mathematical principles and
data analysis techniques, it provides an adaptable
and systematic method for identifying potential XSS
vulnerabilities. However, it must be used as part of a
comprehensive security framework to provide a
robust defense against XSS attacks.

Our further research is devoted to the
development of a software tool based on the
proposed algorithm and its evaluation.
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