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Abstract: - Classical pseudorandom numbers generators (PRN) based on Galois and Fibonacci schemes are 
constructed, as a rule, using n-bit linear shift registers or corresponding n-order matrices and allowing both 
hardware and software implementation. The main disadvantage of such generators is their low crypto stability, 
the reason for which is that if by any means it is possible to obtain 2n bits of the generated sequence taken from 
any discharge of the generator, then with the help of the Berlecamp-Messy algorithm, it is possible to recover a 
primitive polynomial of n-degree nf , generating the generator. To increase the cryptostability of the PRN 
matrix generators is proposed to replace the classical Galois and Fibonacci matrices, uniquely determined by 
the primitive polynomial nf , at a fixed forming element  , equal to 10, by the so-called generalized Galois or 
Fibonacci matrices. A distinctive feature of generalized matrices is that the polynomials nf  generating them 
need not be primitive. At the same time, the constituent elements   must be chosen from the subset of 
primitive elements of the deduction field generated by the polynomial nf . The generalized PRN generators are 
free from the Berlecamp-Messy attack. The latter property is obtained because the Berlecamp-Messy algorithm 
solves the problem of computing one single unknown - the primitive polynomial nf , generating the generator. 
For variants of generalized matrix generators of PRN, there is a need to determine two unknown parameters: 
both the irreducible polynomial nf and the forming element  , jointly generating the generalized matrix, 
which turns out to be an unsolvable problem for the Berlecamp-Messy algorithm. 
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1  Introduction 
In the theory and practice of noise-resistant coding, 
[1], [2], [3], [4], cryptographic information 
protection, [5], [6], [7], and in other areas of science 
and technology, pseudorandom sequence generators 
(PRNs) of maximum length with acceptable 
statistical characteristics are widely used. The most 
popular applications are two main methods for PRN 
generation. The first is based on using n-bit linear 
feedback shift registers (LFSR) according to Galois 
or Fibonacci schemes, [8], and the second one relies 
on n-order square matrices, which, by analogy with 
the names of register generators we will call Galois 
and Fibonacci matrices, [9], [10]. The matrix 
generators form the same PRNs as the 
corresponding register generators.   

Structural and logical schemes of binary LFSR 
generators PRN are uniquely determined by 
generating polynomials nf  of n-degree (coinciding 
with the number of register digits), employing 

which the feedbacks in the shift registers establish. 
It is known, [11], that for a linear shift register to be 
a maximum period register equal to 2 1n  , the 
corresponding feedback polynomial nf  must be 
primitive (PrP).  

Based on the construction of PRN register 
generator structural-logic circuits, we will use the 
natural ordering of register digits, in which the 
lowest digit is located on the right, as it is accepted 
when writing down numbers in positional number 
systems. The problem of developing structural-logic 
schemes of Galois generators of the PRN is most 
easily solved, the technology of construction of 
which we will illustrate in the example of the 
generator, the feedback circuit of which is defined 
by a PRP of the eighth degree 8 101100101f  . The 

solution of the set task implies fulfilling such two 
stages, [9], [10].    
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Step 1. Form an eight-bit circular shift register 
(Figure 1) in the nodes of its feedback line and 
equidistantly arrange the digits of the selected 
primitive polynomial. 

 

 
Fig. 1: To construct the circuit of the eight-digit 
Galois oscillator PRN 

 
Step 2. Connecting the unit nodes of the 

feedback line with the XOR operator, as shown in 
Figure 2, we complete the construction of the 
classical LFSR generator PRN. 

 

 
Fig. 2: Structural diagram of the Galois generator of 
PRN generated by PrP 8 101100101f    

 

Each LFSR generator of the PRNs by the Galois 
scheme answers by uniquely related matrices, which 
we will call classical Galois matrices (CGMs) and 
denote by the symbol ( )n

fG , where n is the order of 
the matrix, and nf  is the PrP of n-degree that 
generates the CGM. Based on the PRN generator 
circuit shown in Figure 1, we quickly arrive at the 
general form of the CGM matrix 
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where  0,1i  , 1, 1i n  , are the internal 
coefficients of PrP nf , i.e., the coefficients located 
between the units enclosing the binary generating 
polynomial.  

In the following, we will omit the numbering of 
rows and columns of matrices for simplicity. 

By bolding the top row and the right column in 
(1), we represent the matrix ( )n

fG  in a compact form  

( )n

f

f 
  
 0

G
E

, 

where E and 0 are the unit matrix, the zero-vector 
column of (n-1)-orders and the arrow indicates the 
position of the high internal coefficient 1n   of the 
generating polynomial nf . 

Let us pay attention to such features of the 
matrix (1). First, the lower row of the matrix 
contains the forming element (FE)  , equal to 10. 
Secondly, each subsequent row of the matrix, except 
for the top row, is obtained by shifting the previous 
row to the left by one digit. Third, the top row of the 
matrix (1) represents the PrP nf , where the highest 
(left) unit is discarded. The above brief explanation 
makes it possible to formulate 

Algorithm of CGM synthesis: In the right 
corner of the bottom line of the synthesized n-order 
CGM ( )n

fG , the element forming it 10  , which is 

the minimal primitive element of the field (2 )nGF , 
is generated by the binary PrP of n-degree nf . 
Discharges in a string to the left of   are filled with 
zeros. Subsequent rows of the matrix ( )n

fG  (from 
bottom to top) are obtained by shifting the previous 
row one digit to the left. If, when moving a row, its 
highest unit digit goes outside the matrix (which is 
the upper row of the matrix ( ) )n

fG , then the (n+1)-
bit vector 100…0 corresponding to this row is 
reduced to the remainder modulo PrP nf  and, thus, 
the row becomes n-digit.  

The matrices ( )n

fG  are primitive in that the 
sequence of degrees of the matrices over the field 

(2)GF  forms a sequence of maximal length              
(m-sequence). 

By involutional right-side transposition (rotation 
of a square matrix to the auxiliary diagonal) CGMs 
(1) transform into classical Fibonacci matrices 
(CFMs) 
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a compact form of which is 
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where   is the zero-vector string of (n-1)-order. 
 
Through classical Galois and Fibonacci matrices, 

it is possible to generate binary m-sequences of 
pseudorandom numbers (PRNs) similar to the 
sequences formed by classical LFSR generators in 
Galois or Fibonacci configurations. It’s known that 
LFSRs are suitable generators of PRNs, but they 
have undesirable properties that reduce the 
efficiency of their use. For registers of length n, 

their internal state is a function of the n previous 
output bits of the generator. Even if the feedback 
scheme is kept secret, it can be determined from 2n  
generator output bits using the Berlecamp-Messy 
(BM) algorithm, [12], which reduces the crypto-
resistance of the PRN generator. 
 The main goal of this study is to develop PRN 
generators based on generalized Galois and 
Fibonacci matrices free from the Berlecamp-Messy 
attack. 
 

 

2  Simple Galois Matrices 
In the previous section, it noted that the classical 
Galois (1) and Fibonacci (2) matrices are 
interconnected by a right-side transpose, to denote 
which we use the symbol  , [13], i.e. 
 

( ) ( )n n

f f

f f


   
     

   0
G F

E E


.       (3)    

 
The peculiarity of the involutive transformation 

(3) is manifested in the fact that, first, the PRN 
generators based on the classical Galois and 
Fibonacci matrices form sequences of maximal 
length and, second, the sequences of pseudorandom 
numbers taken from any discharge of the PRN 
matrix generator satisfy all three postulates of, [14]. 
The second involutional transformation that 
preserves the properties of the matrices the same as 
those delivered by right-side transposition is the 
classical (left-side) transposition operation since 
there is no objective reason why this should not be 
the case. The matrices 

G  and 
F  are formed by 

the left-side transposition of the matrices G  and F . 
We will call them conjugate matrices.  

 
( ) ( )Т  G F G F . 

 
The compact forms of conjugate Galois and 

Fibonacci matrices have the form 

; .
ff

    
    

  

0 EE
G F


 

  
Finally, one more involutional transformation, 
preserving the properties of the original Galois and 
Fibonacci matrices, is the operation of matrices 
reversal 

( ) ( ) ( ) ( )( ) ( )n n n n

f f f fG F G F
 . 

 
The set of matrices  , , , 

G F G F , augmented 
by the corresponding inverse matrices, let us call the 
complete set of simple Galois-like matrices. The 
completeness of the group should be understood in 
the sense that except by using the left- and right-side 
transpose operations and the inversion operation, 
there are no other involutive transformations that 
would lead to the appearance of new matrices that 
are not included in the set of simple Galois-like 
matrices. 

Indeed, by numerical examples, it is easy to 
verify that such involutive transformations as 
turning by 180  the Galois matrices for their 
horizontal or vertical axes of symmetry are 
unacceptable since the transformed matrices lose the 
property of primitivity, i.e., their order becomes less 
than the maximum order. The involutional 
transformation of the type of rotation of Galois 
matrices clockwise (counterclockwise) by an angle 
equal to   is also unacceptable since it turns out to 
be redundant since 

  
( ) ( )  G F F G . 

 
The graph of the complete set of simple Galois-

like matrices is shown in Figure 3. 
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Fig. 3: Complete set involutive connected simple 
Galois-like matrices 

 
For example, Table 1 gives the complete set of 

simple Galois-like matrices of order four generated 
by PrP 4 10011f  . 

 
 

Table 1. Complete set of simple Galois-like matrices 
0 0 1 1
1 0 0 0
0 1 0 0
0 0 1 0

 
 
 
 
 
 
 

G  

0 0 0 1
1 0 0 1
0 1 0 0
0 0 1 0

 
 
 
 
 
 
 

F  

0 1 0 0
0 0 1 0
0 0 0 1
1 0 0 1

 
 
 
 
 
 
 

G  

1 1 0 0
0 0 1 0
0 0 0 1
1 0 0 0

 
 
 
 
 
 
 

F  

0 1 0 0
0 0 1 0
1 0 0 1
1 0 0 0



 
 
 
 
 
 

G =  

0 1 0 0
0 0 1 0
0 0 0 1
1 1 0 0



 
 
 
 
 
 

F  

0 0 0 1
1 0 0 0
0 1 0 0
0 0 1 1



 
 
 
 
 
 

G  

1 0 0 1
1 0 0 0
0 1 0 0
0 0 1 0



 
 
 
 
 
 

F  

 
As well as classical matrices ( )n

fG , all Galois-
like matrices are primitive matrices (generators) 
using which the maximum length PRNs form, and 
the sequences of PRNs selected from any discharge 
of the generator support all three postulates of the 
Golomb. 

Let us turn to the matrix G  (Table 1), the inverse 
of the simple matrix G . The compact form of 
matrices G  can represent in the following form 

f

 
 
 




0 E
G , 

where the bottom line, i.e., the combination f  , is 
nothing but the FE   of the matrix  G , the inverse 
of the forming element    of the simple matrix 
G . Based on the matrix G  from Table 1, we arrive 
at a relatively simple way to determine the FE   of 
the matrix G , generated by the PrP nf  of arbitrary 
degree n. Namely 

0 1 2 1\ 1n n nf        .              (4) 

In fact, by multiplying the right part of the 
expression (4) by FE   , and, reducing the 
product to the remainder modulo nf , we obtain  

 mod 1nf   , 
which confirms the correctness of the calculation of 
the FE   of the matrix G . 

The general form of the matrix ( )n

fG , the inverse 
of CGM (1), is as follows  
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 By right-side transpose of the matrix (5), we 
arrive at the inverse CFM 
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the compact form of which is 

( )n

f
f

 
  
 

E
F
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By left-side transpose of matrices (1), (2) and 
(5), (6), we obtain the corresponding simple 
conjugate Galois-like matrices. 

Let ( )S k  be the state of the matrix Galois-like 
PRN generator at the k-step. The state of the 
generator at the (k+1)-step is defined by the 
recurrence relation 

( )

bit

( 1) ( ) , 0,1, ,

, (0) 00 01

n

f

n

S k S k k

S

   



M

,        (7) 

where ( )n

fM  is one of the primitive Galois-like 
matrices of n-order generated by the PrP nf .  

Considering that simple Galois-like matrices 
contain unit matrices of (n-1)-order, we can 
significantly reduce the computer time required to 
estimate the oscillator's state at the following      
(k+1)-th computation step. 

Indeed, let us represent the state of ( )S k  
generators of PRN in the form of 
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 1 2 1 0( ) , , , ,k n nS k S s s s s   , 
where is  is the i-bit of the generator. Thus, equality 
(7) can be rewritten in the following form 

  ( )
1 1 2 1 0, , , , n

k n n fS s s s s   M .          (8) 
For the Galois generator PRN in (8) instead of 
( )n

fM , we should substitute the matrix ( )n

fG , given 
by expression (1). We have 
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n n
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s s s

      

 

    

 
 

where the upper index G means that the binary 
vector 1kS   is produced by the Galois generator. 

For the Fibonacci generator, replacing in (8) 
( )n

fM  by the matrix (2), we obtain  
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Similarly, we arrive at expressions for the binary 
vectors formed by the generators generated by the 
remaining simple Galois-like matrices, namely 
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 The computational complexity of the algorithms 
for generating PRNs based on the vectors ( )

1
M

kS   is 
proportional to the order n of the ( )n

fM  matrices. In 
contrast, the computational complexity of PRN 
generation by formula (7) is quadratically dependent 
on the order of these matrices. 
 
 
3  Generalized Galois Matrices 
Let us notice such features of the matrices ( )n

fG  

inverse classical CGMs ( )n

fG . First, the FE   of the 

matrix ( )n

fG  must exceed the value   of the forming 
element of the matrix, remaining a primitive 

element of the field generated by the PrP nf . 
Secondly, the algorithm for forming the matrix ( )n

fG  
remains similar to the algorithm for constructing the 
matrix ( )n

fG . Third, the solution nf , produced by the 
BM algorithm based on the set of bits generated by 
the matrix ( )n

fG  generator, is inverse to the 

polynomial nf . The matrices ( )n

fG  contain features 
that we will transfer to the generalized Galois 

matrix (GGM) notion, giving the term as follows 
Definition. We will refer to generalized Galois 

matrices (GGM) ( )
,
n

f G  as square matrices of order n 
generated by irreducible over 2F  polynomials nf  
and forming elements   belonging to the field 

(2 )nGF , and both nf  and   need not be primitive. 
GGM synthesis algorithm. The selected 

element   of the field (2 )nGF , generated by the 
irreducible polynomial (IP) nf , is placed in the 
lower right corner of the formed matrix ( )

,
n

f G . 
Element   acts as a forming element of the matrix 

( )
,
n

f G . All row bits to the left   fill with zeros. Each 
subsequent matrix row in the bottom-up direction 
forms by shifting one position to the left of the 
previous row. Zero writes to the cell that freed after 
the line shift. If the row's highest nonzero digit 
exceeds the matrix's left border at a particular shift 
step, this row is reduced to the remainder modulo 

nf , returning it to the limits of the formed matrix. 
Then the process continues according to the 
described scheme until all n  rows of the 
synthesized matrix fill.    

Following the above algorithm, let's compose a 
GGM, choosing, for example, the parameters of the 
synthesized matrix ( )

,
n

f G  as follows: 8;n   

8 100011011f  ; 01011011 . We obtain 
 

(8)
,

0 0 0 0 01 1 1
0 0 0 0 01 1 1

0 0 0 01 1 1 1
0 0 01 1 1 1 1

0 01 1 1 1 1 1
0 01 1 1 1 1 1

0 0 01 1 1 1 1
0 0 01 1 1 1 1

f 

 
 
 
 
 
 
 
 
 
 
 
 
 

G . 

 
We come to generalized Fibonacci matrices 

( )
,
n

f F  due to the right-side transposition of matrices 
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( )
,
n

f G . Note that the matrices ( )
,
n

f G  and ( )
,
n

f F  do not 
allow their compact representation in the form used 
for the classical matrices ( )n

fG  and ( )n

fF .  
From the theory of polynomials of one variable 

x, we know that multiplying an arbitrary polynomial 
( )k x  of k-degree is equivalent to shifting it one 

digit to the left. Or in other words, 

1( ) ( )k kx x x    .                   (9) 
Using relation (9) and taking into account the 

way of GGM formation, we write a chain of 
transformations 

 
1 1
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.  (10) 

The elements of the right vector-column 
inequality (10) are monomials which, being 
represented in binary form, turn the column into a 
unit matrix E  of n-order, i.e. 

 
1

2
1 0 0 0
0 1 0 0

0 0 1 0
0 0 0 11

n

n

x

x

x

E







   
   
   
    
   
   
    

,      (11)     

which allows us to postulate such provisions.  
Statement 1. The generalized Galois matrix 

( )
,
n

f G , generated by IP nf , is isomorphic to its 
forming element  , which is a field element 

(2 )nGF , i.e. 
( )
,
n

f   G ,                        (12) 
 
where   is the sign of isomorphism. 

Thus, according to expressions (9)-(11), there is 
a one-to-one correspondence between the GGM 

( )
,
n

f G  and its FE  , which is represented by relation 
(12), leads to the results below in the form of 
consequences:    

Consequence 1. A generalized Galois matrix 
( )
,
n

f G  is primitive if its forming element   is a 

primitive element of the field (2 )nGF , generated by 
an irreducible (not necessarily primitive) 
polynomial .nf  

Consequence 2. To raise the generalized 
Galois matrix to degree k is sufficient to calculate 

(mod )k
nk f  , which is just the generating 

element of the k-degree of the matrix ( )
,
n

f G . 
Statement 2. A PRN generator based on a 

Galois matrix ( )
,
n

f G  such that nf  is not primitive 
and   is a primitive element of the field 

(2 )nGF  generated by the polynomial of nf  found to 
be free from the BM attack. 

Let us prove Statement 2 with simple numerical 
examples. Let the nonprimitive IP of the eighth-
degree 8 100011011f   and the FE  , a 
primitive element of the field generated by the 
polynomial 8f , be chosen. Let us define the first 16 
eight-bit elements of the multiplicative group caused 
by k-degrees of FE   modulo 8f , which we place in 
Table 2. The sequence of the multiplicative group 
elements repeats the PRN of binary vectors 
calculated by the formula (9) if the parameters f  
and   of the matrix (8)

,f G  coincide with the 
corresponding parameters of the example under 
consideration.  

A set of bits of any column in Table 2, fed to the 
input of the BM algorithm, leads to the output of the 
PrP ' 100011101f  . If, for example, while keeping 
the generating polynomial 8f , we choose   
as a primitive FE, then the solution of the BM 
algorithm is PrP 100101011''f  . Both 'f  and ''f  
are different from 8f .  Thus, we have confirmed 
that the generalized matrix generators of PRNs are 
free from the Berlecamp-Messy attack. 

 
Table 2. Fragment of the multiplicative group 

k 
# of binary vector discharges 

8 7 6 5 4 3 2 1 
1 0 0 0 0 0 0 1 1 
2 0 0 0 0 0 1 0 1 
3 0 0 0 0 1 1 1 1 
4 0 0 0 1 0 0 0 1 
5 0 0 1 1 0 0 1 1 
6 0 1 0 1 0 1 0 1 
7 1 1 1 1 1 1 1 1 
8 0 0 0 1 1 0 1 0 
9 0 0 1 0 1 1 1 0 
10 0 1 1 1 0 0 1 0 
11 1 0 0 1 0 1 1 0 
12 1 0 1 0 0 0 0 1 
13 1 1 1 1 1 0 0 0 
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14 0 0 0 1 0 0 1 1 
15 0 0 1 1 0 1 0 1 
16 0 1 0 1 1 1 1 1 

The noted feature of the generalized matrix 
generators of PRN appears for the following 
reasons. The BM algorithm successfully copes with 
defining only one unknown parameter — PrP nf , 
generating matrix generators. In generalized PRN 
generators, in addition to the primitive FE  , the 
unknown is also the irreducible polynomial nf , 
which, together with  , generates the matrix ( )

,
n

f G . 
However, the BM algorithm is not designed to 
calculate the two unknown parameters and, 
therefore, becomes invalid when organizing an 
attack on the generalized PRN generators. That is 
first. Secondly, in any case (whether the conditions 
of applicability of the BM algorithm are satisfied or 
not), the processor implementing the BM algorithm 
always gives as a solution that or the value of PrP of 
n-degree. At the same time, it can build the 
generalized matrix generators of PRN based on IPs, 
not necessarily primitive. 

Can easily extend the results obtained to the 
space of objects (IPs and GGMs) over a simple 
Galois field of arbitrary odd characteristics p. For 
illustration, let us give the generalized matrix ( )

,
n

f G  
of the fourth order over the field 5F , generated by 
the IP 4 13201f   and the primitive FE   . 

 

(4)
,

0 3 0 1
4 2 2 0
0 4 2 2
3 4 0 2

f 

 
 
 
 
 
 

G . 

 
The matrix (4)

,f G  is primitive, and the period of 
the multiplicative group that compiles from it is 
624. 

 
 

4   Key Scientific Findings and Future 
The study results hold significant importance from 
both scientific and practical standpoints due to the 
development of algorithms for constructing crypto-
resistant matrix generators of pseudorandom 
numbers. These generators are based on generalized 
Galois matrices and offer reliable protection against 
Berlekamp-Massey attacks. What factors contribute 
to the enhanced cryptographic strength of the 
proposed pseudorandom number generators when 
compared to PRN generators using classical Galois 
matrices? Two key factors should be noted. 

Firstly, highly sparse matrices, which CGMs fall 
under, may exhibit specific structural patterns that 
compromise the randomness of the PRNG sequence, 
rendering it more susceptible to predictive attacks. 
Secondly, the pronounced sparsity of CGMs 
simplifies the application of Berlekamp-Massey 
attacks, which aim to recover the linear feedback 
structure within the generator. 

Now, let's highlight the distinctive features of 
generalized Galois matrices and the PRN generators 
based on them. Firstly, GGMs contain a higher 
density of random elements than CGMs, resulting in 
the increased cryptographic resilience of the PRN 
generators. Secondly, effective algorithms for 
breaking GGM-based PRN generators, which 
maintain polynomial complexity in calculations, 
have not yet been developed. Any attempt to launch 
a frontal attack on the generator is practically 
unfeasible due to the challenge posed by the 
"nightmare of large numbers," significantly when 
the order of GGM exceeds 30. 
  
 
5  Conclusion 
The main results of this work are: 

1. The variants of construction of binary 
generators of PRN based on the so-called 
generalized Galois and Fibonacci matrices, by 
which the identical binary sequences as the 
sequences formed by the corresponding register 
generators can generate programmatically, have 
been developed. The transition from classical to 
generalized Galois and Fibonacci matrices, 
accompanied by the expansion of the manifold of 
matrix generators of PRN, is provided in two ways. 
Firstly, the expansion of the manifold is achieved by 
increasing the number of primitive elements 
forming generalized matrices since the classical 
PRN generators use only the element equal to 10 in 
the matrices. Secondly, if the matrices of classical 
PRN matrix generators are constructed based on 
primitive polynomials, the IPs, which are not 
necessarily primitive, can be used in the matrices of 
generalized generators.   

2. It is shown that the generalized PRN matrix 
generators are free from the Berlecamp-Messy 
attack. The noted property is a consequence of this 
peculiarity of the Berlecamp-Messy algorithm. 
When classical PRN matrix generators cracked 
using the Berlecamp-Messy algorithm, the problem 
of computing the only unknown, the primitive 
polynomial generating the generating matrix is 
solved. In generalized PRN matrix generators, there 
is a need to determine two unknown parameters: 
both the irreducible polynomial and the generating 
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element that jointly generate the generalized 
matrices, i.e., a problem arises that is intractable for 
the Berlecamp-Messy algorithm by definition. 

3. One of the most promising directions of 
applying generalized Galois and Fibonacci matrices 
is cryptographic applications, particularly the 
construction of crypto-stable systems of stream 
information encryption. 
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