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Abstract: This paper discusses methods, tools, approaches, and techniques used for the penetration testing on the cloud-based
web application on Amazon AWS platform. The findings of a penetration test could be used to fix weaknesses and
vulnerabilities, and significantly improve security. The testing is implemented by undertaking a malicious attack aiming to
breach system networks and thereby confirm the presence of cloud infrastructure. The research focuses on cloud-based web
applications' high-risk vulnerabilities such as unrestricted file upload, command injection, and cross-site scripting. The
outcomes expose and approved some vulnerabilities, flaws, and mistakes in the utilised cloud based web application. It is
concluded that some vulnerabilities haveto be considered before architecting the cloud system. Recommendations are proposing

solutions to testing results.
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1. Introduction

The penetration testing is a kind of security testing that
identifies security flaws that an attacker may exploit in an
operating system, network system, application, and web
application, to bypasses antivirus, firewall, and Intrusion
Detection System (IDS) and Intrusion Prevention System
(IPS). It is also known as ethical hacking, white-hat hacking,
or pen testing. The scope of penetration testing might vary
based on the needs of the organisation, often known as Red
Teaming.

According to the Blog post by Thompson (2019) In the
early 2000s, the word and concept of Red Teaming gained
popularity in the military and intelligence industries and, more
recently, in the cybersecurity sector. People often use the
terms "Red" and "Red Team" to refer to those who do
offensive security testing, and "Blue" and "Blue Team" to
refer to those who operate on the defensive side.
Consequently, "Red" activity might refer to any kind of
offensive security testing.

In recent research by Fonseca and Vieira (2008) If
exploited by hackers, software flaws that lead to security
breaches may have a severe effect. Although configuration
and human error are other possible sources of vulnerabilities,
software flaws account for the vast majority of security
breaches. To reduce these types of breaches and attacks
organizations need a penetration tester who can test their
systems.

Nowadays, Cloud services have been growing very
rapidly, and every organisation has been using them directly
or indirectly. Cloud systems have been divided into three
categories as Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS). These
categories have different shared responsibility model of Cloud
Security.

According to (PurpleBox, 2021; Varghese, 2021;
Nettitude, 2022) Cloud has some common vulnerabilities
listed below:

Insecure Application Programming Interfaces (APIs)
Misconfigurations of cloud security

Weak credentials

Outdated software
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Insecure coding practices

Unauthorized Access

Hijacking of accounts services or traffic
External sharing of data

Malicious insiders
Malware/ransomware

This research will discover how white-hat hackers,
penetration testers, ethical hackers and red teamers have
used tools, approaches to attack and techniques. By having
the same mentality and using the same techniques and
methods as a black-hat hacker, unauthorized hacker, or
threat actor.

1.1 Aim

Penetration testing aims to prevent inappropriate
behaviour by identifying vulnerabilities before attackers do.
Pen testers concentrate on security testing by attacking and
exposing vulnerabilities.

In recent research by Sun et al. (2019) Power corporations
have enormous and own a multitude of information and
communication devices. Tools for automated vulnerability
scanning have a high mistake rate and missing frequency,
making it impossible to satisfy current demands. For instance,
while resolving system vulnerabilities, the vulnerability
scanning equipment verifies the existence of the vulnerability
by detecting the system version. In the news by Jones (2019)
The greatest blackout in history occurred in Venezuela on
March 7, 2019, and the government declared it was the result
of cyber-attacks. According to the news by BBC News (2017)
In 2015 and 2016, the Ukrainian power system as well as the
national railway systems, several government ministries and
national pension fund systems. also experienced significant
outages as a result of cyber-attacks. In the news by Solon and
Hern (2017) The WannaCry or WannaCrypt ransomware
malware damaged over 230,000 machines in over 150
countries, with the NHS, Telefonica, and German state
railway one of the most damaged. According to the work of
Fonseca et al. (2008) A significant proportion of web software
developers lack the necessary software engineering skills and
competencies to generate secure code. There has a large
collection of vulnerabilities affecting several services that may
be exploited maliciously, with potentially devastating results.
Constraints on time to market and lower cost policies
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encourage businesses to deploy their software as quickly as
possible, in many instances without implementing the quality
assurance methods required to discover and mitigate any code
vulnerabilities. These companies need a penetration tester
who can handle, test and try to stop such these cyber-attacks.

Likewise, in many other fields, the penetration testing
process has been assisted by a wide variety of automated tools
and manual tools. The research will explain some tools in brief
and how helpful in cyber security.

1.2 Objectives

The main objective of this research has to explore new
tools, new approaches & new techniques and which one is
best. Professionals in penetration testing have availability so
many tools, approaches, and techniques that selecting the best
effective ones to include in their tool kit have quite difficult
and different from other tools.

Functional objectives: Research required some technical
stuff such as a cloud-based web application to perform
penetration testing, an Amazon Web Services (AWS) account
required for the setup of web application on Elastic Compute
Cloud (EC2) and some additional configurations to setup web
application and communicate with the web application, EC2
port 80 and port 22 needed to accept inbound traffic to
communicate from researcher system, required fully
functional web application source code, fully understanding
of cloud infrastructure to setup the web application, required
to install some software which has required to up and running
to web application and required some tools to analysis the
vulnerabilities of web applications.

Non-functional objectives: The research required some
management stuff such as making sure the web application,
has not public access and only communicates with the
researcher’s system or authorized person because anyone
could access and attack from the internet and it could be
dangerous to Confidentiality, Integrity, and Availability (CIA)
of EC2 data, the whole infrastructure of AWS and AWS
account, methods, approaches, and techniques of penetration
testing must be reported in properly detail to easily
understandable to senior management, the report must be
followed by technical and non-technical language and guides,
a web application must have demo or dummy data if by
mistake web application expos to the public then it will protect
the CIA model.

2. Findings

2.1 Amazon Elastic Compute Cloud (Amazon
EC2)

The Amazon Web Services (AWS) Cloud's EC2 service
offers scalable computational resources. Using Amazon EC2
eliminates the need to invest in hardware upfront and makes it
easy to create and deploy apps more quickly. Anyone may
deploy as many or as fewer virtual machines as would like, set
security and networking, and manage storage using Amazon
EC2. According to AWS (2022) AWS provides cloud web
hosting options that enable corporations, non-profits, and
governmental organisations to provide their internet websites
applications at a cheap cost. Customers who want full control
and flexibility in their web server design and maintenance can
choose AWS EC2.

E-ISSN: 2224-2872

105

Rafid Al-Khannak, Sajjan Singh Nehal

EC2 has been created for a web application by the
researcher, so the researcher can perform some tests on it as
shown in Figure 1. EC2 has been used Ubuntu Linux platform
and the t2.micro instance type used as shown in Figure 1 to
configure Apache, Hypertext Pre-processor (PHP), and
MySQL. Web applications have been required to allow
inbound traffic on port 80 and SSH required port 22 to
communicate with only the researcher’s system that’s why
EC2 required a Security Group with custom configurations as
shown in Figure 2.

nnnnnnn

Fig. 2. EC2 security group

2.2 Information Gathering

Nmap or Network Mapper has invented by Gordon Lyon,
a network analyser. Nmap has been a network discovery tool
that sends packets and analyses the response to find hosts and
services on networking. Nmap has been compatible with all
major operating systems, and have been offered in the
command-line interface Nmap. According to Orebaugh and
Pinkard (2008) System administrators, security and network
engineers, incident response  specialists, firewall
administrators, penetration testers, computer administrators,
domain administrators, network administrators and IT
security professionals. have been utilising it to scan company
networks for live hosts, individual services, or even certain
Operating system platforms. It can do basic, bare-bones scans,
such as Internet Control Message Protocol (ICMP) pings to
detect whether targets have up or down, find a system, scan
for an open port, identify which service could be running on a
particular port, or detect the operating system of a target.

Nmap scan has found two open ports, the first port 80 has
used for HTTP and the second port 22 has used SSH. Both
port types have TCP. Nmap also found the internal hostname
is “ip-172-31-12-22.eu-west-2.compute.internal”. Services
name and services version running on open ports, Apache has
been running on port 80 and version number httpd 2.4.32 and
OpenSSH has been running on port 22 with version number
8.9pl. It has been found DNS name “ec2-18-168-225-11.cu-
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west-2.compute.amazonaws.com” and by using the “nmap -
sCV 18.168.255.11” command as shown in Figure 3.

Fig. 3. Nmap scan output

A standard HTTP flow starts with a client machine
sending a request to a server, which immediately sends a
response message. According to Mah (1997) HTTP, an
application protocol used by WWW servers and clients,
dominates the worldwide Internet traffic. The HTTP used a
request-response protocol to transmit the data that comprise
Web content.

Nmap result has shown port 80 has running Apache so it
means clear to port 80 has hosted a web application. The
researcher opened the “18.168.255.11” IP address of the target
into the web browser and got a webpage, which indicates the
web server has two folders “DVWA?” and “bWAPP” as shown
in Figure 4. There has hosted a “DVWA?” application which
has worked properly as shown in Figure 5.

Index of /

Welcome to Damn Vulnerable Web Application!

WARNING!

Fig. 5. DVWA web application working

2.3 Unrestricted File Upload

The Unrestricted File Upload threat occurs as a result of
weak or incorrect file-type validation measures established
before files have been uploaded to the web application.

Huang et al. (2019) Hackers can use unrestricted file
upload vulnerabilities to upload and execute malicious scripts
on web applications, which can be run on the web server.
According to OWASP (2019) Uploaded files pose a serious
threat to systems. Many cyberattacks begin by uploading code
to the system being hacked. The attacker then simply has to
figure out some way to execute the code. The attacker can
complete the very first step by using a file upload. In the article
by Starov et al. (2016) Web shells have been pieces of code
that hackers uploaded to a web server in order to perform
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unrestricted commands remotely, maintain access, and
escalate their privileges. According to research by Acunetix
(2015) File upload has provided a major risk that few people
have awareness of, much alone how to guard against
exploitation. Worse, many web apps include unsafe,
unrestricted file upload capabilities.

The web application has been hosted on AWS EC2
because Nmap found the DNS name “ec2-18-168-225-11.eu-
west-2.compute.amazonaws.com” so an attacker can be
identified from it. To analyse the DNS name start part has
“ec2” with IP address and the middle part has “eu-west-2”
location of EC2 running in AWS London region and the last
part has the name of provider “compute.amazonaws.com”.

The web application has a file upload option to upload an
image file as shown in Figure 6. But the attacker can upload
Hypertext Pre-processor (PHP) web shell or malware files
instead of an image file as shown in Figure 7, that could gain
access to the EC2 file system, and all data stored on the web
server. Its web shell could be finding a possible way to get root
user permissions or privileges escalated to gain upper-level
users for access system service or root file system.

Vulnerability: File Upload

More Information

Fig. 6. Image file upload option

Vulnerability: File Upload

Fig. 7. PHP web shell uploaded successfully

2.4 Command Injection

A hacker executing commands on a system from a remote
machine has been referred to as Remote Code Execution
(RCE), also known as code injection or command injection.
According to Zheng and Zhang (2013) RCE attacks have one
of the most dangerous threats to any web app or web server. It
has become a type of Cross-Site Scripting (XSS) attack in
which client input has collected and run as web server code.
RCE attacks frequently need the coordination of several
queries from the client end, as well as the manipulation of
string and non-string inputs, in order to negate the access
control protocol and generate unexpected execution pathways
on the server side. In the research by Choi and Kim (2018)
Remote code injection technique has been used by attackers
to remotely insert their primary function code into all other
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services for execution. According to OWASP (2021) From
July 2004, RCE was among the most dangerous web attacks.
RCE has been the most common PHP security vulnerability,
making it the number one danger on the ranking of web
application security risks.

Burp, often known as the Burp Suite, has become a great
tool used for web application penetration testing. It has been
created by Portswigger, which has also the alias of its creator,
Dafydd Stuttard. According to Mohan, Swaminathan and
Shafana (2022) This has become a top tool that all experts use
to analyse vulnerabilities in order to get access to the target
system. It has been used to set up a proxy in order to uncover
new vulnerabilities, launch an attack, and find the credentials
for target machine access. In the article by Lopez de Jimenez
(2016) Burp Suite seems to be an amazing pen testing and
secure web platform. This tool offers several useful functions,
including such as Interception using a proxy, crawling to a
website using a spider, automatic vulnerabilities detector,
decoder, logger, comparer, repeater, support for custom
plugins, and many other features.

According to Cheng, Guo and Gao (2010) The method that
converts a string into a correct Uniform Resource Locator
(URL) format has known as URL encoding. URL has been a
character string that includes letters, numbers, and special
characters. URLs can take several various forms depending on
the character set encoding (for example, Guojia Biaozhun
Kuozhan (GBK) encoding or Unicode Transformation Format
— 8-bit (UTF-8) encoding). They use GBK encoding as an
example to demonstrate (the theory of UTF-8 encoding has
similar to GBK). URL encoding substitutes the “%” sign
followed by two hexadecimal numbers corresponding to the
character values in the character set for unsafe American
Standard Code for Information Interchange (ASCII)
characters.

According to Khawaja (2021) Bash's generality,
penetration testers may execute powerful terminal commands
without the requirement to install a compiler or an integrated
development environment. Bash has been used to create faster
simple tools that penetration testers may utilise to save time.
Bash scripting allows you to write into the terminal command
line output in two ways. The first and most basic technique
has to utilise the echo command. The printf command has the
second technique.

The web application has the function to ping a device as
shown in Figure 8.

- Vulnerability: Command Injection

Ping a device

More Information

Fig. 8. Ping a device option

The attacker can test as a normal user to verify the
functionality and then enter the test IP address “127.0.0.1”.
Before submitting the attacker has set up the browser proxy to
intercept all requests from the browser into the Burp suite as
shown in Figure 9 and modified the “ip” parameter data
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because the attacker entered the IP address set on the “ip”
parameter. To exploit the webserver payload has been used
“127.0.0.1 && 1s”. In the payload first part used IP
“127.0.0.17, the mid part used “&&” to add additional bash
commands, and the last part used the “Is” command to list the
files and directories in the current working directory. URL
Encode payload because of web server only accepts URL
Encoded parameter and replaces “ip” parameter data with
encoded payload “127.0.0.1+%26%26+1s” as shown in Figure
10 and sent to the server.

Fig. 10. Change parameter data

As comparing Figure 11 has shown a response back to
normal ping data and Figure 12 has shown a response back to
the browser with the IP ping result and list of files and
directories.

- Vulnerability: Command Injection

Ping a device

More Information

Fig. 11. Normal ping result
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- Vulnerability: Command Injection

[ Ping a device

x5 00 More Information

Fig. 12. Result of command injection

The attacker has created two folders ‘leet’ and ‘singh’ on
a web server using “127.0.0.1 && mkdir singh leet” shown in
Figure 13. The attacker has also created a file ‘attack.php’ on
the webserver using “127.0.0.1 && touch attack.php” shown
in Figure 14.

- Vulnerability: Command Injection

[ Ping a device

More Information

Fig. 13. Created two folders

- Vulnerability: Command Injection
[ Ping a device

Fig. 14. Created new ‘attack.php’ file

The attacker has renamed the 'leet’ folder into 'bucks' using
“127.0.0.1 && mv leet bucks” as shown in Figure 15. The
attacker has changed file extension ‘attack.php' into
'attack.html' using “127.0.0.1 && mv attack.php attack.html”
as shown in Figure 16.

- Vulnerability: Command Injection

Ping a device

More Information

Fig. 15. Rename 'leet' folder into 'bucks'
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" Vulnerability: Command Injection

Ping a device

55 Resect More Information

Fig. 16. Changed extension 'attack.php' into 'attack.html'

The attacker has deleted folder ‘bucks’ using “127.0.0.1
&& rm -rf bucks” as shown in Figure 17. It can be used to get
more internal information gathering, gain access or privilege
escalation, maintain access and cover tracks and so on into the
EC2.

- Vulnerability: Command Injection

Ping a device

Fig. 17. Delete the 'bucks' folder

2.5 Cross-Site Scripting (XSS)

Cross-site scripting (XSS) happens whenever attackers
execute malicious JavaScript within a user's web browser. In
the report by Hasan and Meva (2018) XSS has been a scripting
attack where the attacker injects or executes the script on the
user's side of the browser in order to obtain the user's
credentials. By sending payloads on the client side, the
attacker attempts to obtain the user's credentials via the web
server. In the research by Zalbina et al. (2017) The common
example case has been that the hacker injects the payload into
an insecure field of a web app, and once the user visits the
page, the payload captures other users' cookies and sends them
to the attacker, or the attacker redirects users to phishing
websites. In the article by Kalra (2020) XSS has been a code
injection attack that has been executed on the client side of a
Web App. In this case, the attacker injects malicious script
into their web browser. The dangerous script has been
executed every time anyone accesses that web server. It can
do user harm by taking cookies, session tokens, and other
sensitive data. According to an article by Salas and Martins
(2014) XSS has a kind of injection attack that hijacks users’
data. Its goal has been to save, change, or erase requests,
manipulating the web server and the web services user.

JavaScript has been a client-side programming language
that executes within the web browser on websites, often
abbreviated as JS. According to CNET News staff (1995)
JavaScript, an open, cross-platform object-scripting language
designed for developing and modifying Web applications, was
introduced this morning by Netscape Communications and
Sun Microsystems. JavaScript would battle with Microsoft's
Visual Basic, a programming language for creating dynamic
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web pages. Jensen, Mpller and Thiemann (2009) JavaScript
seems to be an object-oriented programming language that
models inheritance via prototype objects. Because almost all
present actions have been accessed through prototype objects,
it has critical that the analysis correctly represents these
objects.

According to OWASP (2022) There have been three kinds
of XSS attacks: Reflected XSS, Stored XSS, and DOM-based
XSS.

1) Reflected XSS

According to Bellatriu (2014) Reflected XSS becomes one
of the most common types of XSS attacks nowadays. It loads
from the Uniform Resource Identifier (URI) provided by the
user rather than the web server. This technique has a strong
social engineering part, since the attacker must encourage the
victim to click on a hyperlink that includes a malicious script
that will conduct a harmful activity. Typically, these malicious
activities include installing key loggers, hijacking cookies, or
modifying the page's content.

The web application has a function to ask for the name and
web server written in Hyper Text Mark-up Language (HTML)
source code and the web browser has printed out in webpage,
for example, just entered “Singh” and submit to the server.
The web server has sent back to the user in web browser URI
“http://18.132.212.187/DVW A/vulnerabilities/xss_r/?name=
Singh” appended parameter “name=Singh” as shown in
Figure 18.

Vulnerability: Reflected Cross Site Scripting (XSS)

Fig. 18. Reflected XSS normal result

From this function attacker could simply enter JavaScript
payload “<script>alert("Your website is hacked")</script>"
into the name input field and the web server has sent back with
URL
“http://18.132.212.187/DVWA/vulnerabilities/xss_1/?name=
<script>alert(""Y our website is hacked")</script>" and print in
the webpage as shown in Figure 19. JavaScript payload had
been exploited on the web server as shown in Figure 20.

Vulnerability: Reflected Cross Site Scripting (XSS)

— e v

More Information

Fig. 19. Reflected XSS payload in source code
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Fig. 20. Reflected XSS after exploitation

2) Stored XSS

According to Bellatriu (2014) Stored XSS has been a
special kind of attack, and it has been the most dangerous. The
attacker just has to utilise an input field that saves data on the
database to store the JavaScript in the web server. It relies on
a small piece of JavaScript payload immediately stored on the
website rather than the URI visits by the victim. When a
person visits the infected website, he/she will get the normal
experience, but his/her browser will run the JavaScript code
then the user got hacked by it. When another user views, the
infected page the same thing will be performed.

The web application has the functionality to ask for the
Name and Message and it has been storing data on the
webserver and webserver write in HTML source code and the
web browser has printed out in webpage for example, just
entered “singh” & “hello there” and submit to server. The web
server has sent back to the user on the web page appended the
entered data as shown in Figure 21.

Fig. 21. Stored XSS normal test

From that functionality attacker could simply enter
JavaScript or HTML payload “Please enter email and
password:<br> <input type="text"><br><input
type="password">" into the “message” input field to and
webserver has sent back on web page appended name “leet”
and created HTML input fields as shown in Figure 22. This
page has been visible to anyone because the payload has been
stored in the web server. If anyone has visited this page, he/she
will be infected by this stored payload.
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Vulnerability: Stored Cross Site Scripting (XSS)

Fig. 22. Stored XSS after exploitation

3) Document Object Model (DOM) based XSS

According to Bellatriu (2014) Both previous XSS attacks
depend on data sent by a malicious attacker, reflected or stored
by the web application, and viewed by one or more victims.
This approach wasn't used in DOM-based XSS, which makes
it more difficult to detect. This attack has based on client-side
code that populates the web application. For instance,
JavaScript code makes use of the DOM element document.
Fill in the details with the URL. An almost same example may
be utilised as in the reflected XSS attack. The code that writes
down the username in this scenario may be a script that utilises
the document URL element as shown in Figure 23.

<SCRIPT>

var pos=document.URL.indexOf ("user=")+5;

document .urite(document.URL.substring(pos,decument.URL.length))
</SCRIPT>

Fig. 23. DOM XSS code (Source: Bellatriu (2014))

In the report by Hasan and Meva (2018) When a
programme accesses the user's information and writes it in
HTML format, DOM-based XSS occurs. This sort of
vulnerability seems frequent in RSS feeds.

The web application has the functionality to select a
language and the webserver writes in HTML source code and
the web browser has printed out in webpage, for example, just
selected “English” and submit to the server. The web server
has sent back to the wuser in web browser URI
“http://18.132.212.187/DVWA/vulnerabilities/xss_d/?default
=English” appended parameter “default=English” as shown
in Figure 24.

Fig. 24. DOM-based XSS selects a language

From this function attacker just modify the URL and enter
some JavaScript payload ‘“<script>alert("Your website is
hacked")</script>" send to webserver and webserver has
written in source code of webpage “<script>alert("Your
website is hacked") </script>" and URL
“http://18.132.212.187/DVWA/vulnerabilities/xss_d/?default
=<script>alert("Your website is hacked")</script>" as
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shown in Figure 25. JavaScript payload had been exploited on
the web server as shown in Figure 26.

Vulnerability: DOM Based Cross Site Scripting (XSS)

More Information

Fig. 25. DOM-based XSS payload written in HTML

Fig. 26. DOM-based XSS exploited result

3. Conclusions

The research described and contrasted major penetration
testing tools, methods, and approaches in order to perform
penetration testing most accurate results on the cloud-based
web application. The research provided different studies and
methods of analysis to support the penetration testing process;
the researcher tested a cloud-based web application with a
penetration testing process, identifying many methods, tools,
techniques, and limitations connected with the penetration
testing.

According to Pierce, Jones and Warren (2006) Penetration
testing enable a business to evaluate its security infrastructure
available at a given point in time. Both testers and customers
must abide by the law: clients must avoid changing test results,
while testers must avoid becoming associated with the hacker
community. The ethics of penetration testing revolve around
integrity, protecting and defending the customer while also
upholding the security profession through ethical behaviour.

In the research by Khan and Khan (2012) Software testing
may give an excellent view of the software, allowing the
business to realise and evaluate the threats involved in
software deployment. According to the article by Kalra (2020)
Attacks must not be overlooked. These cyberattacks appear
straightforward, yet they may inflict significant damage to
business systems, resulting in data breaches, fraud, and other
issues. They have been prevalent today because most
developers are unconcerned about online application security.
Another cause for this assault has been consumers' lack of
information about cybercrime, which makes them vulnerable
to social engineering attempts. Proper mitigation has
unquestionably vital for the secure utilization of systems.
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Several issues were discovered throughout the project's

development; some were resolved, while others were not, but
a lot was learnt as a result of them.

4. Future Recommecdation

Penetration Standards, Frameworks and Methodologies

can be very helpful to secure and fix their cybersecurity issues.

There are most popular

standards, frameworks, and

methodologies such as Open Web Application Security
Project (OWASP) Top 10, Open-Source Security Testing
Methodology Manual (OSSTMM), Information Systems
Security Assessment Framework (ISSAF), National Institute
of Standards and Technology (NIST) and Penetration Testing
Execution Standard (PTES).
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