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Abstract: Recent progress on pairing based cryptography was the use of extension of finite fields of the form
[F,x, and it was a lot secure and efficient when & > 12. In this paper, we will use the tower building technique
to study the case of k=36 to improve arithmetic operation. We will use a degree 2 or 3 twist to carry out most
operations in IF2, Fps, Fpa, Fpe, Fpo, iz, s and Fpse, many paths will be found. Finally we will take the
optimal case to improve the computation in optimal ate pairing
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1. Introduction

After the discovering of pairing-based cryptography,
developers and researchers have been studying and
developing new techniques and methods for con-
structing more efficiently implementation of pairings
protocols and algorithms.The first pairing is intro-
duced by Weil Andre in 1948 called Weil pairing,
after that more pairing are appear like tate pairing,
ate pairing and a lot more. The benefit of Elliptic
curve cryptosystems which was discovered by Neal
Koblitz [[lI] and Victor Miller [2] is to reduce the key
sizes of the keys used in public key cryptography.
Some works are presented in [3] interested in signa-
ture numeric. The authors in [4] show that we can
use the final exponentiation in pairings as one of the
countermeasures against fault attacks. In [5],[6].[7],
[13] Nadia El and others show a study case of work-
ing with elliptic curve with embedding degree 5,9,15
and 27. Also in [9],[LO],[[11],[[12] researchers show
the case of working with a curve with embedding de-
gree 18. In [8] they give a study of the security level
of optimal ate pairing.

In the present article, we seek to obtain efficient
ways to pairing computation for curves of embedding
degree 36. We will see how to improve arithmetic op-
eration in curves with embedding degree 36 by using
the tower building technique. We will give all the
cases studies that build these curves of embedding
degree 36, we will also studies the cases when using
a degree 2 or 3 twists, to handle most operations in
sz, sz, Fp4, Fpe, Fpe, Fplz, Fpls and sze. By mak-
ing use of this tower building technique, we can also
improve the arithmetic of Fps, 12, s and Fpse in
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order to get better results. Finally we will compare
these cases to know which one is the optimal arith-
metic path on Fp2, Fps, Fpa, Fpe, Fpo, Fpp2, Fpis and
F 36 .

Irf this paper, we will investigate and examine what
will happen in case of optimal ate pairing with em-
bedding degree 36.

The paper is organized as follows: section 2, we re-
call some background on the main pairing properties
also ate pairing, and Miller Algorithm. Section 3,
presents our new techniques of tower building the el-
liptic curve of embedding degree 36. Section 4, will
present the results of our work with comparison be-
tween these methods. Finally, Section 5 concludes
this paper.

2. Mathematical Background

In everything that follows, E will represent an elliptic
curve with equation

y? =23 +ax+bfora,be [F,, with p prime number.
The symbol a,,; will denote the optimal ate pairing.
We shall use, without explicit mention, the following

* p: a prime number.
— k. H
* g = p”: a power of a prime number.

* Gy C (E(Fp)): additive group of cardinal
n e N*.

* Go C (E(Fpx)): additive group of cardinal
n € N*,

* G3 C IF;k C iy : cyclic multiplicative group of
cardinal n € N*,
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© pn = {u € Fplu™ =1}
* P, : the point at infinity of the elliptic curve.

* k : the embedding degree: the smallest integer
such that r divides p¥F — 1.

* fs,p : arational function associated to the point
P and some integer s.

* m,s,i: multiplication, squaring, inversion in field
Fp.

* My, So, I5: multiplication, squaring, inversion
in field [F):.

* Mjs, Ss, I3: multiplication, squaring, inversion
in field [F)s.

* My, Sy, I4: multiplication, squaring, inversion
in field [

* Mg, Sg, Ig: multiplication, squaring, inversion
in field Fs.

* My, Sg, Ig: multiplication, squaring, inversion
in field [F)s.

* Mjs, S12, I12: multiplication, squaring, inver-
sion in field 2.

» Mg, S1s, I1g: multiplication, squaring, inver-
sion in field [Fs.

* Msg, Ssg, I3g: multiplication, squaring, inver-
sion in field IF)ss.

Arithmetic operation cost:

We already know that the cost of multiplication,
squaring and inversion in the quadratic field Iz are:
M2 = 377’L,

So = 2m,

Is = 4m + i respectively ([|L8]).

We already know that the cost of multiplication,
squaring and inversion in in the cubic twisted field

Fps are:
M3 = 6m,
S3 = bs,

Is = 9m + 25 + i respectively ([[L8]).
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2.1 Pairing definition and proprieties:
Definition 2.1. /6], Let (Gi,+), (Go,+) and
(Gs, .) three finite abelian groups of the same order
r. A pairing is a function:
e: Gl X GQ — Gg
(P, Q) = e(P,Q)
with the following properties:

1- Bilinear: for all S,51,52 € Gi and for all
T, Tl,TQ (S GQ

6(81 + Ss, T) = 6(51, T)B(SQ, T)

e(S,Th + Tz) = (S, T1)e(S, T2)
2- Non-degenerate: NP € Gy, thereis a Q € Go
such that e(P, Q) # 1 and VQ € Gy, thereisa P €

Gy such that e(P, Q) # 1.
(*) ife(S,T) =1forall T € Gy, then T' = Px.

2.2 Frobenius Map

For any element a € Fj,~, let us consider the follow-
ing map
Tp - Fpm — Fpm
a— af

Defined by:

m—1

mp(a) = (a1w + asw? + azw” + .. + apu?” )P

2 3 m
= a1w? + asw? + agw? + ... + ayw?

= apmw + ajw? + asw? + ...+ ap_qw?"
Note that the order of IF},... is given by p™ — 1, that is,

wP” = w is satisfied.

The map 7, is specially called the Frobenius map.
The Frobenius map for a rational point in E(F,) is
given by:

For any rational point P = (x,y), Frobenius map ¢
is given by

¢: E(F,) — E(F,)
P(z,y) — (29, y7).
Py — Py.

Definition 2.2. (Ate pairing):
The Ate pairing is define by

G1 = E[r|nker(¢—[1]) and G2 = E[r]Nker(¢—[p]),

where ¢ denotes the Frobenius map over E(F)).

Let P € Gy, and Q € Gy satisfy: ¢(P) P
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and $(Q) = [p|Q, with [p]Q be the scalar mul-
tiplication for the rational point Q with scalar p

as: [p)Q = YP25Q 0 < p < 1, (if p=r then
[T]Q:Poo)

We note the ate pairing with a(Q, P), such that:

a: Gg X Gl — F;;k/(]F;k)r
(Q,P) —a(Q,P) =

pk—1

ftfl,Q(P) Ty

where f;_1 q is the rational function associated to
the point Q and integer t — 1, with t is the Frobenius
trace of E(Fp). fi—1,0 = (t—1)(Q) — ([t - 1]Q) —
(t —2)(P)

2.3 Pairing-friendly elliptic curves

We will use the definition of pairing-friendly curves
that is taken from [[14]:

The construction of such curves depends on our being
able to find integers x, y satisfying an equation of the
form Dy? = 4q(x) — t(z)?

e ¢(x) and t(x) are polynomials

e The parameter D is the Complex-multiplication
discriminant fixed positive integer
Elliptic Curves with Embedding Degree 36:
We can take:

q(x) = 5gpg (211 — 4213 4 7212

+6832% — 251027 + 478125

+11764922 — 3865692 + 823543)

r(z) = 2'2 + 68325 + 117649

t(z) = 525(259 4 757z + 227).

We can see that ¢(z) = 28749(9612 + 68325 +
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equation isomorphism
k=d ¥ =x>+b Ya: E'(Ep) — E(Fpa)
with g, (x, y) = (x0*/4, yod/4).
k=2 |y*=x3+av 2x+bo3 2 E'(Fy) = E(F )
with ¥, (x,y) = (xv,yv°/?).
k=3 E:y?=x3+bo? 3 E'(Ep) — E(F )
with lpg(x,y) = (xv?/3,yv).
k=4 E:yf=x3+av1x P E'(Fp) = E(Fp)
with lp4(t y) = (x01/2, yo¥/4).
k=6 E:y?=x3+bo! E'(Fp) — E(Fs)
with ¢6(r y) = (x0!/3,yol/2).
k=9 E:y?=x3+1bj 9 : E'(Fp) — E(F o)
with ¢g(x,y) = (x0*/°,yv'/3).
k=12 E:y=x+c¢ 12 : E'(Fp) — E(F )
with i (x,y) = (xvl/",yv]/‘i).
k=18 E:y?=x3+bi ¥ E'(Fp) — E(Fps)
with ¢15(x, ) = (x0'/%, y0'/0).
k=36 E:yP=x+d P36 1 E'(Fp) — E(Fp)
with P6(x, y) = (x0/18, yol/12).

with a,b € ), j € Fps and basis element j is the
cubic non residue in s, i € F)s and basis element
Jj is the quadratic and cubic non residue in [F s

3. Tower Building Technique for

Elliptic Curve with Embedding Degree 36

The figure below show all path possible for building
an elliptic curve with embedding degree 36

There is six path possible to building this curve

117649)(2? — 4z +7) + 28749 (84027x + 22227) = E(F,) — E(Fy) — E(Fy) — E(Fpz) — E(Fys)

sk (212 + 68325 + 117649)(2% — 4z + 7) +
L (7572 + 227) E(F,) — E(Fy) — E(By) — E(Fyr) —> ()
soq(z) + 1 — Hz) = 28749(97 2 + 6832° +

117649)(2? — 4z +7) = Tz 749 r(x)(z? — 4z +7) E(Fy) — E(Fp2) — E(Fps) — E(Fpis) — E(Fpeo)

hence r(x) really divides q(x) + 1 — t(x).
E(Fp) — E(Fps) — E(Fpa) — E(Fpm) — E(Fpse.)

Twists of curves:
Let E be an elliptic curve of j-invariant 0, defined
over [F,,. We have :

E(Fy) — E(Fp) — E(Fps) — E(Fpis) — E(Fps)

E(F,) — E(Fy) — E(Fy) — E(Fps) — E(Fys)
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Exploring the first path

E(Fy) — E(Fp:) — E(Fp) — E(Fp2) — E(Fys)

“““““““““

In everything that follow, we considers 3|(p — 1)
and 3 is a quadratic and cubic non residue in ).
The appropriate choices of irreducible polynomial
defined by:

Fy2 = Fplu]/(u*~B), with 3 a non-square and u* = 2

Fp: = Fp2[v]/(v?—u), with v a non-square and v? = 23
Fpi2 = Fpat]/(t3—v), with ¢ a non-cube and t* = 21

Fyo = Fyrafu]/(w?

Each point P in E(F,) can be written in E/(Fs)
linked to the path choosed (see [9]-pp4). Each ra-
tional point P* € Gy C E(F,s) has a special vec-
tor representation with 36 elements in I, for each x4
and y* coordinates. The structure of the coefficients
of P* € E(F,s) and its cubic twisted isomorphic
rational point P"”" € E(F:2), which also has a cubic
twisted isomorphic rational point P” € E(FFp4), that
lead to a quadratic twisted isomorphic ratlonal point
P’ € E(F,2), with other quadratic twisted isomor-
phic rational point P € E(F)).

Pzt yh) = ((a,0,...,0), (0, ...,0,b)) / 2, y* € Fpuo
P///( /// ///) — ((a ) (0’ “707 b)) /x/”,y/// c ]Fp12
P"(2",y") = ((a, 0 0 O) (0,0,0,b)) with 2", y" € Fa
P’(J: y') = ((a,0),(0,b)) with 2,/ € Fpp

P(z,y) = (a,b) withz,y € F),

The cost of multiplication, squaring and inversion in
in the 36" twisted field s are:

M3e = (Mi2)r,. = (Ma)r . )F,s = ((M2)F,2)F,5)F
= (Bm)r.)r . )F,. = ((3M2)F,. )F, 5
= ((9M)F 5 )F,s (9M3)1F s = (54m)r
= 54 M3 = 324m
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S36

—

S12)F 4

(2m>[pp
(6m F
6M3

= (So)r,5)F,s = ((S2)F,2)F,5)F
2JF,:)F,s = ((2M2)F . )F,s

L )F,s = (6M3)r , = (36m)r

— 216m,

Il
W —~

Ise = (I12)r,s = ([1)r,. ), = ((12)F,2)F 5 )F, s
= ((4m +i)r . )F 5 )F s = ((4Ma + I2)r . )F
= ((16m +i)p ;)5 s = (16M3 + I3)r ,

= (105m + 2s +i)p , = 105M3 + 253 + I3

= 639m + 125 41,

Exploring the second path

E(Fp) — E(sz) — E(Fps) — E(Fplz) — E(FPSG)

The appropriate choices of irreducible polyno-
mial defined by:

F,2 = F,[u]/(u*~3), with B a non-square and u* = 2

Fyo = Fp2[v]/(v*—u), with v a non-cube and v* = 21/2
Fyi2 = Fpe[t]/(t*—v), with ¢ a non-square and t* = 21/6
sze = Fpm [’UJ]/(’UJ3—

Each rational point P* € G C E(Fs) has a spe-
cial vector representation with 36 elements in I, for
each z* and y* coordinates. The structure of the
coefficients of P* € E(F,) and its cubic twisted
isomorphic rational point pr € E(Fp:), which
also has a quadratic twisted isomorphic ratlonal point
P" € E(F,s), that lead to a cubic twisted isomor-
phic rational point P’ € E(IF,2), with other quadratic
twisted isomorphic rational point P € E(IF,).

t), / w a non-cube and w® = 2/12

( 4):((a’0’ ’0)7(07 ))/:L‘,y GFSG
P///( /// ///) — ((a’ 0’ ’0)7 (()7 )) ///7 6 Fp12
P"(z",y") = ((a,0,...,0),(0,...,0,b)) with 2", /" € Fpo
P'(z",y") = ((a,0), ( b)) Wlthx Y €Fpa
P(z,y) = (a,b) withz,y € F,
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The cost of multiplication, squaring and inversion in
in the 36" twisted field s are:

= (M12)r,s = (Mo)r,2)F,s = (M2)F,, )5, )F,s
3M)r 3 )F,)F,s = (BM3)r 2 )F s
18m)]1?p2 )Fp?’ = (18M2)]Fp3 = (54m)15‘p3

S36 = (S12)F,s = (S6)F,2)F,s = ((S2)F,5 ¥,
2m)F 5 )F 2 )F,s = ((2M3)F,2)F,5
12m)1gp2 )]Fps = (12M2)]Fp3 = (36m)]17p3

6 M5 = 216m,

)Fp's

Isg = (Ih )

(
(

= (6)r,2 )F s
4m+z)F 3 )F,2)F 5
AMsz + I3)r 5 )F s = ((33m + 25 +1)5 2 )F 4
3Ms + 25y + Io)r,, = (107m + i)r ,
07Ms3 + I3 = 651m + 2s + 1,

= ((I12)F,5)F,2 )F 5

(
(
= (3
1

Exploring the third path

E(Fp) — E(sz) — E(Fpﬁ) — E(Fpls) — E(Fpsa

The appropriate choices of irreducible polyno-
mial defined by:

Fy2 = Fplu]/(u*~B), with 3 a non-square and u* = 2
Fps = Fp2[v]/(v®—u), with v a non-cube and v* = 21/2
Fyis = Fys[t]/(t3—v), with ¢ a non-cube and ¢* = 21/6

Fpii(i == ]F 12

» —t), / w a non-square and w? = 21/18

[w]/(w?

Each rational point P* € Go C E(F:) has a spe-
cial vector representation with 36 elements in IF,, for
each z* and y* coordinates. The structure of the co-
efficients of P* € E(F,s) and its quadratic twisted
isomorphic rational point P € E(F,s), which
also has a cubic twisted isomorphic rational point
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P" € E(Fs), that lead to a cubic twisted isomor-
phic rational point P’ € E(IF,2), with other quadratic
twisted isomorphic rational point P € E(F)).

Pt yh) = ((a,0,...,0), (0, ..., 0,b)) with 2, y4er36
P///( /// ///) — ((a’ 0’ ’0), (O, ) )) ///, y e Fplt?
P"(" y") = ((a,0,...,0), (O,. 0,b)) with 2",y € Fe
P'(!E y') = ((a,0), ( ))Withl‘ Y € Fye
P(z,y) = (a,b) withz,y € F,,

The cost of multiplication, squaring and inversion in

in the 36" twisted field )z are:

Mz = (Mig)r,. = (Me)r,s)F,. = (M2)F,5)F,5 )F,
= (Bm)rs)F 5 )F,. = ((BM3)r 5 )F
= (18m)g . )r » = (18My)g , = (108m)Fp2
— 108My = 324m,

S36 = (S18)F,, = (S6)F,5)F,2 = ((S2)F,5)F 3 )F 2
((2m)r,5)F, )F,. = ((2M3)F 5 )F,»
= (12m)s,)e ., = (12M3)s, = (T2m)z,,
T2My = 216m,

)

(I18)r,. = (L6)F,: )F, 2
(4m i ) 3 )E,5 ) 2
(4Ms + Ig)]p 3)[F , = ((33m +2s + i)JFps )]Fp2
3Ms3 + 255 + Ig)F , = (2156m + 2s + i)Fp2
07Msy + 1255 + Is = 649m + 1,

= ((I2)F5)F 3 )F 2

(
(
=3
20

Exploring the forth path

E(F,) — E(Fps) — E(Fps) — E(Fp2) — E(Fpss

The appropriate choices of irreducible polyno-
mial defined by:

Fye = Fplu]/(u®—3), with 3 a non-cube and u* = 2

Fpe=1TF 3[1}]/('02—

- 2 _ 51/3
» » u), with v a non-square and v* = 2

Volume 21, 2022



WSEAS TRANSACTIONS on COMPUTERS
DOI: 10.37394/23205.2022.21.39

Fpie = Fyot]/(t2—v), with ¢ a non-square and ¢2 = 2%/6

Fye6 = Fpiz[w]/(w®~t), / w a non-cube and w* = 91/12
Each rational point P* € Gy C E(Fys) has a spe-
cial vector representation with 36 elements in [, for
each 2% and y* coordinates. The structure of the
coefficients of P* € E(F,s) and its cubic twisted
isomorphic rational point P &€ E(Fp:), which
also has a quadratic twisted isomorphic rational point

P" € E(Fys), that lead to a quadratic twisted iso-
morphic rational point P’ € E(F,s), with other cu-

bic twisted isomorphic rational point P € E(IF)).

( 4):(( - 0), (0, ... ))/xvy € Fppo
P///( /// ///) — ((a 7O)7 (07 )) ///7y c ]F 12
P"(a",y") = ((a,0 ),(0,---,075))/96 ,y" € Fpo
P’(J: v) = ((a, 0 0) (0,0,b)) with ',y € Fs

P(z,y) = (a,b) withz,y € F),

The cost of multiplication, squaring and inversion in
in the 36" twisted field s are:

Mss = (Mi2)r s = (Me)r 2 )F,s = (M3)F,2)F,. )F,s
= ((6m)r 2 )F,. )F,s = ((6M2)r . )F s
= (18m)g,)e s = (18Ma)g, = (54m)z
— 54M; = 324m,

S36 = (S12)F,s = (S6)F,.)F,s = ((S3)F,.)F,2)F 5

P

= ((58)F,2)F,2)F,» = ((552)F,. )F
= ((10m)]1:p2 )IFP3 = (10M2)]Fp3 = (30m)ﬂ:p3
— 30M; = 180m,

I3 = (I12)r,s = (l6)r,2 )F,s = (I13)F,.)F 2 )F o

= ((9m + 25 + +i)p, 2) 2 )F,s

= ((9M2 + 252 + Io)r, 2)F s = ((35m +i)F . )F
— (35Ms + Io)s , = (109m + i)s ,

109M; + Is = 663m + 25 + i,

~~ I~ —~

Exploring the fifth path
E(F,) — E(Fy) — E(Fys) — E(Fpis
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The appropriate choices of irreducible polyno-
mial defined by:

Fye = Fplu]/(u®~3), with 3 a non-cube and u* = 2

Fyo = Fpa[v]/(v?—u), with v a non-square and v* = 21/3

Fpis = Fpe[t]/(t*—v), with ¢ a non-cube and ¢* = 21/6

Fye0 = Fpis[w]/(w?~t), / w a non-square and w? = 21/18

Each rational point P* € G C E(Fs) has a spe-
cial vector representation with 36 elements in [F,, for
each z* and y* coordinates. The structure of the co-
efficients of P* € F(F,) and its quadratic twisted
isomorphic rational point P € E(Fps), which
also has a cubic twisted isomorphic ratlonal point
P" € E(Fy), that lead to a quadratic twisted iso-
morphic rational point P’ € E(F,s), with other cu-
bic twisted isomorphic rational point P € E(F),).

( 4):(( 70)7(07 ))/x7y GF“
P///( /// ///) — ((a ’0), (O, )) ///7y c IF! 18
P2 ") = ((a, ,0), (0, ..,O, b)) /2", y" € Fpo
P'(x y") = ((a,0, 0) (0,0,b)) with ',y € Fs

P(z,y) = (a,b) withz,y € F,,

The cost of multiplication, squaring and inversion in
in the 36" twisted field F s are:

Mz = (Mig)r,. = (Me)r,s)F,. = (M3)F,2)F 5 )F,2
((6m)p,.)e,s)F,, = ((6M2)r,5)E,»

— (18m)z,)s., = (18My)s , = (108m)g,
= 54M3 = 324m,
S36 = (S18)F,, = (S6)F,5)F,2 = ((S3)F,.)F 3 )F 2
= ((55)F,2 )5, )F,. = ((5S52)F, )F,»
— (10m)s )5, = (10My)g , = (60m)s ,
= 60M> = 180m,
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(li8)r,. = (I6)F,5)F,. = ((I3)F,2)F,0)F

(9m + 25 +i)F . )F s )F, 2

(9M2 + 2S5 + I2)r 4 )F
5M; + I)i , = (219m + 25 +i)s,
9Ms + 255 + Is = 665m + i,

(
(
=3
21

Exploring the sixth path
E(F,) — E(Fy) — E(Fp) — E(Fps

The appropriate choices of irreducible polyno-
mial defined by:

Fys = Fplu]/(u®—B), with 3 a non-cube and u* = 2

Fpo = Fps[v]/(v®—u), with v a non-cube and v* = 21/3

Fpis = Fpot]/(t*—v), with ¢ a non-square and ¢* = 1/9

Fyoo = Fyia ]/ (w? -

Each rational point P* € Ga C E(Fps) has a spe-
cial vector representation with 36 elements in IF,, for
each 2* and y* coordinates. The structure of the co-
efficients of P* € E(IFpss) and its quadratic twisted
isomorphic rational point P’ € E(F,s), which
also has a quadratic twisted isomorphic ratlonal point
P" € E(F9), that lead to a cubic twisted isomorphic
rational point P’ € E(Fs), with other cubic twisted
isomorphic rational point P € E(F,).

= ((35m +i)r,2 )r,

) — E(Fpse

1
t), / w a non-square and w? = 27
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(S18)F,. = (S0)F,2)F,. = ((S3)F,5)F 2 )F 2
(58)F,3)F,2)F,2 = ((553)F,2)F,.

(25 ) ) = (2552)r,, = (50m)r ,
0My = 150m,

(
(
5

Is6 = (Iig)r,, = (Io)r,2 )F,. = (I3)F 5 )F,2 ), »
(9m + 25 + )5 4 )F . )F

(
( F
((OM3 + 253 + I3)F . )¥,
(
= (

)

2

(63771 + 12s + Z)F 2)[5‘ 5
63Ms + 1259 + 12)117 . = (217m + i)ﬁ?pz
= 7M2 + IQ = 655m + Z,

4. Main Theorem

Let E be an elliptic curve defined over F, withp > 3
according to the following short Weierstrass equa-
tion: £ : y? = 23 4+ ax + b.

Definition 4.1. (Optimal ate pairing on elliptic
curves with embedding degree 36):

The Optimal ate pairing on elliptic curves with em-
bedding degree 36 is define for P € G1, and Q) € Go.
We note it aops, such that:

Qopt G2 X Gl — Gg
(QaP) = aOpt(Q7P) = fI,Q(P)

For optimal ate pairing with embedding degree 36
we have:

(@, P) = (fr.@-f5 g laiqLipe(P) ~

with 4 p denotes the line through points A and B,

p36_1

36

Pz* yY) = ((a,0,...,0), (0, ...,0,b)) with z*, y* € F e
P///( /// ///) — (( 70)7 (07 )) Wlth :1:///7 y/// E ]F‘plS
P'(2" ") = ((a,O, ., 0), (0, ..,O, b)) with 2",y € Fpe
P'(2',y") = ((a,0,0),(0,0,b)) with ', 3/ € Fps

P(z,y) = (a,b) withz,y € F),

The cost of multiplication, squaring and inversion in
in the 36" twisted field [Fps6 are:

Mss = (Mis)r,. = (Mo)r . )F,. = (M3)r,2)F,. )F, 2
= ((6m)r s )F,.)F,. = ((6M3)F,2)F,.
= ((36m)r . )r,. = (36M2)r , = (108m)r ,
— 108M, = 324m,
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Algorithm 1 Optimal ate pairing with embedding de- Curve | Final exponentiation | Easy part | Hard part
gree 36 KSS-36 ? 21 m
Input: P € G1,Q € G, KSS-36 PBGT—l P& —1 @

Output: aoy(Q, P)

S fe LT+ Q

for i = lj44,(1)—1 downto 0 do
f <+ f2lrr(P),T < [2]T
if [; = 1 then

f 4 Flng(P),T T +Q
end

end

i fP

[« fh

Q1 < z[Q), Q2 < [3p]Q

: f — f.lgl’Q2 (P)

Cfe f

. return f

R A A o e

—_ -
—_ o

—_
W N

The cost of line 3 is 3M}, + 2S5, + I
The cost of line 5 is 3M}, + S), + I,

Lemma 4.1. .
In miller algorithm we have that the final exponen-

36 _ . .
tiation is £ The efficient computation of final
exponentiation take a lot of attention. Because this
exponentiation can be divide into two parts as fol-
low:

p36 -1 _ (p36 - 1) ((bk(p))
r or(p) r
We can take A = i;(;)l and d = ¢’“1fp), so that
o =

The goal of this final exponentiation is to raise the
Sunction f € . in the miller loop result, to the

36 __ .
pTil -th power. As we see above, this can be broken

36 __ 36 __ .
into two part, P— 1 = (Z)k(p)l).(d)kfp)). Computing
p36_1
fA = fo® is considered easy, consting only a few
multiplication and inversion, and inexpensive p-th
powering in Fpx. But the calculation of the power

d= ¢’€T(m is a more hard to do.

We can see that: p3¢ — 1 = gp18 —1D)(p'® + 1) or
P —1=0p?-DE* +p¥+1)

E-ISSN: 2224-2872 332

36

The exponentiation f ~ can be computed us-
ing the following multiplication-powering-inversion
chain:

of = T = (PP =7 = (PP
=T (Y =
fpls sy
foto =g
f
fo =
p3671

f % fpls_l‘fp18+1 _ fp36_1 _) f —

36_4
The cost to calculate f*+ is

6(p — 1)Mk + 21y, 4+ 2My,

corf = 7= () =17 = ()
=1 (=

f % (fp12)p12 % fp24
i

36

24 12 24 12 1
[ f =
p36_1

f - fp12_1‘fp24+p12+1 _ fp36_1 N f —

36_4
The cost to calculate {7+ is

6(p - 1)Mk + 21, + 3M;,

So with working with the first case is a slight bet-
ter than second case, so the cost of miller algorithm
in this case is

l

§(cSMK+£)>Sk+2Ik)+6(p— 1) My, +6 My + Sk + 31},
Comparison

Here we shall give cost of operations (Multiplication,

squaring and inversion) of the tower field that we use
in every path possible
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Table 1: Cost of operations in first path Table 4: Cost of operations in fourth path
Field @) Cost Field O Cost
szl : M4 9m IFps : M(; 18m
S4 6m S@ 10m
1y l6m+i Ig 35m+i
Fpm : M12 54m Fp12 : M12 54m
S 12 36m S 12 30m
1o 105m+2s+i VD) 109m+i
Fpm : M36 324m Fpae : M36 324m
536 216m S 36 180m
I3 | 639m+12s+i I3 | 663m+2s+i
Table 2: Cost of operations in second path Table 5: Cost of operations in fifth path
Field (0] Cost Field O Cost
Fpe . M() 18m Fps : M6 18m
SG 12m S@ 10m
I 33m+2s+i I 35m+i
FplZ . M12 54m Fpls : Mlg 108m
S 12 36m S 18 60m
Iis 107m+i Iis | 219m+2s+i
FPSG : M36 324m Fp% : M36 324m
I3 | 651m+2s+i I36 665m+i
Table 3: Cost of operations in third path Table 6: Cost of operations in sixth path
Field O Cost Field O Cost
]Fps : M6 18m FPQ : Mg 36m
S@ 12m 59 25s
I 33m+2s+i Iy | 73m+12s+i
IFPIS : Mlg 108m Fpls : M18 108m
S 18 72m S 18 50m
Iis | 207m+12s+1 Iig 217m+i
Fpscs : M36 324m sze : M36 324m
S 36 216m S 36 150m
I36 649m-+i Is6 655m+i
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In the tables above give the overall cost of opera-
tions in each the tower fields.
We found that the cost of multiplication is the same
for any path chosen, however the cost of squaring and
inversion change on the path, so we can see that the
minimal cost for squaring is 150m (path 6) and in-
version is 639m+12s+i (path 1), so to find the better
path we shall calculate the cost of miller algorithm
taking S = 0.8M and I = 40M in path 1 and 6, we
have:
On path 1: (1964,61+1944p+2308,8)m.
On path 6: (18921+1944p+2235).
So we found that the optimal path to do this calcu-
lation is when we chose the sixth path, so the best
path for tower building the elliptic curve of embed-
ding degree 36 is:

]FI) — Fp:s — ]Fpg — ]FplS — ]Fp:'sﬁ

5. Conclusion

In this paper, we give some methods for tower build-
ing of extension of finite field of embedding degree
36. We show that there is three efficients construc-
tions of these extensions of degree 36. We show that
by using a degree 2 or 3 twist we handle to perform
most of the operations in [F,, or F,e or in [F;, or Fe.
By using this tower building technique, we also im-
prove the arithmetic of s and [Fpo in order to get
better results of calculate the cost of their multiplica-
tion, squaring and inversion, and found the optimal
path for tower building this field with the minimal
cost.
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