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Abstract: - The global Internet of Everything is rapidly spreading, connecting every aspect from smart houses to 

household machinery. These devices exposed significant security threats due to hacker attacks, including stolen 

data and infection. Older security solutions are insufficient to prevent contemporary attacks. IoT is secure with 

artificial intelligence. Artificial intelligence (AI) detects hazards, analyzes risks, and responds automatically. 

This article explores modern technology in IoT security, its relationship with blockchain, and its problems and 

improvements in the security and reliability of IoT devices in the digital era. This study offers substantial 

insights into the establishment of reliable and secure IoT systems through a proposed algorithm called the 

Internet Protocol Security (IPsec) algorithm, which works using this technology and a modern communication 

protocol that is characterized by speed, accuracy, and security in transmitting information, with the protocol 

being encrypted in the Encapsulating Security Payload (ESP) method and the possibility of developing this 

algorithm to counter any attack, and with various modern methods using advanced communication devices. 
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1  Introduction 
The Global Internet of Things (IoT) has experienced 

significant expansion in recent years, 

revolutionizing multiple sectors, including 

healthcare, logistics, industry, and smart 

technologies, [1]. A collection of connected gadgets 

collects, exchanges, and analyses data to automate, 

improve efficiency, and make better decisions. 

The widespread use of Internet of Things (IoT) 

equipment has led to security flaws, making it a 

prime target for fraudsters, [2]. Integrating AI 

techniques into IoT systems is a possible solution to 

handle security concerns and protect the ecosystem. 

Combining AI and IoT technology enhances their 

respective strengths, [3]. 

Modern techniques like machine learning (ML), 

deep learning (DL), and natural language processing 

(NLP) let IoT systems evaluate large volumes of 

data, get insights, and make accurate choices. These 

strategies let IoT systems adapt to changing 

surroundings, detect anomalies, and execute security 

measures against intrusions. AI can improve 

cyberattack monitoring, secure communication, and 

data privacy, resulting in a more reliable IoT 

infrastructure, [4]. AI techniques like machine 

learning  (ML) , deep  learning  (DL) ,  and   natural 

language processing (NLP) let IoT systems 

evaluate large volumes of data, get insights, and 

make informed decisions. These strategies let IoT 

systems adapt to changing surroundings, detect 

issues, and automate security measures against 

intrusions. AI can improve cyber-attack 

identification, secure communication, and data 

privacy, resulting in a more secure IoT 

infrastructure, [5]. 

 

 
Fig. 1: The level of scientific research for using AI 

in IoT. 
Source: [6] 

 

In Figure 1, the graph illustrates the global 

research trends in the use of AI with IoT devices. 

The highest value indicates a standard level of AI 

utilization in IoT, while the lowest value reflects the 

application of data security technology involving 

AI, [6]. 

Understanding these challenges is essential for 

developing effective privacy solutions that mitigate 

risks and protect IoT implementations. AI 
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approaches play a significant role in enhancing IoT 

security. Therefore, it is necessary to explore the use 

of AI in addressing IoT security concerns, [7], [8], 

[9]. 

While IoT settings grow, security solutions must 

address significant difficulties, notably scalability 

and agility. Traditional, sometimes centralized, 

security systems are insufficiently nimble to handle 

the volume and velocity of data created by new IoT 

networks, [10]. This monolithic strategy results in 

long delays, excessive energy usage, and an 

unwillingness to respond effectively to emergent 

threats. Even combining multiple communication 

technologies, including 5G, LoRa, and Zigbee, adds 

a layer of intricacy to controlling security, since 

linked devices demonstrate vast variety in 

processing capability and communication 

requirements, [11]. 

 

 

2 Assault Situations and Risk 

 Strategies 
Hybrid attacks couple various threat sources, such 

as spoofing and DoS, in which a hostile actor 

impersonates genuine devices before generating 

large volumes of traffic to destabilize the network. 

These attacks are especially difficult because of 

their dynamic nature and ability to use a few 

weaknesses at once. 

Integrating blockchain with AI features shown 

Figure 2. Block chain enables traceability and data 

integrity, while AI algorithms detect and classify 

unusual actions, [12]. In a simulated mixed strike 

scenario, edge nodes recognized faked devices using 

anomalies in blockchain transaction records while 

also isolating high-traffic sources associated with 

the DoS component of the attack. By integrating 

these two skills, the system mitigated the attack's 

effect on networking efficiency. Foundation against 

a variety of dangers, including illegal access and 

spoofing. This hybrid technique guarantees a 

balance between robust security and computational 

efficiency by fusing the advantages of both 

technologies. By creating an overwhelming amount 

of malicious traffic, denial-of-service (DoS) attacks 

seek to overload network resources like bandwidth 

or processing power. These attacks usually target 

devices with limited resources and take advantage 

of lax communication standards in IoT networks. 

 

 
Fig. 2: The level of scientific research for using AI 

in IoT. 
Source: [12] 

 

 

3 Issues of Confidentiality and 

 Morality 
The key security guidelines and strategies for 

protecting IoT systems are listed in Table 1. It 

divides these strategies into three main categories: 

safe software development, defense-in-depth 

architectures, and secure data management, [13]. To 

strengthen IoT deployments against a variety of 

attack vectors, defense-in-depth architectures place 

an emphasis on layered security mechanisms, 

reliable safety systems, and secure hardware design. 

Private coding, over-the-air update systems, and 

thorough security testing are all part of secure 

software development techniques, which lower 

vulnerabilities and increase the resilience of IoT 

software. To ensure the safety, integrity, and quality 

of IoT data, secure data management comprises data 

classification, access controls, safe saving, and life 

cycle management. Each strategy contributes to 

deep IoT security strategies by providing unique 

critical measures and advantages, [14]. 

Organizations can enhance the security, 

integrity, and privacy of IoT data by implementing 

secure data management policies. By utilizing 

information categorization and access control 

systems, data is restricted to authorized entities 

only. Additionally, secure storage and processing 

procedures protect information both at rest and 

during processing. Measures for data lifecycle 

management help mitigate the risks of hacking. All 

of these principles contribute to establishing a safe 

and legally compliant framework for handling 

information related to IoT devices. This framework  
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enables enterprises to derive value from IoT 

data while maintaining data safety and 

confidentiality. Consequently, the raw data remains 

confidential during processing without being 

disclosed, [15], [16]. 

 

3.1  Ensuring the Security of  IoT Networks 
Networks play a crucial role when devices connect 

to AI edge computing systems, as edge nodes 

process and act on data locally. This local 

processing necessitates secure connections to 

protect systems from threats such as surveillance, 

hacking, spoofing, and other types of attacks. To 

safeguard data in transit, various communication 

modes and security frameworks are employed, 

which authenticate devices and prevent 

unauthorized access. Below are the most widely 

used methods and an explanation of how they 

function, [17], [18], [19]: 

 

3.1.1 Transport Layer Security ( TLS) 

Handset statuses , such  as  sleep cycle relation  and 

Detachment and the material of  base stations , such 

as engine speeds change considerably. Furthermore, 

the number of IoT networks can change vigorously. 

Where TLS is used for TCP-based protocols (e.g., 

HTTPS, MQTT over TLS) and DTLS for UDP-

based protocols (e.g., CoAP over DTLS), it works: 

A. Establishes encrypted connections between 

devices and edge servers. 

B.  Uses X.509 certificates or pre-shared keys for 

mutual authentication. 

C. Protects against eavesdropping , message 

tampering, and replay attacks, MQTT-TLS 

encrypts messages between IoT sensors and 

edge brokers so attackers can’t read or tamper 

with data, [20]. 

 

3.1.2  Built-in Security Extensions with MQTT 
The input text appears to have some clarity issues 

and may benefit from better structure. Here’s a 

revised version: 

MQTT is a lightweight publish/subscribe protocol 

for IoT messaging. It operates as follows: 

A.  It includes TLS encryption for confidentiality. 

B. It uses username/password authentication and 

optional client certificates. 

C. It supports Access Control Lists (ACLs) to 

restrict who can publish or subscribe to topics.  

 

For example, a thermostat can securely publish 

sensor data to an AI edge platform using MQTT 

over TLS, [21]. 

 

3.1.3 Constrained Application Protocol over 

 DTLS / OSCORE 
Where it's used: Designed for resource-constrained 

IoT devices, often used in sensor networks and 

smart city infrastructure, it works: 

A. Similar to HTTP but optimized for minimal 

bandwidth. 

B.  DTLS adds secure transport 

C. Object Security for Constrained Restful 

Environments (OSCORE) adds end-to-end 

object encryption, protecting messages even 

across intermediaries.  

 

A battery-powered sensor sends encrypted CoAP 

messages to an AI edge gateway, [22]. 

 

3.1.4  Hypertext Transfer Protocol Secure 

 (HTTP) Over ( TLS) 

The input contains some awkward phrasing and 

lacks clarity in certain areas. Here’s a revised 

version for improved readability and coherence: 

IoT devices that have sufficient resources utilize 

web-based APIs to connect with edge and cloud 

services as follows: 

A.  They implement standard web security 

protocols. 

B.  They encrypt traffic through processes such as 

the TLS handshake, symmetric keys, and 

encrypted communication. 

C.  This approach protects against man-in-the-

middle (MITM) attacks and data interception. 

For example, a connected camera streams 

securely to an AI edge analytics server using 

HTTPS. 

 

This revision maintains the original meaning while 

enhancing clarity and flow, [23]. 

 

3.1.5  Internet Protocol Security (IPsec) 

The text is clear and has a consistent tone. However, 

slight improvements can be made for better 

readability and coherence. Here’s a revised version: 

Used for network-level protection between IoT sub-

networks and edge infrastructure, particularly in 

industrial IoT and enterprise deployments, it 

functions as follows: 
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A.  Operates at the IP layer. 

B.  Utilizes ESP (Encapsulating Security Payload) 

for encryption and integrity. 

C. Enforces site-to-site VPN tunnels for secure 

routing. 

 

3.1.6  LoRaWAN Security (AES Encryption) 

Where it's used for long-range, low-power IoT (e.g., 

agriculture, utilities), it works: 

A. Advanced Encryption Standard-128 encryption 

at: 

1. Network level: authenticity of devices. 

2. Application level: payload confidentiality. 

B.  Uses unique session keys per device; long-range 

low-power networks often link back to AI edge 

for analysis. 

 

3.1.7  Network Access Control 
Where used for enterprise Wi-Fi and Ethernet 

connections of IoT gateways, it works: 

A. Uses EAP (Extensible Authentication Protocol) 

to authenticate devices before they join a 

network 

B.  Ensures only authorized endpoints communicate 

with edge resources, [24]. 

 

3.1.8 Secure Boot and Firmware Integrity 

 (Supporting Protocols) 

Where it's used on IoT devices and edge nodes, it 

works: 

A. Cryptographically verifies firmware before 

booting. 

B.  Ensures only trusted software runs. 

C.  Protocols include UEFI Secure Boot and signed 

updates. While not strictly a “communication 

protocol,” it prevents compromised devices 

from joining networks. 

 

3.1.9 Zero Trust and Device Identity 

 Frameworks 

Where used protocols are Oath 2.0 / JWT and DTMI 

/ DRS (Device Identity Standards). 

It works: 

A. Treat every device as untrusted until 

authenticated. 

B. Use tokens, certificates, and continuous 

verification. 

C.  Limits lateral movement even after connection. 

 

 

4  How These Protocols Protect IoT 
By making a simple comparison between the types 

of protection for IoT networks linked to AI edge, 

Table 1 shows each type, its purpose, and how it is 

done. Through our research, we confirm that the 

IPsec protocol is concerned with protecting network 

layers, which are usually the target of attacks during 

penetration, [25]. 

 

Table 1. Summary how these Protocols Protect IoT 

Source: [25] 

 

 

5 Security Diagram for the AI-Edged 

 Internet of Things 
The communication stages between the IoT devices 

and (AI edge) devices are divided into the (cloud 

layer), (local edge server), (AI edge), and (IoT 

devices layer). Each stage addresses threats that 

could disrupt the communication system of the IoT 

devices or lead to the theft of their information 

through network security breaches shown in Figure 

3. 

In this study, we propose encrypting the 

communication protocol (IPsec) that connects the 

IoT and cloud devices using AI edge. This makes 

the communications system more secure, stable, and 

difficult for attackers to penetrate, [26]. 

The algorithm we've been discussing uses a 

special protocol called IPsec. It kicks in before any 

traffic is allowed to pass through. This protocol 

links up devices on the IoT network when 

everything seems safe. To keep things secure and 

reliable, it uses a method called encapsulating 

Protocol Type Protects How 

TLS/DTLS Data in transit Encryption + 
authentication 

MQTT Messaging Secure channel + 

ACLs 

CoAP over 

DTLS/OSCORE 

Lightweight comms Encrypted transport 

+ object security 

HTTPS API/web comms Standard SSL/TLS 
protection 

IPsec Network layer Encrypted IP 

packets 

LoRaWAN LPWAN traffic AES encryption 

802.1X Network access Authentication 

before connection 

Secure Boot Device trust Ensures firmware 
integrity 

OAuth/JWT / Zero 

Trust 

Identity & access Token-based 

authentication 
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security payload, or ESP for short. This method 

encrypts data and makes sure devices stay 

connected. It does all this using the AI edge method, 

which doesn't rely on the main cloud system. If the 

network detects a threat before data is sent, it 

happens during a specific part of the process. IP sec 

protocol, this algorithm performs the following:  

                         

 
 

Fig. 3: The proposed IPsec algorithm for network 

security IoT by using the AI edge. 
Source: created by the author 

 

The algorithm we've been discussing uses a 

special protocol called IPsec. It kicks in before any 

traffic is allowed to pass through. This protocol 

links up devices on the IoT network when 

everything seems safe. To keep things secure and 

reliable, it uses a method called encapsulated 

security payload, or ESP for short. This method 

encrypts data and makes sure devices stay 

connected. It does all this using the AI edge method, 

which doesn't rely on the main cloud system. 

1. Isolate device. 

2. Reconfigure network path. 

3. Rotate cryptographic keys. 

4. Deploy patched firmware. 

5. Update AI model. 

 

 

6 A Simulation-Based Quantitative 

 Evaluation of an IPsec Algorithm 
A Simulation-Based Quantitative Evaluation of an 

IPsec Algorithm is often accomplished by 

comparing critical performance and security 

parameters in controlled environments (for example, 

normal traffic against attack situations). Here's how 

such an evaluation is often structured and what 

outcomes reflect effectiveness, [27]. 

 

6.1  Initialization of the Simulation 
Researchers frequently employ instruments such as: 

A. Network simulators, such as OMNeT++ and NS 

B. Actual traffic models (multimedia traffic, 

TCP/UDP flows). 

C. Attack scenarios (man-in-the-middle, replay, 

and denial of service). 

 

Protocols. assessed: 

A. Authentication Header, or AH. 

B. Encapsulating Security Payload, or ESP. 

 

6.2  Important Quantitative Measures 
A. Latency 

Meaning: The duration of a packet's journey from its 

source to its destination. 

Calculating: 

 

Latency = 
∑(𝑎𝑟𝑟𝑖𝑣𝑎𝑙 𝑡𝑖𝑚𝑒−𝑠𝑒𝑛𝑑 𝑡𝑖𝑚𝑒)

𝑡𝑜𝑡𝑎𝑙 𝑝𝑎𝑐𝑘𝑒𝑡𝑠
        (1) 

 

Typical Results: 

IPsec causes significant delays owing to: 

1. Encryption/decryption. 

2. Authentication processing. 

 

Example outcome: 

1. Without IPsec: ~10 ms. 

2.With IPsec: ~15–25 ms. 
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An indicator of effectiveness: 

A reasonable rise (low overhead in relation to 

security gain). 

B. Productivity (Throughput) 
Meaning: The quantity of data that is successfully 

supplied every second. 

 

Measurement: 

Throughput = 
𝑡𝑜𝑡𝑎𝑙 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑏𝑖𝑡𝑠

𝑠𝑖𝑚𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒
       (2) 

Typical Results: Slight reduction due to overhead: 

1.Without IPsec: ~100 Mbps. 

2.With IPsec: ~85–95 Mbps. 

Effectiveness indicator: 

High throughput retention (>80–90%). 

C. Integrity 

Meaning: Ability to detect unauthorized data 

modification, measurement: 

1.Packet integrity check success rate 

2.Hash verification accuracy (e.g., HMAC),Typical 

Results: 

1.Integrity detection rate 

2.~99.9%–100% for tampered packets. 

Effectiveness indicator: Near-perfect detection of 

altered packets. 

D. Resistance to Attacks 

1. Replay Attack 

IPsec uses sequence numbers , anti-replay window 

Detection rate: ~100% 

2. Man-in-the-Middle (MITM) 

Encryption (ESP) prevents data exposure ,Attack 

success rate: near 0% 

3. Denial of Service (DoS) 

Some degradation occurs, but: Legitimate packet 

acceptance remains high 

Example: 

A. Without protection: network collapse. 

B .With IPsec: ~70–85% service maintained. 

E. Injection of Packets 

1.Unauthorized packets rejected via authentication 

2.Detection rate: ~99% , Effectiveness indicator: 

High attack detection/prevention rate , Graceful 

degradation under stress. 

F. Simulation results typically prove that an IP 

security algorithm is effective when: 

1. Integrity is nearly perfect (≈100%) 

2. Attack success rate is near zero 

3. Delay increase is minimal and acceptable (Figure 

4), it contained the results of the impact IP sec 

algorithm on delay by using the AI edge, These 

results were obtained through simulation using 

MATLAB programming. 

4. Throughput remains high (>80–90%), shown 

Figure 5, it contained the results of the impact IPsec 

algorithm on throughput by  using the AI edge , We 

observe a significant improvement in the 

performance of the Internet of Things IoT 

communication network using AI edge, as shown by 

the plotted lines in Figure 4 and Figure 5). These 

results were obtained through simulation using 

MATLAB programming. 

This demonstrates a balanced trade-off between 

security and performance, which is the key goal of 

IPsec, [28], [29], [30]. 

F. Total Assessment Synopsis , Table 2. Explained 

the deference between using IP sec and without 

using IP sec.  

 

Table 2. Displays the results of the  impact 

performance on IoT networks with IP sec and 

without IP sec. 
Analysis With 

IPsec 

Without 

IPsec 

Measured 

acceptable 

overhead 

↑ 

moderate 

low Latency 

efficient ↓ slight high Throughput 

strong 

protection 

very high low Integrity 

secure strong weak attack 

resistance 
Source: created by the author 

 

 
Fig. 4: Displays the results of the impact of the 

IPsec algorithm on delay by using the AI edge 
Source: created by the author 
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Fig. 5: Displays the results of The impact IPsec 

algorithm on throughput by  using the AI edge 
Source: created by the author 

 

7  Conclusion 
Network security has become crucial, especially 

with the increasing number of network devices. 

Such protection is essential for enhancing security 

accuracy and preventing attacks on networks 

serving vital sectors such as industry, agriculture, 

healthcare, the military, smart cities, smart roads 

and bridges, and smart buildings, shown Table 3 

(Appendix). below. This research presents a 

specialized algorithm for IoT network security 

shown in Figure 3. It utilizes AI edge with a 

protocol that operates with high confidentiality, 

speed, and accuracy. The proposed name is the 

Internet Protocol Security (IPsec) algorithm. It 

encrypts the protocol using a modern encryption 

method called Encapsulating Security Payload 

(ESP), which operates within the network layer. 

While cryptographic processing causes a substantial 

increase in end-to-end delay (30-50%), performance 

reduction is negligible (less than 12%). Integrity 

verification is nearly 100% accurate, ensuring 

reliable identification of altered packets. 

Furthermore, the system is highly resilient to replay, 

MITM, and DoS assaults, with strike success rates 

nearing zero and considerable improvements in 

packet delivery during attacks. These results 

demonstrate the IPsec method's performance and 

confidence in safeguarding network 

communications.  

Future research should focus on improving 

IPsec capability by lowering security overhead 

using lightweight methods and hardware 

acceleration techniques. Furthermore, adaptive 

security techniques that dynamically modify 

encryption parameters based on network conditions 

are a promising development. The use of artificial 

intelligence for proactive threat identification can 

strengthen resilience against complex attacks. 

Furthermore, the use of IPsec in new settings such 

as IoT, 5G, and cloud computing warrants 

additional exploration. Enhanced attack modeling, 

energy efficiency considerations, and real-world 

deployment studies are all necessary to assure 

IPsec's scalability and robustness in modern network 

infrastructures. 

 

Declaration of Generative AI and AI-assisted 

Technologies in the Writing Process  

During the preparation of this work, the author(s) 

utilized artificial intelligence (AI) technologies 

solely for the purpose of linguistic refinement and 

grammatical correction. Following the application 

of these tools, the author(s) comprehensively 

reviewed, verified, and edited the resulting text. The 

author(s) maintain full accountability and 

responsibility for the accuracy, integrity, and final 

content of the publication. 
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APPENDIX 
 

 

Table 3. Displays the results of  Methods and strategies for integrity 
Assurance Methods & 

Structures 

Important Steps Advantages References 

Multi-layered safeguards 1. Triple-layered safeguards.      

 

2. All-encompassing safety 

systems.                                       

 

3. Encrypted equipment 

creation and execution. 

1.Increased security from multiple 

points of attack.                              

2.A total method for safety of the 

IoT.                                             

3.A solid basis for protection of 

devices. 

[13], [14], [15], [16] 

Private designing software 1. Use safe programming 

habits.  2. Implement private 

equipment and an upgrade 

procedures.         3. Security 

testing and vulnerability 

evaluation approaches for 

Internet of Things (IoT) 

systems. 

1.Lower danger to create risks.     

2.Patching security weaknesses in 

a timely manner.                               

      

3. Enhanced software reliability.   

4.proactively identifying and 

resolving threats. 

[17], [18], [19], [20] 

Protection of information 1.Methods for classifying data 

and controlling access.     

2.Provide appropriate archive 

and processing of data 

mechanisms for IoT 

applications.                    3. 

Information evolution 

administration issues for IoT 

systems. 

1. Managed and approved 

permission to use IoT data.               

                    

2. Ensuring privacy of 

information and integrity.                 

                     

3. Security of information during 

storage and processing.                     

 

4.    Keeping up with confidential 

information regulations.       

5.Reduced the danger of hacking 

of data. 

[21], [22], [23], [24] 

Solving for all challenges 

to receive the signals with 

high speed and security 

1. Jamming devices pose a 

great challenge to 

communication devices by 

continuously sending random 

signals to the channels, which 

leads to preventing 

communication between users.   

 

2. Complexity is a big 

challenge for receivers 

because it decrypts all 

messages. 

To avoid interference with 

devices operating within the IoT 

network system, create a secure 

and fast protocol to connect the 

AI edge with these network 

systems. 

[25] ,[29], [30] 

Source: created by the author 
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