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Abstract: - Wireless Sensor Networks consist of small nodes with sensing, computation and communication
capabilities, often deployed in remote inaccessible areas to interact with the environment and forward the
measured event to the base station, thus posing several possibilities of physical attacks. Hence security become
an important issue in wireless sensor networks. For resource constrained environments like wireless sensol
networks key predistribution is found to be better choice. Another significant information regarding network is
the deployment knowledge which can be used to improve the performance of the key predistribution schemes.
Deployment knowledge offers numerous advantages when used in resource constrained environments,
achieving better storage, better resilience to node capture, minimizing the number of keys and reduce network
overhead. The main objective of this paper is to propose a novel scheme where keys are generated usin
Elliptic Curve Cryptography and predistributed into the nodes. Nodes are deployed in the area of interest
considering hexagonal deployment knowledge and the links are formed based on the common keys of private
key ring in each node. The performance of the system is evaluated in terms of resilience and connectivity. The
results show that the connectivity and resilience of the network is better when compared to other existing key
predistribution schemes.
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1 Introduction to be established using key agreement schemes.
A sensor network is comprised of large number of Number of key management schemes was proposed
nodes which are deployed densely to measure an {0 Improve the security in wireless sensor network.
event. Each of these nodes collects data and itsWith the support of effective key management
purpose is to route this information back to a sink. schemes, the information transmitted in the network
Wireless sensor networks are infrastructure less andcan be protected from any external attacker. Key
can operate in any environment as compared to distribution mechanism must support large network,
traditional networks. Wireless Sensor Networks are @nd must be flexible against substantial increase in
limted in their energy, computation and the size of the network even after deployment.

communication capabilities [1]. Sensor networks Blom  (1985) proposed a secure key
applications include environmental monitoring, predistribution scheme where each node stores

health monitoring, habitat monitoring, intrusion relatively small secret a_nd public data from w_hich it
detection, forest fire and volcanic eruption detection €an derive a unique pair wise key for any neighbor.
etc. When sensor networks are deployed in hostile Each node stores a private matrix and a column of a
environments security becomes more important as public matrix. To establish a pairwise key between

attacks. information and then each makes partial matrix

The security requirement is to provide Multiplication with the private information. It has
confidentiality, ~ integrity, ~ authenticity, ~—and the property that, as long as no more thamdes
availability of all messages in the presence of are compromised, all communication links of non-
adversaries. In order to establish secure compromised nodes remain secure T2jis solution

communication among sensor nodes secure link hasunfortunately —involves ~ complex  vector
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multiplication thereby making scalability a concern. nodes are distributed over each zone according to
The reason being the computation becomes more Gaussian distribution, which is best fit to the real
costly if the size of the network increases. Another world deployment scenarios. In this deployment
important issue in this scheme is the resilience, model, the nodes in each batch are assumed to be
because if an adversary discovers the private matrix, close to each other. Keys are assigned to each node
there is a possibility that the entire network is randomly by selecting from the key pool of the
compromised. corresponding zone. Each zone share keys with its
The basic probabilistic key pre distribution neighbor key zones. In this way, the nodes that are
scheme is introduced by Eschenauer and Gligor [3]. close to each other have a probability to share keys,
The scheme consists of three phases: key but the distant nodes do not. The advantage of the
predistribution, shared key discovery, and path key scheme is that prior deployment knowledge reduces
establishment. In this scheme each node randomly unnecessary memory assignments. It is more
picks up a set of keys from a large key pool. After resilient than Blom’s scheme with the same amount
the sensors are deployed into the field, each node of memory required.
tries to find a common key to establish a secure DDHV scheme with deployment knowledge
connection. For those nodes that don’t have a sharedassumes grid deployment (Du et al., 2004). In this
key, a path key establishment through an scheme, nodes are divided into groups and each
intermediate node is formed. Eschenauer and Gligor group is given a subset of key pool. Since nodes
ensures that only a small number of keys need to bepick keys from a smaller pool, less memory is
placed on each sensor node’s key ring to ensure thatheeded to achieve higher connectivity [6]. If
any two nodes share (at least) a key with a chosenadversaries randomly compromise nodes among the
probability; e.g., for a probability of 0.5, only 75 entire network, the scheme is more resilient than the
keys drawn out of a pool of 10,000 keys. If the pool basic scheme as discussed earlier. However, it could
size is 100,000 then the number of keys required is not keep the same performance when adversaries
still only 250 [3]. Thus the basic scheme is a key compromise nodes within a small local area. Zhen
management technique that is scalable, flexible and Yu and Yong Guan (2005) [7] proposed a hexagonal
can also be used for large distributed sensor grid based scheme in which the sensor field is
networks. Trade-offs in the basic scheme can be divided into hexagonal grids and the nodes are
made between sensor memory and connectivity but, divided into groups, each of which is deployed into
it does not provide the node to node authentication a grid. The sensor field is divided into hexagonal
property that ascertains the identity of a node with grids. The center of grid is the deployment point,
which another node is communicating. which is the desired location of a group of nodes.
When the network size is large, predistribution The location of sensor node over the entire sensor
of secret keys for all pairs of nodes is not viable due field follows some distribution with a probability
to the large amount of memory used. Du et al., density function. In most cases, sensor nodes are
proposed a Key Predistribution Scheme, which often assumed to be uniformly deployed, i.e., the
employs Blom’s scheme for key generation [4]. This uniform distribution.
scheme exhibits a nice threshold property. The In hexagon-based scheme, all adjacent sensor
thresholdA can be treated as a security parameter. nodes have the same distance. The hexagon system
The selection of largei value leads to greater has some advantages over the rectangular system.
resilience. The threshold property of Blom’'s scheme First, in transmitting data, the signal range is more
is a desirable feature because one can set the valuappropriate than rectangular system. Second, the
of A such that an adversary needs to compromise adistance between the neighboring sensors nodes
significant fraction of the network in order to differ, depending on whether the neighboring node
achieve any payoff. When the number of is located directly adjacent or diagonal to it. Based
compromised nodes is less than the threshold, theon the deployment model, a group of nodes are
probability that any node other than these deployed in a small local area, which causes most
compromised nodes is affected is close to zero. neighbors of a node come from its own group or
However, increasing also increases the amount of neighboring groups. In the hexagon based scheme,
memory required to store key information. each sensor node takes its deployment hexagon as
Another scheme proposed by Du et al [5] the center and share keys with the sensor nodes
involves the deployment knowledge of the nodes. deployed in its 19 adjacent hexagons. This scheme
This scheme assumes a grid deployment also consists of three phases namely, key
mechanism. Nodes are assumed to be deployed inpredistribution phase, shared key discovery phase
the center of each zone as a batch. Those batches ond path key establishment phase as discussed
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earlier. The scalability of the scheme is good with 2.1.1 Elliptic curve over finite fields
good resilience and higher connectivity [7]. The The prime curves are defined over finite odd prime
scheme has good storage with good communication field F,[9]. The elliptic curves over a finite field are
and normal power rating. The drawback of the defined as shown in (1). A point on the elliptic
scheme is that the entire deployment depends on thecurve can be representedRes(x,y) wherex,y ¢ F
accurate model of the locations. If this breaks down, The modulgp function performs a wrapping around
the entire scheme breaks down. operation so that the elements are all witkin
Most of the key predistribution schemes in the Thus the geometric shape of the curve is not
literature provide higher connectivity with
considerable amount of resilience or vice-versa. In Fig.1 shows the points in the elliptic curve
the proposed work, the objective is to achieve E;o/9,17). It can be seen that there is no geometric
higher connectivity as well as increased resilience interpretation of the curve over a finite field.
with reduced memory requirement. Here the keys However the points show symmetry, as the points
are generated using ECC, as it has shorter key size,above and below are additive inverses of each other
reduced network overhead and same level of wrapped around by modulo p operation.
security when compared to other methods [8]. The
shorter key size makes the storage effective as these

Seed key Generation
nodes have smaller memory and lesser energy. The ‘ ‘

R 100 * %
keys generated using ECC are called seed keys and * * gk +  FF
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In the proposed scheme keys are generated using
point addition and point doubling elliptic curve
arithmetic operations. Generated keys are called as
seed keys. A unique seed key is assigned to each
node with which they generate a private key ring.
Finally the private key rings are predistributed into
the sensor nodes prior deployment. The proposed
scheme uses hexagonal grid as the deployment
model which reduces unnecessary key assignments.

X Coordinate seed value

Fig.1.Points over elliptic curve A9, 17)

2.1.2 Hliptic curve arithmetic operations

In this section the mathematical aspects that are
involved in the generation of elliptic curve points
are presented in detail. The basic elliptic curve
operations are: Point addition, point doubling, point
negation and point multiplication [10]. The general

2.1 Mathematical modeling cubic equation for the elliptic curve is given by

ECC make use of elliptic curves in which the
variables and coefficients are all restricted to Y modp=x>+ax+bmodp
elements of finite field [8]. Cryptographic

applications use two families of curves such as wherex, y are variablesa, b are coefficients.
prime curve and the binary curve. As the prime For given values ofa, b, the points consists of
curves are best suited for software implementations, positive and negative valuesyfor each value of.

the work is based on prime curve where a cubic Thus each curve is symmetrically arranged. The

equation is used in which the variables and chosen variables should satisfy the condition:
coefficients all take on values in the set of integers

from 0O throughp-1 and in which the calculations are
performed using modulp, wherep is the prime
number chosen based on the network requirements.

1)

3

+ 2B modp # Omod p (2)
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The abelian group can be defined on the basis of  |f ym = 0then 2M=0, where O is the point at
a seEp(a,b) wherep is modular prime integer jnfinjty.
making the elliptic curve finite field. The number of ~Point Multiplication

points in a finite abelian grou, (a,b) is bounded Point multiplication operation is carried out through
' repeated addition. Consider a pdihton the elliptic

by D+1-24/p<N<p+1+2 curve, which is multiplied with a scaldr using
y.p \/B P \/B elliptic curve equation to obtain another poMt
Point Addition _ Point multiplication, can be achieved by point
Consider two different pointsM=(Xyym) and addition and point doubling operations. For example

N=(X.,yn) which are non negatives of each other, tg find N=kM, if k=23, then
i,eM # N, the slopeA is given by

A:yn‘ymmodp 3) kM =23M =222(MM *M M M
XN~ Xm This method is also known as ‘double and add’
To find the sum of the two points i.84+N =Q method as it involves both point addition and point
the algebraic manipulation has to be done as showndoubling operations to find the result of point
below: multiplication.
_ A2
xq =A" = Xy — Xy mod p (4) 2.2 Hexagonal deployment model

In practice the nodes are deployed in groups [8].
Each group of node is deployed around a single
Y= Ym +A(%m —xq)modp (5)  deployment point which is the desired location of
the nodes. Such a group based deployment is
When y,, #0 the above expression can be written assumed and the deployment knowledge is
as modelled. The sensor field is divided irttaumber
of hexagonal grids equallid numbers of nodes are
) 2 divided into equal groups and are deployed into the
% :(Sxm+aj ~2x_ modp (6) hexagonal grids. The deployment can be modelled

2Ym by a normal distribution and it is given by
3¢ +a ~[(x= 1) 2 +(y= 1y ) %]
Yo = (m=%,) ~Ymmodp M fiy) = 5 € 202 (11)
2Ym 270

Point Doubling
If M=N then M+N=2M then point doubling
equations are used. Consider a point M\,

where y,, # 0 andQ=2M where Q=(%Y,) ,then the

expressions for generating the elliptic curve points
are represented as:

Xq = A2 — 2%y modp (8)

Yg = ~¥Ym * A(Xm —Xg) modp (9)
where A is a tangent at point M, and it is given
by

2
a=| FmER) o p,if M=N (10)
2Ym

Fig.2. Hexagonal Grid
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2.3 Key distribution 2.3.4 Path key establishment phase

Key distribution involves four phases such as key If any two nodes do not find a common key during
generation phase, key predistribution phase, sharedthe shared key discovery phase, then those nodes try
key discovery phase and path key establishmentto establish a secure connection through the
phase. The first two phases are done offline and intermediate nodes.

remaining phases take place online.

3 Modeling of attack
2.3.1 Key generation phase Security is always a critical issue in wireless sensor
The seed points are generated according to thenework. When an adversary physically captures
general equation of elliptic curve, the paramedels one or more sensor nodes, all the information stored
are chosen thereby satisfying (2) based on the on these nodes may be exposed completely [11].
network requirements. Large integprshould be Consequently the attacker can use the captured
chosen as a prime number, which is greater than theinformation to compromise the remaining part of the
total number of nodes in the network. All the elliptic network. So it is essential that the network security
curve points generated lies in the finite field of the is maintained no matter how the adversary tries to
elliptic curve. The points are arranged in a attack [12]. A few among the attack patterns are
symmetrical fashion. For the chosen elliptic curve described here.
groupep (a,b) the non negative integers in the

guadrant from (0,0) throughp-1,p-1) are' alone 3.1 Random attack model
interested. It can also be shown that a finite abelian Random attack is the most widely used attack

group based on the seEp(a,b) provided that

x> +ax+bhas no repeated factors. Each node is

assigned with a unique seed key with which they
generate private key rings.

patern in wireless sensor network research. Here

the probability of a malicious node compromising a

legitimate node is assumed to be 0.5. Under such
probability we are finding how many times the
network is entirely compromised. Once the nodes

are captured randomly, the attacker tries to decrease
the resilience of the network by capturing the keys
that are predistributed in the captured node. Thus
the random attack poses a serious threat to the
confidentiality of the information present in the
Onetwork, thereby affecting the security.

2.3.2 Key predistribution phase

The key predistribution is done prior to deployment.
The generated private key rings are predistributed
into the nodes and deployed into the field. It is hard
for the attacker to break this scheme as each see

point Is unique. A|gorithm:

x coordinate value;
y coordinate value;

2.3.3 Shared key discovery phase Initialize:

Once the nodes are deployed into the field shared

key discovery phase takes place. The key sharing
between node 1 and node 2 is accomplished as

follows:
1) Each and every node is assigned with an
elliptic curve point as its seed key.

2) Based on the seed key, every sensor node in

the network generates a key ring using point

addition and point multiplication operation.

The idea behind the shared key discovery is when
any two nodes in the network share a common key
from the key ring then those two nodes establish a
secured link.

E-ISSN: 2224-2864 313

communication range;
threshold value;
total number of nodes;
total number of malicious nodes;
for i=1:number of nodes
distance= sgrt((node(x)-malicious nod€(x))
(node(y)-malicious node(y))
if (distance < communication range)
if (probability of malicious node compromising
a legitimate node = = 0.5)
node capture through random function++
end
end
if(node capture through random function>threshold)
ntw_capture through random function++
end
end
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3.2 Closest Neighbor attack model

In the closest neighbor attack pattern, when an
attacker finished compromising a sensor node, the
adversary may try to find another sensor node which
is closest neighboring node to the current
compromised node. This attack pattern is realistic
and occurs frequently in a practical scenario.

Algorithm:
x coordinate value;
y coordinate value;
Initialize:
communication range;
threshold value;
total number of nodes;
total number of malicious nodes;
for i=1:number of nodes
distance= sqrt((node(x)-malicious nod€(x))
(node(y)-malicious node(y))
if (distance<communication range)
if(probability of malicious node compromising
a legitimate node = = 0.5)
node capture through closest neighbor function++
end
for i= 1:number of nodes
for j=2:number of nodes
distance1= sqrt((nodei(x)-malicious nodef(»))
(nodei(y)-malicious nodej(y))
if(distancel<communication range)
neighbor count++
if(probability of malicious node compromising
a legitimate node = = 0.5)
node capture through closest neighbor
function++
end
end
end
end
end
end
if(node capture through closest neighbor
function> threshold)
ntw_capture through closest neighbor function++
end

3.3 Sybil attack model

In Sybil attack, a single node presents multiple
identities to other nodes in the network. The
additional identities are called as Sybil nodes. In this
paper, few number of Sybil nodes are introduced
into the network. The attack is modeled in such a
way that the Sybil nodes communicate directly with
the legitimate nodes. When the legitimate node
sends some information to the Sybil Identity, it
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means that the malicious device or adversary
overhears to the messages and keying information.
Similarly the messages sent from the Syloitles are
actually sent from the adversaries that presents
multiple identities. In this way the adversary can
also steal the identity of a legitimate node and after
creating a false identity, it would start
compromising the nodes. At this point, we are
measuring the resilience of the network by
generating keys using point addition and point
doubling property of ECC, which prevents the
adversary from compromising the nodes even after
it would have got the identity of the legitimate
nodes.

Algorithm:
X coordinate value;
y coordinate value;

Initialize:

communication range;

threshold value;

total number of malicious nodes;

for i=1:number of nodes
distance= sgrt((node(x)-malicious nod€(x))

(node(y)-malicious node(y))

if (distance<communication range)

for i=1:number of nodes

for j=2:number of nodes

distance1= sqrt((nodei(x)-malicious nodef(»))

(nodei(y)-malicious nodej(y})

if (distancel< communication range)

neighborcount++

end

end

end
sybilnodecount++
if (flag= =0)

if(probability of malicious node compromising
a legitimate node = = 0.5)
node capture through Sybil function++
end
end
end
end
if(node capture through sybil function> threshold)
ntw_capture through closest neighbor function++
end

4 Simulation Results and Discussions

In this section, the performance of the proposed
scheme is evaluated by comparing it with the
existing schemes. The performance of the network
is analyzed in terms of connectivity and resilience.
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Table 1 Seed key points#9,17)

1,53 1,54 4,44 | 4,63 7,40 7,67 10,12
12,26 | 12,81 14,31 14,76 18,33 18,74 19|29
23,34 | 23,73 24,19 24,88 27,24 27,88 29|48
33,37 | 33,70 34,134 34,95 3534 3578 38|33
43,14 | 43,93 45,13 45,94 4641 46,66 49(34
54,28 | 54,79 62,20 62,87 63,12 63,9b 64142
68,38 | 68,69 71,44 71,63 74,42 74,8b 76|11
80,10 | 80,97 81,41 81,66 82,18 82,8p 83|23
86,25 | 86,82 87,41 87,66 88,7 88,100 90j27
93,6 93,101| 94,48 94,59 96,37 96,70 99|17
11,22 | 22,22 32,44 42,15 51,33 65,3p 79|47
91,48 | 100,50] 11,85 22,85 32,63 42,99 5174
79,60 | 85,70 9159 100,5¢ 10,93 19,78 29,59
38,74 | 49,73 64,65 76,96 83,84 90,80 99|90
85,37 | 65,68

4.1 Seed key generation

The seed points are generated according to the
dliptic curve (1). In order to generate the seed keys,
the value of prime integer should be chosen greater
than the number of nodes in the network. The seed
keys are generated according to the number of nodes
in the network. Table 1 provides the generated seed
key values for hundred numbers of nodes. The value
of p, a b are chosen based on the network
requirements and satisfying the condition according
to (2). For a network with hundred nodes, the value
of prime p is chosen to be 107 which is the next
highest prime number to 100 that could generate a
minimum of 100 seed points which is not the case
for prime 103. A unique seed key is assigned to
each node in the network.

4.2 Rivate key ring generation

For each sensor node a key ring size Rofis
generated from the seed point. If two points are
different then point addition operation is used. If the
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two points are similar point doubling arithmetic
operation is used. The private key ring generated for
seventeen numbers of nodes through simulation is
shown in Table 2.

4.3 Secure Link Formation
A wireless sensor network consisting of 100 nodes
has been simulated onto a deployment area of 50 x
50 square meters. The area of interest is divided into
equal number of hexagonal grids. Generally the
deployment is via air-borne method. Here the
geographic location of each sensor node is known to
the neighboring node as hexagonal deployment
models are used. The deployment scenario is
depicted in Fig.3

Each elliptic curve point is considered as the
unique seed key for each and every node in the
network. Using the elliptic curve operation such as
point addition and point doubling over the seed keys
the private key rings are generated for each node.
Once the nodes are deployed into the field, each
node in the network, try to find a common key to
establish a secured link between them. A link is
formed between a pair of nodes only if they share a
common key from the private key ring. It is also
required that the nodes are within the communication
range. Once these conditions are satisfied the nodes
in the network establish a secured communication
link as shown in the Figure 3.

ment of nodes into Hexagonal Grid

Deploy
50

40 419
S 30
(0]
£
E 'n‘
©
g 20
o]
10

length(meter)

Fig.3. Secure link formation
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4.4 Connectivity analysis schemes. At the same time the connectivity is
Local Connectivity is the probability of two nodes achieved only 56% by using the lesser memory as
that shares at least one key to form a secure shown in Fig.4

connection based on the key ring size. The

connectivity analysis is performed for the Proposed

Scheme, existing deployment knowledge based &
DDHV Scheme and a comparison is made. &
T 08
2
4.4.1. Connectivity analysis of existing scheme ;, 0.6
The deployment knowledge based scheme improves ‘é ' I e
the local connectivity. It is clearly observed that the o,
deployment knowledge based DDHV scheme < 04
significantly improve the local connectivity of their fn_
counterparts. As the nodes are divided into groups ; 0.2 *
and each group is given a subset of key pool. Since =
nodes pick keys from a smaller pool, less memory is %’ e
needed to achieve even a higher connectivity. The & 0 /2 . . . m

key pool size is fixed; the only parameter that can
affect the local connectivity is [6], the number of

key spaces carried by each sensor. The scheme
improves connectivity and reduces unnecessary key
assignments when compared to other existing

Memory usage(m)

Fig .4. Connectivity analysis - DDHVD

Table 2 Key ring values

R=1 | R=2 | R=3
Node 1 | 1,53 | 35,34| 64,42
Node 2 | 1,54 | 35,71 64,65
m- 1,54 | 18,74
Node 4 | 4,63 | 1,53 | 18,33 35,34| 22,85| 64,42 | 64,65 35,73 | 18,74
Node 5 | 7,40 | 96,70( 90,27 85,34 11,22 29,59 | 87,66 88,100 99,90
Node 6 | 7,67 | 96,3790,80| 35,73| 11,85| 29,48 | 87,41 22,85/ 88,7 | 99,17
Node 7 | 10,12 7,40 | 82,18 96,70| 54,28 90,27 | 76,96 35,34 65,68 | 11,22
Node 8 | 10,95 7,67 | 82,89 96,37| 54,79| 90,80 | 76,11 35,73 65,39 | 11,85
Node 9 | 11,22 99,90| 27,24| 64,65| 45,13| 93,6 | 32,63/ 4,63 | 87,41 | 96,37
Node 10| 11,85( 99,17| 27,83| 64,42| 45,94| 93,101 32,44- 87,66 | 96,70
Node 11| 12,26| 63,95| 79,47| 99,17| 81,66| 24,88 | 65,39 64,42| 14,31 | 7,40
Node 12| 12,81| 63,12] 79,60| 99,90| 81,41 24,19 | 65,68 64,65| 14,76 | 7,67
Node 13| 14,31| 80,10| 54,79| 49,34] 91,48| 11,85 | 85,700 1,58 | 86,25 | 88,100
Node 14| 14,76| 80,97| 54,28| 49,73| 91,59| 11,22 | 85,37 1,54 | 86,82 | 88,7
Node 15| 18,33| 64,42] 35,73
Node 16| 18,74 | 64,65 35,34
Node 17| 19,29| 11,22 46,41

E-ISSN: 2224-2864 316 Issue 9, Volume 11, September 2012



WSEAS TRANSACTIONS on COMMUNICATIONS R. Kishore, S. Radha, L. Cherlyflar

4.4.2 Connectivity analysis of proposed scheme Random attack:

For each sensor node a key ring size Rofis When the malicious nodes are introduced into the
generated from the unique seed point. Through network by the attacker, each and every malicious
mathematical analysis, it is found that the private node randomly pick a legitimate node based on the
key ring consists of more than one common key to condition discussed in the algorithm to break the
establish a secured link with other nodes. In other private keys of the sensor network. Once the private
words R number of common keys is found. Thus key is found, then that legitimate node is said to be
each node is capable of establishing a secured linkcompromised.

amongR number of nodes. So each node in the - Resilience cun for Random attack
sensor network has a complete connected graph. N Randommack,vandermondeMamxM"
Therefore the connectivity achieved by the proposed == Random attack-Proposed Scheme

40p

scheme is 100% thus outperforming the existing
deployment knowledge based schemes.

In the proposed work, the key ring is generated
for 100 numbers of nodes for a key ring of size 10.
Table.2 shows the key ring values for 17 numbers of
nodes through simulation. It is observed that each
and every node can find more than one common key
between any pair of nodes, which can be easily
understood by an illustration. Consider the first node
which contains 10 secret keys in its memory. The T 2 s a4 0 e 70
similar coloured key values from Table.2 represent no- of malicious nodes
the common keys present among the corresponding
pairing nodes to establish the connected graph. Thus Fig.5. Random attack — resilience analysis
the connectivity is improved to 100 percentage
the proposed scheme when compared to all other  In the Fig.5 the number of times the network is
schemes in the literature. being captured versus the number of malicious

nodes introduced for both schemes are depicted. For
around 25 numbers of malicious nodes, the network
4.5 Resilience analysis starts getting compromised and the introduction of

Already discussed attack models are introduced in around 49 malicious nodes causes the entire
to the network. The malicious nodes try to capture Network to be captured in the case of the existing
the entire network by attempting to crack the private Scheme. While around 58 malicious nodes are
keys of the legitimate nodes through various needed to capture the entire network for proposed
network attack patterns. If they succeed in accessing Scheme i.e. for the same number of malicious nodes
the private keys of the nodes, they would be able to introduced, a network employing key distribution
establish a link to communicate with the legitimate Using the Vandermonde matrix is less secure when
nodes and thereby gain access to the information compared with the network using proposed scheme.
carried by them. Closest neighbor attack

Resilience is the ability of the network to maintain [N closest neighbor attack the malicious nodes are
the security level even some nodes are captured.introduced by the attacker to compromise the
This is done for three important attacks namely network. The malicious node tries to compromise
random attack, closest neighbor attack and sybil the legitimate node in the network to compromise
attack. A comparison of the resiliency of the the keys found in the memory of the sensor node as
networks formed using the proposed scheme and discussed in attack model. When the legitimate node
other existing scheme against this attack is done. S compromised, the compromised legitimate node
For resilience analysis, different number of Iries to compromise the nearest neighboring node
malicious nodes can be set to run the simulation for Which is again a legitimate node.

a number of times and finally the number of times |t can be seen from Fig.6 that the introduction of
the network captured is recorded. It is clearly shown ground 30 malicious nodes causes the entire
that there is a clear distinction between the npetwork to be captured for the existing key
performances of the two networks for the given predistribution scheme. But for the proposed
attacks. The one formed by the proposed scheme isscheme around 38 malicious nodes are required to
found to show better resiliency. compromise the entire network. Thus the resilience
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is improved in the proposed scheme when comparedwith the legitimate node as a trusted node. By

with the existing key predistribution scheme.

Resilience cunve for Closest neighbour attack
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Fig.6. Closest neighbor attack-resilience analysis

Sybil attack:

Sybil attack is a harmful threat to the wireless
sensor network as it affects the entire network by
forging the identities from the legitimate node and
so the malicious nodes malfunction as nodes with
distinct identities. The attack is modelled based on
previously discussed algorithm as in section (3.3)

Resilience cune for Sybil Attack
50

= sybil attack-vandermonde matrix
= sybil attack-proposed scheme [
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Fig.7. Sybil attack —resilience analysis

The Fig.7 depicts that the network starts getting
compromised when the malicious node count is 3
and the entire network is captured for the malicious

node count equal to 7 for the existing scheme. In the

proposed scheme, the network starts getting

iteratively repeating the process, the malicious
nodes could capture the entire network by using the
false identity. Thus Sybil attack poses a serious
threat to wireless sensor network which affects the
security of the network.

In all the above attack patterns discussed for the
proposed scheme, the malicious nodes will try to
find the corresponding seed key to compromise the
corresponding node. But it is difficult to find the
seed keys that belong to a unique elliptic curve
group, which is based on the parametens andp,
as all these values depends on the network
parameters and also it is a long time process for the
attacker to capture a single node. It is also observed
that a single node communicate with other node
using more than one common key. So the proposed
scheme outperforms the other schemes mentioned in
the literature.

4.6 Memory requirement

Another major performance parameter in wireless
sensor network is the memory requirement as it is a
memory constrained environment. It depends on the
number of keys stored in each node. As the size of
the sensor node is very small, it consists of lesser
memory space to store the key values. Therefore
there exists a trade-off between the sensor node
memory and sensor energy. Withe increase in
nunmber of keys stored in each sensor node, the
energy consumption also increases. Therefore the
keys stored in each sensor node play a vital role in
sensor memory, energy and connectivity.

The connectivity of the sensor network also
depends on the key ring size. Therefore the key ring
size should be chosen in such a way that the
connectivity of the network is not affected. For a
connectivity probability value of 0.33, EG scheme
with  deployment knowledge based key
predistribution scheme requires 200 keys to be
stored in each node. For DDHV scheme with
deployment knowledge 46 keys need to be stored in
the node achieve the same probability connectivity
of 0.33 [6]. Similarly to achieve a connectivity
probability value of 0.5, EG scheme with
deployment knowledge requires 263 keys and
DDHV-D scheme requires 67 keys as shown in
Fig.8 and Fig.9.

In the proposed scheme whatever may be the
number of nodes in the network the key ring size is

captured when 14 numbers of malicious nodes are fived as 10 as it offers a 100% connectivity.

introduced; the entire network gets captured when

Literature also proved that the ECC keys are

the malicious node count reaches 27. The malicious gmaller in size when compared to other algorithms.
node gets the access to the shared common key angtyenthough the keys are smaller in size it provides

uses the common key for further communication
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the same level of security provided by other
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curve group, it is difficult for the attacker to

that the proposed scheme requires lesser memorycompromise the key. This improves the resilience of

storage which is better for resource constrained
devices like sensor node.

200
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Fig.8. Memory requirement
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Fig.9. Memory requirement

5 Conclusions and Future work

The proposed scheme using ECC for key generation
considers the resource constraints like memory,
energy and provides better performance in terms of
connectivity and resilience. The key ring size is
small and fixed for each node which requires lesser
memory, as the keys are generated using Elliptic
Curve Arithmetic operations and by making use of
deployment knowledge. Even though the key ring
size is smaller than the existing schemes; the
proposed scheme is able to achieve 100%
connectivity. In terms of security, as each andever
key stored in the node belongs to a unique elliptic

E-ISSN: 2224-2864 319

the network. Normally deployment knowledge
based key predistribution scheme is better for
resource constrained environments and it improves
the resilience and connectivity in wireless sensor
networks. Since Elliptic Curve Cryptography uses
shorter key size which is suitable for power
constrained environments the energy requirements
are reduced in the wireless sensor networks. In the
future work the resilience of the network can be
further improved by encrypting the communication
between the nodes.
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