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Abstract: - Classic cryptographic primitives of nonlinear cryptographic substitution perform a simple
replacement of each character of the encrypted text with some character of the same alphabet, effectively
implementing the transformation of a single-alphabet simple substitution cipher. As a result, the entropy of the
text transformed by the nonlinear substitution operator is the same as the entropy of the original text. This paper
examines one variant of constructing quasi-randomized nonlinear substitution algorithms using the so-called
weak determinism scheme, which yields a significant increase in the entropy of the output text. We will refer to
nonlinear substitution operators in which one or more transformation parameters are selected in a deterministic
manner, but contain signs of almost random selection as quasi-randomized. With such transformations, the output
text acquires properties that are pretty close to those of white noise.
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1 Introduction nonlinear substitution node or S-box. It is often the
Modern  cryptographic  information  protection S-boxes that are the sole operators determining the
algorithms are mathematical transformations of resistance level of modern block ciphers (AES [1],
messages represented in computers as a specifically Camellia [2], DES [3], etc.) to various cryptanalytic
ordered set of binary numbers. Cryptographic attacks, and primarily to linear [4], [5], [6] and

differential attacks [7]. Indeed, if encryption is

transformations map "meaningful messages" (input / o
reduced to transforming the original text by an

or plaintext) to the domain of "meaningless

messages” (output or ciphertext). From the arbitrary number of linear op.erators ogly, then.they
perspective of signal theory, encrypting the original can all be r.epresented by a smgLe equlvgler}t linear
(redundant, compressible) text consists of tr_ansfprmatlon operator, Wth.h 51gn1ﬁ<.;ant.ly
"whitening" it. The process of message whitening simplifies th.e task of breaking the cipher, reducing its
involves transforming the encrypted text into an Cryptographlc S;trength- o
uncorrelated sequence of (0,1) elements of the Varlgus optlmal.lty'crlterla for S-boxgs are.known.
ciphertext (practically incompressible), with the These 1r}c1ude criteria such as ngnlmearlty and
distribution density of the output alphabet elements propagation (8], [9], the maximum f)f the
as close to uniform as possible. For the purpose of autocorrelation spectrum [10], [11], correlation and
whitening, messages are subjected to iterative multi- algebraic Immunity [1 2]5 [13], strict avalanche effect,
round transformations of the original text by a set of balance and d.1fferent1al resistance [14], and others.
cryptographic primitives, as is done, for example, in It's wo.rth noting, by the way, that the S‘bOX. of t_he
symmetric block ciphers. AES c1pher does not satisfy most of the optlmallt.y
Currently, the established view is that criteria lls'ted above [15], [16], [17]. And yet, th}s
cryptographically secure symmetric encryption doesn't raise any doubts about the cryptographic

strength of both the S-box and the AES cipher as a
whole.
Arbitrary nonlinear substitutions can be

algorithms should include at least one nonlinear
substitution primitive (NSP), also known as a
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represented in at least three different forms: algebraic
normal form [18], over a Galois field [19], [20], and
as substitution tables [21], [22]. Nonlinear
substitution boxes in modern block ciphers are
typically constructed based on this tabular
representation. The justification for this approach to
building an S-box lies not only in the simplicity of
describing the transformation algorithm but also in
the practically confirmed cryptographic strength of
the tabular S-box [23] used, for example, in the most
popular symmetric block cipher, AES.

The computer implementation of S-box assumes,
first, that the substitution table contains N =2"
elements (M-bit numbers) taking decimal values in
the range from 0 to N - 1. Specifically, for the AES
cipher m = §, i.e. a «byte-to-byte» substitution is
performed. And secondly, the S-box performs a
bijective mapping of the set N of input integers

X=0,N—-1 to the set N of output integers

y=0,N —1. And, as a result, the tabular form of the

S-transform does not lead to a change in the Shannon-

Kolmogorov entropy [24], [25] of the output
sequence H , compared to the entropy of the input
sequence H i.e., the equality H_ ,=H, is

in » 0

satisfied.

2 Research problem
The main objective of this article is to develop

methods for forming AES-like nonlinear substitution
operators (table-based, 8x8 scheme) that, thru quasi-
randomization, a type of dynamic (deterministic)
chaos [26], [27], increase the entropy of the
transformed message, i.e., ensure the inequality

H,. >H;, -
reversibility of the transformation, which is essential
for information encryption algorithms, and its quasi-

out Chaos determinism guaranties the

randomness enhances the system's cryptographic
resistance to cracking.

We will classify as quasi-random operators those
nonlinear substitution operators in which one or more
transformation  parameters, although chosen
deterministically, exhibit signs of almost random
selection. The proposed definition of a randomized
operator is based on the definition of a randomized
algorithm given in [28].

3 Preliminary remarks
One of the most important indicators of the quality of
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transformation y=f(x) in S-boxes is the
correlation dependence (correlation), which reflects
the statistical relationship between the values X and y.
It is generally accepted that the smaller this
dependence, the better the bit, byte, or other
component mixing properties the operator possesses
for the input text. For a graphical representation of
the correlation, it is convenient to use grids in a
rectangular  coordinate  system  with axles
corresponding to both variables X and y. Each pair of
variable values X, y is marked with a point. This type
of graph is called a scatter plot or dot plot [29]. Figure
1 shows an example of the S-box scatter diagram for

the Rijndael algorithm of the AES cipher.

¥ 0=0,226428 r=0,081240

E L

] . S
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*
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0 32 64 96 128 160 192 224 2% X

Fig. 1. Scatter diagram
Rijndael algorithm
Source: created by the authors

The mathematical measure of correlation between the
values X and y in the NSP scatter diagram is the
correlation coefficient r, determined by the ratio

r=Zx}-y}/ Z_qu/_z_yf, 1)

where X; are centered and normalized variables x,
whose average value for 8-bit substitutions (N = 256)
is 127.5, i.e.
% =(x —127.5)/256, i=0,255.
The variables Y, are calculated similarly.
Let's introduce an estimate of the quantitative
measure of the density of the distribution of points (X,

y) on the scatter plot. To this end, we will divide the
diagram plane into 64 squares, as shown in Figure 1.

Let's count the number N, ;, (i, j=0,7) of points (X,
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y) that fall into the (i, j)-th squares. If a point (X, y) is
located on the bottom or left side of the square, we
will consider it to belong to the square. A distribution
of points within their existence area will be
considered uniform if four points fall into each square
of the scatter plot. As a mathematical measure of the
uniformity of the scattering o, we will take the
normalized standard deviation of the values of the

random variables N ; relative to their mathematical

expectation, which is equal to four, i.e.,

"=éJZ7:Z7:(”m -4).

2)
i=0 j=0

Ideally, r and o are equal to zero. For the Rijndael
algorithm in the AES cipher, r = — 0.04381 and o=
0.64044 (shown at the top of Figure 1).

The nonlinear substitution primitive of the
Rijndael algorithm implements the following byte-
to-byte transformation:

y=X; -A+p, A3)

where X;' is the multiplicative inverse element of

the field GF(2"8) over the irreducible polynomial
f =100011011 for a given element x;

£ =01100011 is the additive component of the

transformation, and A is a circulant matrix whose top
row is the vector 10001111, and the subsequent rows
(from top to bottom) are formed by cyclically shifting
the previous rows one position to the right.

In a number of works, such as [30], doubt has been
expressed as to whether the parameters f, A, and 8 of
the classical S-transform (3) are optimal, obtained as
a result of careful and meticulous optimization.
Confirmation of this assumption can be found in the
fact that the diffusion properties of AES-like S-
boxes, evaluated at least by the entropy of the
ciphertexts they generate (or the correlation
coefficient of the block's input/output variables), are
not sensitive to the transformation parameters.

4 AES-like substitution primitives

The efficiency of nonlinear substitution primitives
can be significantly increased by modifying
transformation (3). Let's consider one possible
substitution option.

y=(x+0){ -Gy + B, (4)
where G is a generalized Galois matrix; f and ¢ are

irreducible polynomials (IP) of degree eight; 0 is a
primitive element of the Galois field over IP ¢; and

C, [ arethe additive components of transformation
(4). The order of the matrix, which is generally equal
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to n, will be denoted by a superscript on G.
The terms generalized Galois matrix G Kﬁy”g , like the

Fibonacci matrix F,}) , are borrowed from

cryptography theory and are not well-established in
mathematics and technical applications [31]. Let's
clarify these concepts by first presenting the
previously known matrix, let's call it the classical
(6=10) Galois matrix, in this compact form:

(4
qu,l)oz[E OJ’ Q)

where E is the (n - 1)th-order identity matrix, O is the
zero column-vector of dimension (N — 1), and 4 is
the index of the leading coefficient of the primitive
generating polynomial f_ of degree n.

Fibonacci matrix F,} and Galois matrix G "),

are related by the right-sided transposition operator
(i.e., transposition relative to an auxiliary diagonal),
denoted by L :

4 f O f
n _ L _cm
oo = [E OJ o {E v|=Fhe ©
where ® is the zero vector-row of order n—1.
By left-transposing the matrices G."y and F,},

we form another pair of matrices, which we will call
the Galois and Fibonacci conjugate matrices. We will
denote conjugate matrices with superscripts enclosed
in square brackets, i.e., we will represent them as

Gy and F[{. Compact notation and the

relationship of the introduced subset of matrices are
shown in Figure 2.

G = [‘ f] ¢ L > [0 f J = F[:;)
9.0 E 0 E v X

A E 1 0 E -
PEESEN - F
(f @] [f ’J .0

Fig. 2. Diagram of the relationship between
Galois-Fibonacci matrices
Source: created by the authors

G\"I —

0.0

The synthesis of generalized Galois matrices
(GGM) in image space format, where the matrix
elements take values of 0 or 1, is performed
according to the following empirically developed
sequence of transformations.

GGM synthesis algorithm. Let a primitive
element 0 >10 of the Galois field over an irreducible

Volume 25, 2026



WSEAS TRANSACTIONS on CIRCUITS and SYSTEMS
DOI: 10.37394/23201.2026.25.12

(not necessarily primitive) generating polynomial
¢, of degree n be chosen. We will place the element

(let's call it the generating element of the GGM) in
the rightmost digits of the bottom row of the matrix

G(;’”g being formed. The remaining digits of the row

are filled with zeros. Subsequent rows of the matrix
(from bottom to top) are formed by shifting the
previous row one digit to the left. In this case, a zero
is written in the rightmost digit of the row that is freed
up. If, at some iteration step, the senior unit of the
row goes beyond the matrix boundary, then this (n
+1)-bit row is reduced to the remainder modulo the
irreducible polynomial ¢, , bringing it back within
the matrix. 3areM mporecc TPOAOIDKAETCS B
COOTBETCTBHH C OTMCAHHOW CXEMOH, IMOKa He OyayT
3allOJIHEHBI BCE 71 CTPOK Marpullpl. We arrive at the
classical Galois-Fibonacci matrices (which we will
also refer to as simple matrices) by setting the
generator element in the GGM synthesis algorithm to
06=10, as indicated in (5) and (6). Such a value for
the generator element © in the formation of simple
Galois-Fibonacci matrices belongs exclusively to
extended Galois fields generated by primitive
polynomials ¢, .

Transformation (4) can be given the property of
quasi-randomization (weak  determinism), by
assuming that within the encrypted block, the
displacement c, of the k-th eight-bit element X,
changes according to the following rule

¢, =k-h, k=0,L-1, L=N/8, (7)
where h is the step for the block element offset; N
is the block size (in bits).

Given (7), we can express the j-th byte y, in (4)
as

yk:(xk+k.h);1.(3$%+[3‘ ®)
Transformation (3) performs a simple substitution,
for example, replacing the symbol 'a' from the
original alphabet with another symbol 'b' from the
same alphabet, while the frequency p, of symbol 'b'

remains equal to the frequency p, of symbol 'a'. And
for this reason, as we noted above, the classical S-
transform (3) preserves the entropy of the input text.
The picture changes significantly when the S-
transformation is performed according to the weak
determinacy scheme (8). Indeed, let X, = X there be
some input byte, which corresponds to the offset
c,=k-h . The byte y, =S(x+k-h) is retrieved
from the S-box table at the address Xx+c, . Let's
assume further that this or any other block of text to
be converted also contains byte x, but the index / of
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byte is different from index k. In this case, the byte
y, =S(X+1-h) that does not match byte y, is now

retrieved from the S-box table at the address X +c; .

The consequence of such a transformation is an
increase in the number of different symbols in the
ciphertext compared to the number of symbols in the
original text, which leads to an increase in the entropy
of the transformed file, i.e., H_, =H,, .

The dynamics of the entropy change of the output
text for three sizes of S-transformed blocks,
depending on the shift step h, is shown in Table 1. A
12.5 MB fragment of the Dal dictionary [32] was
used as the input file.

Table 1. Entropy of the text file
Source: created by the authors

S-box size (in bits)
h 128 192 25
0 | 4.707303 | 4.707303 | 4.707303
1 | 5.931931 | 6.741472 | 6.864060
2 | 6.612635 | 7.013791 | 7.332091
3 | 6.943560 | 7.342474 | 7.485984
4 | 7.186072 | 7.383172 | 7.556215
5 7.191 7.486439 | 7.640091
6 | 7.189903 | 7.481469 | 7.687300
7 | 7.25899 | 7.585280 | 7.745281
8 | 7.393023 | 7.612759
9 | 7.354705 | 7.679003
10 | 7.406647 | 7.653457
11 | 7.385504 | 7.680380
12 | 7.485629
13 | 7.409907
14 | 7.539308
151 7.502134

Generalized Galois matrices, when included in the
PRS formation loop, provide the best values for the
scattering diagram parameters o and r, compared to
the scattering parameters provided by the Rijndael
algorithm's S-box.

As can be seen from the comparison of the data
presented in Fig. 1, the mean square deviation (o )
and the correlation coefficient ( I ) of the input-output
parameters (X, Y) of the scatter diagrams of the S-box
of the Rijndael algorithm are worse than the
corresponding parameters of the NSP blocks based
on GGM. Note, moreover, that the entropy ( H ) of
the converted text file is invariant to the types of
GGM used in quasi-randomized NSPs.
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5 Results, Discussion, and Future
The main results of this work are as follows:

e Variants for constructing  nonlinear
substitution  primitives based on so-called
generalized Galois and Fibonacci matrices have been
developed, thru which the same binary
pseudorandom sequence (PRSs) can be calculated in
software as those generated by corresponding
hardware LFSR generators.

e [t is shown that generalized matrices are
synthesized not only based on primitive polynomials
(the only possible polynomials used in the synthesis
of classical Galois-Fibonacci matrices), but also
based on polynomials that are not necessarily
primitive at all. However, the condition must be met
that the generating element of the generalized
matrices can only be a primitive element of the Galois
field over the irreducible polynomial that generates
this field.

o The subset of both classical and generalized
Galois-Fibonacci matrices, interconnected by the
right-sided transpose operator, is augmented by so-
called conjugate matrices, interconnected with the
original matrices by the classical (left-sided)
transpose operator.

Generalized Galois matrices of order n can serve

as generators of PRSs of length L =2" —1, whereby
the sequences satisfy all three of Golomb's postulates.
For this reason, it may seem that generalized Galois
generators of PRSs do not introduce any new
properties into sequences formed by classical
generators, and since the latter are easier to
implement in hardware and software, the use of
generalized generators, for example in cryptographic
applications, may not be practical. But that's not quite
right. As established in [33], PRS generators built on
generalized Galois matrices are immune to the
Berlekamp-Massey (BM) attack. The noted feature
of generalized generators arises for the following
reason. For classical generators with a single
feedback loop, the BM tester successfully solves the
problem of determining only one unknown — the

When

generalized generators, in addition to f , the

primitive  polynomial f breaking

n

primitive generating element © of the Galois matrix
also turns out to be unknown. However, the classic
BM algorithm is not designed to calculate two
unknown parameters and therefore becomes
unsuitable when organizing an attack on generalized
generators. That's the first thing. And secondly, in
any case, the processor implementing the BM
algorithm always outputs the value of the primitive
polynomial (PP) as a solution, while a generalized
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Galois LFSR can be constructed based on a
polynomial that is not necessarily primitive.

As a promising direction for further research, we
can suggest solving the well-known problem of
constructing 16-bit S-boxes, supplemented by a
quasi-randomization procedure for two-byte words
based on a scheme of weak determinism, similar to
transformation (8).

6 Conclusion
The development of nonlinear substitution primitives
is one of the key tasks of modern symmetric
cryptography. The proposed method for constructing
quasi-random algorithms significantly increases the
entropy of the transformed data, which, to a certain
extent, is precisely what is responsible for ensuring
the high cryptographic strength of symmetric ciphers.
Due to its structural flexibility, quasi-randomness,
higher entropy, and better values of the parameters
o and r, the GGM-based NSP outperforms the
classical S-box AES in a number of optimality
criteria, including differential and linear robustness,
avalanche effect, balance, etc.

Declaration of Generative Al and Al-assisted
Technologies in the Writing Process

During the preparation of this work, the authors
used Quillbot to check grammar. After using this
tool/service, the authors reviewed and edited the
content as needed and take full responsibility for the
content of the publication.
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