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Abstract: - Renewable energy (RE) sources such as wind farms and solar power plants are now widely seen as
symbols of optimism and environmental responsibility as the global community tackles climate change. The
adoption of digital technology in energy systems, such as smart grids, Internet of Things (IoT), and industrial
control systems (ICS), has introduced new risks in terms of cybersecurity. This study investigates the weaknesses
of RE infrastructure and emphasizes the pressing requirement for strong cybersecurity measures to safeguard
these vital assets. The research focuses on different types of cyber threats that have targeted RE projects, such as
ransomware, phishing, distributed denial of service (DDoS), supply chain (SC) attacks. To counter these threats,
the study proposes a counter-strategy that includes advanced threat detection, regular updates, secure remote
access, and thorough incident response plans. The study also emphasizes the significance of providing training
for employees and strengthening security throughout the supply chain to reduce the risks posed by internal threats
and mistakes made by humans. The research shows the importance of stakeholders in the RE sector considering
cybersecurity as more than just a technical requirement but a crucial strategic decision-making.
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1 Introduction suffered attempts at cyber intrusion in Germany in

The use of Renewable Energy (RE) in electricity 2021 (Dauchy, 2021).
production, by using wind and solar power, is
improving worldwide to greenhouse gases emission 1.1 Research Problem

and the use of fossil energies. Thus, as the power The protection requirements of medical centres, crisis
systems change, the threats skyrocket because of  reaction systems, financial markets, and other highly
increased interconnectedness and reliance on software ~ dependence organisations are still unidentified from

and IoT. The following, therefore, are some striking the technical side. Features of vulnerabilities that may
reasons why there is a need for better protection of  indicate how they may be expressed in these contexts
wind and solar projects supporting important are unknown, thus the direction of how to introduce
operations. Globally it has committed to increasing  the details is uncertain (Aliero, et.al., 2021). The
renewable energy production (Jayaram, 2024). The  complex cyber threats already depicted against
EU has set a target to have 42.5% per cent of  conventional ICSs are issues of concern when it
renewable energy by the year, 2030. Therefore, as comes to newer energy systems. It is still necessary to
more wind farms and solar parks are developed to discuss how TD practices and OCs might contribute
achieve these targets, the exposed cyber surfaces  to intrusions or disruptions accidentally (Stoddart,
increase as well. At the same time, digitalisation helps ~ 2022). Evolving attack sophistication  defines
in the monitoring and management of distributed and ~ strategies proven effective formerly may no longer
remote energy assets with the help of sensors sufficiently address emerging renewable-specific
incorporated with ToT and industrial control (Jaffe, ~ risks to dependent critical services (Rodriguez, 2023).
2023). Although it allows collaboration more Unlike, energy providers and infrastructure operators
effective, it creates new opportunities for hackers to ~ currently have limited guidance for systematically
enter the firm’s network. The cyber threats themselves ~ assessing  cybersecurity risks unique to their
are exemplified in recent occurrences. Sources are renewable energy portfolios and interdependencies
also targeting too-well, over a dozen wind farms (Culler, et.al., 2022).
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1.2 Research Aim and Objectives

The study aims to identify and analyse vulnerabilities,
threats, and risk mitigation strategies to enhance the
cybersecurity posture of RE systems, focusing on
Supervisory control and data acquisition (SCADA)
vulnerabilities, effective threat detection, incident
response plans, and securing remote access against
cyber-attacks. On focus on identifying and analysing
vulnerabilities and threats unique to renewable energy
systems within these vital sectors.

RO1.To identify and analyse vulnerabilities and
threats unique to RE systems in vital sectors.

RO2.To interconnected systems and SCADA
vulnerabilities impact the cybersecurity posture of
renewable energy projects.

RO3.Evaluate threat detection and risk mitigation
tailored to wind and solar energy systems.

RO4.To implement comprehensive incident
response plans to address cyber threats targeting
renewable energy assets.

RO5.To secure remote access play in protecting
renewable energy systems from cyber-attacks.

The key research questions to be addressed are:

Q1. What are the unique cybersecurity challenges
faced by wind and solar infrastructure in critical
sectors such as healthcare, finance, government, and
critical infrastructure?

Q2. How do interconnected systems and SCADA
vulnerabilities impact the cybersecurity posture of RE
projects?

Q3. What strategies can be developed for effective
threat detection and risk mitigation specifically
tailored to wind and solar energy systems?

Q4. How can firms in critical sectors implement
comprehensive incident response plans to address
cyber threats targeting RE assets?

Q5. What role do SC security and secure remote
access play in protecting RE systems from cyber-
attacks?

1.3 Rationale and Research Significance

This study aims to advance understanding and
strengthened practical definitions against evolving
cyber threats targeting wind and solar infrastructure
powering critical sectors. As renewable assets
increasingly underpin essential national services,
protecting their security and resilience was a strategic
priority (Franza, et.al., 2022). The elaborate
identification of technical vulnerabilities that pertain
to these specialised energy environments would offer
a very sound foundation for risk evaluation and
definition (Haber and Haber, 2020). To apply deeper
solutions in parallel with overarching approaches,
adjusting  strategies tailored to the distinct

E-ISSN: 2769-2477

54

Moraes Jose, Satya R Shah

characteristics of a sector to detect the emergence of
new cyber threats before they can disrupt industries
was important (Topor, 2024). The recommended steps
would assist organisations in identifying their
cybersecurity maturity level, which would relate to the
organisations’ renewable portfolios and contain
critical integrated functions (Zheng, et.al., 2022). The
research proposal objectives sought to balance the
environmental sustainability of buildings with
improved security of renewable resources from cyber
risks (Taplin, 2020). This research has significant
practical implications for increasing the level of
security of the renewable energy assets which are vital
for the countries’ critical infrastructure protection.
Given that sector vulnerabilities can first be
adequately recognised along with strategies for
countering the risks involved in disrupting the sector’s
stable functioning, the general level of cyber risks can
be notably minimised (Kabeyi, et.al., 2022).

As the share of wind and solar energy rises, their
protection becomes more critical for public safety and
quality of life. The study also has management
implications for organisations that oversee crucial
renewable energy remote urges (Whittaker, 2024).
Recommendations on how to conduct risk analysis
and deploy defence measures allow the operators of
infrastructures to approach systematically the problem
of  improving  protection  against threats
(Chairopoulou, 2024). This directly supports the
business continuity, protection of company
reputations and regulation in areas inherent to their
work. In turn, the research helps to fill important gaps
in the literature, which hinders thorough risk
management (RM) (Council, 2021). The specific
issues related to technical aspects in particular
operating environments might be deepened to the
point of pushing the development of optimal solutions
(Duguay, 2020).

2 Literature Studies

This literature review examines some important issues
regarding the cybersecurity of RE infrastructure.
Technologies like solar panels and wind turbines have
become more digitally networked and integrated with
industrial control systems, they have become
vulnerable to cyber-attacks. The study explores
common vulnerabilities in these systems, previous
cyber incidents that have already occurred, and
strategies that can help bolster defences. The literature
reviews SC security challenges and the need for
comprehensive incident response planning.

Volume 6, 2026



International Journal of Computational and Applied Mathematics & Computer Science

DOI: 10.37394/232028.2026.6.6

2.1 Cybersecurity in Renewable Energy (RE)
Studies have argued that RE technologies, including
solar PV and wind turbines, have expanded over
recent years owing to the rise in awareness of climate
change and the consequent shift to clean energy
worldwide (Hassan, etal.,, 2024). Research
highlighted renewable infrastructure has increased its
relational dependence on digitalization and
connection to industrial control systems it has become
increasingly exposed to cyber threats (Hou, et.al.,
2024; Shah & Kaphantengo, 2025). Research on the
cybersecurity challenges of RE has only recently
started emerging (Nadir and Ghalib, 2022)

Supply chain risks 31% 35% 29%
Technology infrastructure risks [EEREES 5% 52%

Reputation risks
Financial risks
Employee risks

Intellectual property protection risks

14% 41% 2Th

Physical risks

W Hot at all L T corngd W SEght

Fig. 1: Cyber Risks in Energy Firms (EY, 2024)

It is evident that many devices deployed in solar
PV and wind power systems include active
connectivity to the internet via sensors, inverters, and
Supervisory Control and Data Acquisition systems,
which makes them vulnerable to attackers'
exploitation. Notably, there are open and familiar
threats affecting device firmware, network,
authentication, and security zones in the organization.
The renewable portion has long durability but receives
less frequent program patches once integrated,
allowing adversarial subroutines to reign for years
(Liu, et.al., 2024).
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Fig. 2: Multidimensional Approach to Energy
Security (PV Mag, 2024)

As stated, with the ongoing addition of renewable
energy capacities all over the world, the capacity and
intricacy of solar and wind-based projects have also
stepped up (Birte & Hannele, 2022). Big solar power
stations and wind power plants contain numerous
more internet-connected checking points,
correspondence systems, and contacts with the
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electricity network than a rooftop solar panel or small
wind generator from the past. This trend towards more
extensive and interconnected renewable infrastructure
has aggravated cyber threats as the usable attack area
increases (Khalaf, et.al., 2024). Some notable cyber
incidents involving renewable technologies have
already occurred. In 2016, the Ukrainian electricity
grid was successfully compromised through industrial
control systems, resulting in a blackout. While the
origins are still being debated, renewable
infrastructure could have represented an initial
infiltration point or propagation channel (Vetrivel,
et.al., 2023). More directly, the US Department of
Energy has reported hacking attempts against wind
turbines and other energy control systems (Pléta,
et.al., 2020). According to (Henry, 2024) going
forward, emerging technologies such as integrated
renewable-grid  platforms, distributed energy
resources, and renewable microgrids are expected to
introduce even greater interconnectivity and
complexity. Without adequate safeguards, these
systems risk becoming highly appealing cyber targets
that could endanger public safety and critical national
infrastructure functions. Coordinated efforts are now
needed to identify vulnerabilities, harden defences,
and ensure the continued safe and reliable operation
of renewable technologies powering vital sectors into
the future (Tawfiq and Abdulaziz, 2024).

2.2 Vulnerabilities in Renewable Energy
Research shows certain common vulnerabilities
present across the wind and solar energy infrastructure
which threaten to compromise security (Ekechukwu
& Simpa, 2024). Studies have highlighted how
renewable technologies' increasing use of networked
monitoring devices and control systems to optimize
performance and integration with transmission grids
can introduce new cyber vulnerabilities. Both wind
and solar installations widely employ internet-
connected sensors, monitoring tools and control
systems as identified in academic literature, which
seeks to maximize the amount of clean energy fed into
national infrastructure networks.

SCADA

supervisory control and data acquisition

Fig. 3: SCADA Overview (Nixma, 2024)
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However, this growing connectivity also exposes
these systems to potential cyber threats, according to
research exploring the CS challenges of industrial
Internet of Things technologies, unfortunately, the
security protocols and software powering these
internet-connected elements have routinely proven
porous (Shah, et.al., 2020). Common vulnerabilities
involve outdated encryption algorithms, failure to
promptly address known exploits, and lack of
adequate authentication measures to restrict
unauthorized access to control interfaces (Philip,
et.al., 2021). Interconnectivity amplifies the degree of
risk, as clever adversaries may infiltrate whole
systems by targeting individual points of weakness
(Sewall, 2024). Under current setups, any single
compromised wind turbine or solar array could
potentially be leveraged as a gateway to disrupt
surrounding  infrastructure  through vulnerable
industrial control, supervisory control and data
acquisition protocols (Nyangon, 2020).

Supervisory control and data acquisition (SCADA)
defined as the electronic central nervous system that
remotely monitors renewable fleets (Abdelmotaleb &
Shrestha, 2023). They are centralised hardware and
software platforms ideally used to monitor, control
and analyse industrial processes in real time. The
convenience of SCADA results in the complication of
functions with no fewer than single-point failures. For
instance, SCADA master’s system that supervises
several hundred wind turbines or hundreds of
megawatts of solar panels; the successful intrusion
into that system could stop the production of energy
across large areas using only a single blow. Also, the
previous generation of SCADA was developed with
no concerns about contemporary security principles
and has inherency defects (Loshin, 2021).
Implementing retrofit solutions has been difficult
while minimizing interference with plant operations
and electricity requirements. Today's renewable
deployments of the crucial sectors consist of several
complex networks with innumerable threats, known
and unknown. It is necessary to realise defensive
measures that open a systematic approach starting
with individual assets at the lowest level and ending
at the network level (Huang & Zhu, 2020).

2.3 Cyber Attacks on Renewable Energy

Studies gave an example of the high-level attacks on
renewable structures some of which if attacked result
in drastic consequential impacts (Aljundi, et.al.,
2024). Threats are weaknesses that adversaries
leverage and the interruption that can be caused,
therefore. Studies noted that hackers were able to
penetrate the turbines’ control software to manipulate
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its parameters; for instance, by changing the braking
systems and tilting the blades (Barker, 2020). There is
a need to consider the cybersecurity risks that emerge
as renewable energy technologies become
increasingly digitized and integrated within industrial
infrastructure (EI-Taj, et.al., 2024). As the literature
highlights, the growing use of networked control
systems within the solar, wind and other renewable
installations which feed power directly into national
grids introduces vulnerabilities. These systems could
potentially be targets for cyber-attacks aimed at
disrupting electricity generation or distribution. While
renewables offer benefits to the environment, their
integration into large-scale energy production means
they face challenges comparable to other critical
national infrastructure. Therefore, further research is
required to fully understand the cyber threats faced
and identify appropriate mitigating strategies. This
will help ensure renewable resources can reliably
support sustainable energy provision long into the
future (Shah & Li, 2024). Downtime for repairs
represented lost generation and revenue while
potentially endangering reliability commitments if
outages persisted (Salite, et.al., 2021).

One of the most concerning events consists of the
doubts about a cyber-attack on Ukraine's electricity
infrastructure in late 2015 (Di Pietro, et.al., 2021).
While causality is still unknown, specialists assume
distribution management systems could have been
initially breached through wvulnerable industrial
control points, allowing hackers to take over the
distribution systems. It is difficult to articulate the
exact planning, but it depicted a real-life worst-case
approach to a cyber-strike that uses connectivity to
cause first-degree physical consequences. Renewable
energy systems are cyber-physical, which makes them
susceptible (Aslam, et.al., 2024).

Case studies help contextualize cyberattacks
targeted towards renewable infrastructure
(Sonnenberg, et.al., 2022). The account of a wind
turbine hacking altering braking and tilting
mechanisms paints a concerning picture of the direct
operational impact digital intrusions can achieve.
While attribution for infrastructure events may be
difficult to determine, the Ukraine blackout example
discussed highlights how infiltrating control points
initially could facilitate broader distribution
takeovers.  This  indicates  the interactive
vulnerabilities between physical and networked
aspects that adversaries may seek to manipulate
(Gaur, et.al., 2023). Further exploration is required to
deeply comprehend the full spectrum of threats in this
sector. Especially with its rising contributions to
electricity systems supporting vital national services
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that necessitate robust protections as dependence
grows (Mlilo, et.al., 2021).

2.4 Defensive Strategies for RE

Considering vulnerabilities and incidents affecting
renewable technologies, the sector has started
adopting a range of defensive practices and strategies
(Halgamuge, 2024). Implementing a combination of
foundational security hygiene alongside innovative
protections offers the most rounded approach. All
renewable infrastructure owners should ensure
prompt patching of known software vulnerabilities,
use of strong authentication for access to control
interfaces, and segment sensitive networks containing
generation and transmission equipment (Sudha, et.al.,
2024). Independent security auditing can identify gaps
needing attention. International standards like the ISO
27001 framework provide comprehensive blueprint
guidance on implementing formal information
security management protocols. Beyond the
fundamentals, certain technologies hold promises in
strengthening network defences (Steingartner, et.al.,
2021). Applied correctly as an extra barrier, this can
help confine any infiltration. Intrusion detection tools
monitoring network traffic for anomalies may detect
suspicious connections or Commands sent to
equipment for halting before serious harm occurs
(Kumar, et.al., 2022).

Addressing vulnerabilities inherited within the
equipment itself also requires focus (Gonzalez, et.al.,
2023). System designs incorporating 'Security by
design' principles inherently build in safeguards rather
than bolting them on later. Some turbine and solar
panel manufacturers now offer security-featured
firmware upgrades designed with today's threats in
mind. However, retrofitting millions of existing assets
poses difficulties and remains a work in progress
(Alabid, et.al., 2022). As renewable infrastructure
expands ever deeper into international critical
infrastructure  domains, coordination between
technology providers, owners, and dependent vital
sectors grows essential. Information sharing on
evolving risks facilitates a collaborative approach to
threat management (Dandurand & Serrano, 2013).
Defenders require multifaceted solutions
encompassing adaptive technologies, learning from
past experiences and cooperative strategies suited to
RE's diversity to ensure continued resilience in the
face of adversary determination (Gautam, 2023).

2.5 Role of Supply Chain Security

The globalized and intricate nature of renewable
technology SC introduces further vulnerabilities
requiring attention (Nygard, 2024). Components and
third parties involved in equipment design,
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manufacturing, maintenance each represent potential
vectors for the introduction of harmful alterations. A
single compromised link within vast and opaque
sourcing networks could inadvertently undermine
industry security (Accenture, 2020). Figure 4 shows
categories of SC security (Oracle, 2024). Solar panels,
wind turbine blades, key electronic control systems all
depend upon geographically distributed production
processes (Usman, et.al., 2024).

The 4
Categories
of Supply
Chain
Security

Procedural

Personnel
-

Fig. 4: Categories of SC Security (Oracle, 2024)

During manufacturing, untrusted suppliers either
install hidden vulnerabilities or counterfeit authentic
products with trojan functionality (Bhunia, et.al.,
2014). Supplier relationships also evolve over the
lifetime of multi-decade infrastructure assets,
introducing continuous oversight challenges (Ratner,
2024). These risks are magnified when third-party
maintenance roles because of the remote installation
or the specialized nature of the renewable
constructions (Meydani, et.al., 2024). Screening the
background of temporary employees is challenging,
and when many entities are involved in managing
responsibilities, there is blurred ownership (Pipelines,
2022). To mitigate these risks, companies must
conduct rigorous evaluations of their suppliers
through audits, from the sourcing of raw materials to
their internal security practices (Ventura, 2021). Legal
requirements mandating transparency of security and
governance procedures can clarify and manage
relationships with high-risk suppliers (Shah & Lim,
2024). Additionally, "security by design" improves
procurement regulations, such as: B. cryptographic
authentication and tamper-proof design and protection
(Udayakumar & Anandan, 2024). Anonymous
information sharing platforms can also help industries
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quickly identify compromised suppliers and address
product security issues (Rantos, et.al., 2020).

2.6 Incident Response Planning

To effectively handle cyber incidents targeting
renewable infrastructure when prevention fails, all
owners must develop comprehensive response plans
(Krause, et.al., 2021). Such strategies require
consideration of technologies' unique attributes
compared to traditional energy systems. The response
also necessitates deep coordination between
renewable operators and partners in supporting vital
sectors (Abadi, 2023). Rapid incident detection and
classification streams follow, with automatic alerts
notifying key staff according to severity (Basheer,
et.al., 2023). While in-depth analysis deals with the
attack mechanisms, as soon as the first issue is
contained it focuses on the prevention of the
occurrence of similar issues (Kim, et.al., 2022).
Feedback on lessons for teaching, learning and
informed parenting of defences. Where criminal
Behaviour takes place, acquired evidence
preservation helps in any subsequent legal action
(Tutay, et.al., 2023). Externally, the energy operators
and the partner sectors must exchange information
concerning potential threats and exercises. Studies
conducted virtual exercises to assess the effectiveness
of multiple-organisational incident management plans
(Randall & Allen, 2021). Cooperative preparation for
real occurrence enhances the effectivity of post
disaster damage evaluation, critical load reduction and
synchronous restoration. The only way in which such
ongoing protection of the welfare of the public, which
depends on infrastructure, is possible is through
collaborative and integrated planning for the
responses as well as the involvement of the

technology providers and the various sectors
(Rathnayaka, et.al., 2022).
Distinguishing characteristics of renewable

technologies compared with the conventional grids
strongly suggested that interdependencies between
renewal technologies and other critical sectors are
profound and complex; therefore, response strategies
require internal coordination among different project
sites and external collaboration between technology
suppliers and infrastructure providers (Iweh, et.al.,
2022). The literature provides some essentials that
such plans should include, to then enable quick
identification and categorisation of any events to
enable the necessary alert the right personnel
instantly. Once issues are on a steady decline, further
research is possible to reveal specific tactics, which
can be utilised to penetrate the system and avoid such
occurrences in the future with lessons learned
incorporated to improve defensive measures (Mehta,
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et.al., 2023). In cases where the participants engage in
criminal conduct, then it is possible the evidence
gathered form the digital artifacts will be useful to the
legal processes that follow. Moreover, the exchange
of information about new threats and regular, joint
exercise training on how to prevent a supply
disruption amongst the energy operators and the
reliant sectors will be nearly mandatory to validate
multi-party management procedures. This can only be
achieved when individuals work hard and cooperate
with others who can plan properly and ensure
resilience and public welfare during adversity which
is echoed by studies (Molakeng, 2020).

2.7 Cyber Insurance in Managing Cyber Risks
Since the dangers gradually shift towards the
renewable energy infrastructure, thus the literature
proves that cyber insurance has emerged as the other
recognised RM solution to strengthen the industries
(Bennagi, et.al., 2024). In renewable projects where
the average online life is over a quarter of a century,
insurance coverage helps compensate for deficiencies
in conventional risk profiles by offering metrics for
network connectivity and third-party and supply chain
interactions made possible by digitalisation. The
insurers are looking forward to developing bespoke
solutions for renewable property that involves
foremost the properties of the asset class and the need
for response to both short-term and major events such
as BI pay-outs for both small events and catastrophic
ones (Hofmann, 2021). It also now captures the costs
to address security incidents along with the related
legal costs of the consequences of regulatory
violations. It is stressed that premiums can contain
such estimated risks concerning assets’ significance,
cyber checks, and SC risks’ disclosure (Wai, 2022).
The market take-up for cyber insurance relating to
renewable power is rising gradually across markets as
the owners of these assets realise risks are not limited
to property (Eling, et.al., 2023). They also have an
option of providing the policyholder risk consulting
that will help in strengthening the base security while
at the same time helping in minimising the future
claim. From the literature, it has been ascertained that
there exists a problem regarding how model
uncertainties look for new system-like shocks. The
policy conditions and exemptions also include
appreciation concerning matters as quickly as the
evolution of technologies (Shah, et.al., 2024). It is also
necessary to introduce cyber insurance premia as it
allows renewable project stakeholders to attain
reasonable  risk  distribution for  enhancing
organisational CS readiness for more goals during
projects’ life cycles, as well as in the context of the
planning and responding to better practices during
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project implementation (Svensson-Hoglund, et.al.,
2021).

2.8 Literature Gaps

While ongoing research into renewable energy
cybersecurity risks and defences has provided
valuable insights, significant gaps remain within the
existing literature that require addressing (Ghiasi,
etal., 2023). A focused examination of these
deficiencies can help prioritize future studies seeking
to strengthen understanding and protections for this
vital developing sector. The most notable is the lack
of in-depth empirical analysis of cyber-physical
impacts and how specific technical compromises
translate to real-world consequences (Ofte &
Katsikas, 2024). Case reports of past breaches
describe disruptive outcomes at a high level without a
thorough exploration of engineering and operational
dynamics. Closing this gap demands detailed forensic
post-mortems of notable incidents to elucidate attack
pathways and quantify effects across generation,
transmission and supported infrastructure domains
(Costigan, 2023). Similarly, literature assessing
renewable technologies' unique attributes compared to
traditional energy systems remains limited. Distinct
attributes like remote and distributed deployment,
longevity timescales and specialized maintenance
processes shape differing vulnerabilities (Blasi,
2020).

Testing and evaluation of industrial equipment
also presents a major deficiency (Doh & Wood, 2021).
While frameworks exist to 'pressure test' IT systems,
renewable component manufacturers currently face
no obligations to independently verify suppliers'
security claims or rigorously validate designs'

resilience through tailored evaluation regimes.
Research literature systematically investigating
potential product weaknesses is thus sparse.

Integration of renewable assets within multi-vendor
environments forms another gap (Majumder, et.al.,
2023).  Interdependence  introduces complex
interactive risks seldom addressed at a practical
technical level. The literature neglects the evaluation
of common system interfaces and emergence effects,
potentially magnifying individual component issues
(Windemer and Cowell, 2021). Focus on the human
aspects of cybersecurity represents an overall
deficiency across energy sector literature.
Organizational processes, personnel risk factors, and
human error vulnerabilities intrinsic to industrial
cyber-physical systems warrant dedicated research
attention regardless of the technological solutions
applied (Alvarez-Alvarado, et.al., 2024). A socio-
technical research perspective remains largely
unexplored to date. Addressing these gaps promises
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significant rewards for strengthening infrastructure
resilience (Attanasio and Battistella, 2023).

2.9 Theoretical Perspective

Richard Clarke and Robert Knake's Theory:
Studies shown that nation-states and other actors will
continue to perceive cyber operations as a source of
strategic competition and conflict (Goldman, 2020).
The renewable systems are critical national
infrastructure and at times impacted in some serious
cases, such as 2015 power outage in Ukraine, people
still wonder whether hostile cyber operations
impacted the blackout (Maschmeyer, 2021). This is
mainly because renewable technologies are
increasingly becoming embedded in energy systems
of the world's economies and militaries, and therefore,
any adversaries may seek to neutralize their opponents
using cyber-attacks targeting them. Therefore, the
theory which was developed by Clarke and Knake
offers a solution to how the geopolitical environment
influences state-sponsored threats on renewable
systems (Montafia, 2022).

Cyber-Physical Systems: Explaining that
renewable technologies incorporate information
technologies with operational technologies because of
digitalized features (Banales, 2020). The Stuxnet
attack revealed that targeting industrial control
systems will allow disruption of cyber-kinetic action
effects (Stoddart, 2022). This is a perfect definition of
cyber-physical systems as components of a cyber and
physical network and can be well applied to denote
renewable energy assets. Attacks have compelled
changes to the settings of wind turbines or even
encrypted files essential for the functioning of wind
farms (McCarty, et.al., 2023).

Mancur Olson's Collective Action Theory:
Challenges in coordinating effective strategic
responses due to distributed ownership models and
opaque global supply chains involved in renewable
technologies (Gonzalez, & Rendon, 2022). There are
current gaps in collective activities such as integration
risk assessment, testing of components, and supply
chain security management (Emrouznejad & Abbasi,
2023). Furthermore, with renewable systems
integrating into consolidated regional electricity
networks, adversaries can more efficiently target
multiple stakeholders simultaneously, requiring
coordinated defensive strategies that collective action
theory suggests will be difficult to achieve (Juozaitis,
2021). Considering the cybersecurity challenges
facing renewable infrastructure through the lenses of
Clarke and Knake's cyber war theory, the cyber-
physical systems conceptualization, and Olson's

Volume 6, 2026



International Journal of Computational and Applied Mathematics & Computer Science

DOI: 10.37394/232028.2026.6.6

collective action theory provides a theoretically
informed analysis of both the drivers of threats and
barriers to developing comprehensive defensive
solutions (Craig, 2018). In conclusion, cybersecurity
issues facing renewable infrastructure as technologies
like solar panels and wind turbines have become more
networked. It examines common vulnerabilities,
previous cyber incidents, and supply chain risks.
Coordination is important for incident response given
renewables' integration into consolidated power grids.

3 Research Methodology

This details the research methods used to investigate
the unique CS challenges facing renewable energy
projects in critical sectors. A mixed methods approach
was employed consisting of qualitative and
quantitative components. Semi-structured interviews
with industry experts explored cyber risk perceptions
and defence strategies. An online survey of renewable
energy organisations in healthcare, finance and
government quantified cyber incident trends and
mitigation practices. Case studies of past cyber-
attacks supplemented the data. Thematic analysis and
descriptive statistics were utilised. The research

design aimed to provide comprehensive and
actionable  insights  through  methodological
triangulation.

3.1 Research Design

A mixed methods research design was adopted to
address the objectives. This combined qualitative and
quantitative data collection to provide a deeper and
more nuanced understanding of the cybersecurity
challenges, beyond what a single method could reveal.
A concurrent triangulation design was employed
where both qualitative and quantitative data were
collected and analysed separately, then merged
(Jayaram, 2024). Qualitatively, semi-structured
interviews and case studies were used. Interviews
gathered rich insights from 15 cybersecurity experts
on unique risks, defences, and organisational impacts.
An interview guide with open-ended questions was
developed and aligned to the objectives. Semi-
structured interviews were anticipated to take 60
minutes each and conducted face-to-face or remotely
using video calls where it was possible. Sources which
contained information were reports on incidents
provided by cybersecurity companies, technical
overviews of the incidents by energy organisations,
and press articles in reputable periodicals. The online
survey was designed to achieve a 20% response rate
from the sample of 100 respondents, the targeted
population being professionals from the renewable
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energy as well as cybersecurity industries of the
critical infrastructure sectors. Power analyses
estimated the number of interviewees and surveyed
people required to sufficiently answer the research
question given a desired effect size. The self-reporting
bias that exists in survey data could be eliminated by
guaranteeing the subjects’ anonymity and giving them
more open-ended questions where the answers could
be expanded upon. Case studies of 5 past cyber
incidents targeting renewable infrastructure explored
technical vulnerabilities exploited and lessons
learned. Quantitatively, an online survey targeted
renewable energy organisations in the defined critical
sectors. Questions measured cyber incident trends,
defence strategies employed, and barriers to resilience
using S5-point Likert scales. Organisational
demographics helped analyse differences. The survey
was piloted with 5 experts and distributed via industry
associations to reach a target sample of 20 responses.
Data analysis included thematic analysis of interview
transcripts and case study reports to identify key
themes. Descriptive statistics summarised survey
responses, while inferential analysis tested
relationships between variables. NVivo and SPSS
software  supported systematic and rigorous
qualitative and quantitative analysis respectively.
Bringing both strands together through triangulation
validated and reinforced the findings. The concurrent
timing allowed each component to inform the other
for increasingly meaningful insights. This design
empowered comprehensive exploration of research
problem from multiple perspectives (Jaffe, 2023).

3.2 Research Approach and Sampling

The research approach employed a deductive
methodology to investigate the cybersecurity
challenges facing renewable energy projects in critical
sectors. An in-depth review of existing literature and
industry reports was conducted first to establish the
body of knowledge and identify gaps (Dauchy, 2021).
This informed the formulation of specific research
objectives and questions aimed at addressing the gaps.
Based on the objectives and literature, a mixed
methods concurrent triangulation research design was
developed using qualitative and quantitative data
collection methods. The qualitative component
involved semi-structured interviews with 15
cybersecurity experts from the energy sector to gather
rich insights into unique risks, defences used, and
organisational impacts of cyber incidents (Sherman,
2021). Five past cyber incident case studies were also
compiled through documentation analysis to provide
tangible examples. Meanwhile, a quantitative online
survey targeted renewable energy organisations in
critical healthcare, finance and government sectors to
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quantify cyber incident trends, mitigation practices
employed, and barriers to resilience. Ethical approval
was obtained from the institutional review board
before data collection commenced. Informed consent
and confidentiality procedures protected participant
identities and responses. Interviews were then
conducted following the developed interview guide.
At the same time, case study documentation was
analysed (Aliero, et.al., 2021). The survey was also
distributed using targeted sampling via industry
associations. In the data analysis phase, a thematic
analysis of interview transcripts and case study reports
was conducted to identify key themes. Descriptive
statistics summarised survey findings, while
regression and correlation tested relationships
between variables. Results across the qualitative and
quantitative strands were integrated through joint
display tables and narratives. Findings were then
interpreted based on the initial literature and research

questions. Conclusions regarding the research
objectives were drawn and recommendations were
provided to strengthen industry resilience.

Suggestions for future research avenues were also
outlined. Rigorous proofreading ensured a robust
research process and reporting of high quality
(Stoddart, 2022).For the qualitative component, semi-
structured interviews were conducted with 15
cybersecurity professionals across various roles and
levels of experience within renewable energy
organisations. A pilot survey with 5 experts validated
question wording and format before full distribution.

3.3 Data Collection & Analysis

Both qualitative and quantitative data were collected
to gain a comprehensive understanding of the
cybersecurity challenges for renewable energy
projects. An interview guide was used consisting of
open-ended questions linked to the research
objectives. The interviews were scheduled for one
hour via video conferencing and with permission,
recordings were transcribed for later thematic
analysis. Meanwhile, five recent cyber incident case
studies involving renewable infrastructure breaches
were compiled through an in-depth review of
documentation from incident reports, technical
analyses and media articles. Quantitative data was
collected through an online survey distributed via
targeted sampling to renewable energy organisations
in critical healthcare, finance and government sectors.
The survey questions focused on measuring trends in
cyber incidents experienced, defence strategies
employed, barriers to resilience, and organisational
demographics.. Thematic analysis was used to analyse
data from semi-structured interviews and case studies.
Transcriptions and documentation were carefully
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reviewed to develop initial codes summarising key
insights. These codes underwent several rounds of
refinement as patterns emerged, before sorting into
overarching themes (Rodriguez, 2023). NVivo
software supported efficient data organisation and
coding, responses were exported from the online
platform into SPSS for analysis. Descriptive statistics
characterised the sample and summarised responses.
Frequencies represented trends while measures of
central tendency captured average agreement levels
with statements.

4 Results and Discussions

This chapter synthesises quantitative and qualitative
outcomes with prior research, allowing us to discuss
the studied phenomena in detail. The findings are then
expounded, and interesting trends and analysis
patterns are extracted from the data gathered to meet
the aim and objectives. On the other hand, the
quantitative data provided the consistency of the
results and qualitative results summarised the link of
the research question with existing literature.

4.1 Quantitative Results

The chart utilises different colours to illustrate the
ratio of the visitors' responses. Figure 5 shows
research's basic findings regarding role distribution
among 22 respondents.

Question 2.

What is your role in the organization?
22 responses

-
>

@ T Security Specialist

@ Project Manager
Operations Manager

@ Engineer / Tecnical or Cyber

@ Other (please specify):

@ Final User

@ Cyber Security Consultant

@ Cyber Security Manager

Fig. 5: Q2: Role in the Organisation

Geographic Location
Please select your geolocation divided by continents
22 responses
@ North America (Canada & USA)
@ Eurcpe
South America
® Asia
@ Africa
® Oceania
® Antarctica
® | prefer notto say

Fig. 6: Q3 Result: Geographical Location
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There are 13 subfields for every role (IT Security
Specialist, Project Manager), indicating a percentage
of 13.6 for each field, whereas 9.1% indicated Cyber
Security Consultant and Cyber Security Manager.
Figure 6 provides the geographic distribution of the
22 respondents by continent. The highest is with
Europe, which accounted for 40 per cent. 7%, Europe
at 40.9%, Asia at 28%, and North America at 31.8%.
Asia and South America each make up 13.6%. The
chart reveals a good geographical distribution among
the world’s population in the sample of respondents.
Figure 7 shows the distribution of the respondents
within different sectors, which are considered the
most critical in the region. It revealed that the Energy
Infrastructure Services sector as most prominent
sector among the respondents (63.6% working).

Sector of Work

Are you working in critical Sectors? Wich ones? multiple options
22 responses
Communications Sector
d#althcare and Public He.
Transportation Systems.
Nuclear Reactors. Materi....
Enargy Infrastructure Se
Defense industrial Base...
Government and Critical I
Food and Agriculture Se
Financial Servces Seclor
Waler and Waslewaler
Blecommunicalons Sector
Manutactuering Sector

-4 (18.2%)
8 (40.8%)
1(4.5%)
1(45%)
14 (63.6%)
2(9.1%)
6(27.3%)
1(4.5%)
2(9.1%)
3(136%)
4(18.2%)
2 (9.1%)

10 15

Sectors

0

Fig. 7: Q3 Resuits — Work

Healthcare and Public Health come second with
40.9% of the respondent population. The government
and critical infrastructure sector accounts for 27.3%,
and the communications and telecommunications
sector accounts for 18.2% each.

Question 4.

How lona have you been involved in renewable energy projects?
22 responses

@ Less than 1 year

@® 1-3years

® 3-5years

@ More than 5 years

Fig. 8: Q4 Results — Involved in Renewable Energy

Other sectors, though, are also present, albeit not
as popular as IT; water and wastewater have a 13.6%
share, and financial services have 9.1%. This
diversified spread suggests that the respondents are in
multiple sectors crucial to the economy's functioning.
Figure 8 summarises the responses of 22 respondents
who were asked questions related to their experience
of involvement in renewable energy projects and the
length of time it takes them. 54.5% of those involved,
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have done for 5+ years; 27.3% have experience
ranging from 3-5 years, 18.2% have experience of 1-
3 years.

Question 5.
To what extent do you agree that interconnected control systems and
reliance on SCADA/ICS impact the cybersecurity of renewable energy

assets? (Quantitative)
22 responses @ Stonglyagree
@ Agree

@ Neural

B @ Disagree

| @ Stronglydisagree

Fig. 9: Q6 Result — Impacts to Cybersecurity

According to the survey results presented (figure
9), as many as 63.6% of the interviewees strongly
agree with the relationship between the integrated
control systems and the dependence on SCADA/ICS
regarding cybersecurity threats for renewable energy
assets. 31.8% (agree) and 4.5% (neutral).

Question 6.
How important is cybersecurity in your organization’s risk assessment
and project planning processes for renewable energy investments?
(Quantitative) 22 responses
@ Exremelyimportant
@ Veryimportant
Moderately important
b @ Slightlyimportant
| @ Notimportant

36.4%

Fig. 10: Q6 Result — Importance of Cybersecurity

There is also no agreeing or strongly agreeing, and
there is no disagreeing or strongly disagreeing; hence,
the respondents provided overwhelming agreement
towards the topical issue. Results (figure 10) that
59.1% of participants consider cybersecurity in their
organisations very important. Overall, 59.1% of
respondents strongly agree that cybersecurity is
highly relevant when identifying their organisation’s
risks and, particularly, when planning investments in
renewable energy projects.

Question 11a.

Rate the effectiveness of your current insider risk mitigation strategies.
(Quantitative) 22 responses

@ Veryeflective

@ Effective

@ Neufral

@ Ineffective

@ Veryinefiectie

Fig. 11: Q11(a) Results — Effectiveness
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Another 36.4% indicated that it is very important
and related to cybersecurity; 4.5% rate it as moderate,
thus highlighting the central position of cybersecurity
in the mentioned processes. Results (figure 11) shows
that 54.5% of respondents found “Threat detection
strategies” to be moderately effective, and 36.4% as
very effective. Only 4.5% of the respondents are
indifferent to these strategies, and 4.5% claim they do
not work. The share of optimistic respondents who
believe have efficient measures to detect threats
constitutes a relative majority.

Question 12.

How would you rate the adequacy of your incident response planning?
(Quantitative) 22 respanses

@ Veryadequate

® Adequate

® Neuval

@ Inadequate

@ Veryinadequate

Fig. 12: Q12 Results — Incident Response Planning

As shown in figure 12, the responses to the
questions are 50% adequate and 31.8% very adequate
in terms of planning. Another 9.1% consider it
adequate, while another 9.1% consider it inadequate.
The worst score was ‘very inadequate’, which no
respondent selected, which gives a positive
impression of their confidence in their incident
response planning.

Question 14.
How well do current practices in your organization comply with these

regulations and standards? (Quantitative)
22 responses

@ Fullycompliant

@ Mostly compliant

@ Partially compliant
5 @ Slightly compliant

‘ @ Non-compliant

31.8%

Fig. 13: Q14 Results — Current Practices
According to the results (figure 13), 50% of the

respondents stated that their organisation usually
meets the regulations & standards, 31.8% partially.
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Question 16.
To what extent do you agree that these barriers can be effectively
addressed with current resources and policies? (Quantitative)
22 responses
@ Strongly agree
@ Agree
Neutral
@ Disagree
@ Strongly disagree

Y

Fig. 14: Q16 Results — Barrier Effects

The rest of the respondents, 13.6%, are partially
compliant, while 4.5% are slightly compliant. None of
the respondents pointed out non-compliance, meaning
that, generally, there is a high level of compliance
with regulatory requirements. Results (figure 14)
reveals that 59.1% of the respondents endorsed that
barriers can be dealt with using current resources and
policies. While 27.3% are indifferent; 13.6% very
much in support. None of the respondents expressed a
‘disagree’ or ‘strongly disagree’ attitude, suggesting
that most respondents felt sufficient existing resources
and policies to tackle barriers.

Question 18.
How effective is the current employee cyber awareness training in your
organization? (Quantitative)
22 responses o ® Veryeffective
: | @ Effective
§ Neutral
@ Ineffective
@ Veryinaffactive

Fig. 15: Q18 Results — Cyber Awareness Training

Results shown in Figure 15 and Figure 31.8% of
the respondents said that their organisation’s
employee cyber awareness training is effective,
whereas another 31.8% said that it is very effective.
However, 18.2% consider it ineffective, 13.6% are
neutral, and 4.5% find it very ineffective. This implies
that there are divergent views on the adequacy of
training programmes in today’s institutions.

4.3 Qualitative Results

Cybersecurity Challenges and Vulnerabilities in
Renewable Energy Infrastructure

Some of the most significant cybersecurity issues
affecting renewable energy infrastructure are as
follows (1) SCADA systems used for operational
control remain largely unprotected; (2) integration
with 3™ parties introduces numerous susceptibilities to
extrusion-like attacks; (3) insufficient attention is paid
to cybersecurity awareness among workers, and that
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causes numerous inside threats and careless human
errors. One respondent suggested:

“The most critical challenges are (1) inadequate
security measures for SCADA systems, (2)
vulnerabilities in third-party vendor integrations, (3)
insufficient cybersecurity training for employees.”
Similarly, another participant suggested:

“Lack of standardised cybersecurity policies.,
Dependence on external consultants for critical
cybersecurity functions.”

This results in weak protection for cybersecurity
due to the absence of standard protection policies
across organisations and departments and delays in
response times due to dependence on consultants for
core functions of an organisation. The aspects linked
to the information security issues include evaluations
of risks connected with monetary operations and
interactions with third parties, as the problems arising
in these fields can result in notable losses and
breaches. Similarly, another participant stated:

“Cybersecurity is a key consideration, particularly
in evaluating the risks associated with financial
transactions and third-party interactions.”

Cyber-security is crucial and mandatory and
entails targeted risk assessments on new projects,
comprehensive constant checks, and the evolution of
security measures, especially the SCADA/ICS, to seal
off potential vulnerabilities in the system and ensure
compliance with the industry. Similarly, another
participant stated:

“Cybersecurity is a core component, with
dedicated risk assessments for all new projects. It
involves continuously monitoring and updating
security measures, especially for SCADA/ICS
systems, to prevent breaches and ensure compliance
with industry standards.”

Cybersecurity Strategies, and Best
Practices

They employ threat identification tools for prompt
threat detection, ongoing monitoring of system
activity to identify threats, and auditing from time to
time to confirm the security of all financial systems.
One participant said,

“We employ advanced threat detection platforms,
continuous monitoring, and regular audits of all
financial systems.”

RM,

Individuals use multiple layers of security
measures, which include independent audits, security
threat detection mechanisms and others, that ensure
the overall security of their infrastructure as they seek
to identify and deal with security threats as and when
they are observed. Similarly, one participant claimed,
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“We utilise multi-layered security protocols,
including regular audits and automated threat
detection systems.”

They use role-based access controls, and the
organisations have developed good remote access
policies such as multi-factor authentications for only
specified employees to gain access to certain highly
secured systems or data. One participant also shared,

“We employ role-based access controls and have
established protocols for remote access, including
multi-factor authentication.”

Behavioural monitoring is the constant capturing
and analysis of user behaviour to flag any abnormal
behaviour, which could indicate potential insider
threats, to help prevent further insider threats,
manipulation and unauthorised access, as stated:

“Behavioural Monitoring: Continuous monitoring
of user behaviour to detect any deviations from the
norm that could indicate an insider threat.”

The  section analysed research  results
quantitatively and qualitatively to synthesise the
study’s results. This approach allowed the procedure
of defining general patterns and associations in the
data. The qualitative study further developed the topic
by employing detailed and descriptive data to give
important insight into participants' experiences,
beliefs, and reasons. Furthermore, the research has
also discovered that new technologies and innovations
entail some weaknesses that need to be discovered and
fixed when the technologies and innovations are being
implemented.

5 Discussions

The discussion section compares these findings with
the research objectives and theoretical underpinnings
and how findings support the literature and theoretical
frameworks.

5.1 CS Challenges and Vulnerabilities in RE

The study noted that protecting renewable energy
infrastructures from cyber risks has become relevant
since green energy systems are popular. The change
from fossil fuels to clean power like solar, wind, and
hydroelectric power comes with new cyberspace
threats and vulnerabilities that must be dealt with
effectively if power delivery is safe and efficient. The
two are the large number of entries points that [oTs,
and smart grid networks offer and the challenge of
controlling such entry points (Dienna, et.al., 2021).
Solar energy systems, for example, consist of several
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devices, including sensors, controllers, and interaction
complexities, that are integrated to enhance the
performance of the energy systems and monitor the
occurrence of events. However, the research also
established that despite the efficiency, it is appreciated
that the ability to transfer information from one
business area to another in a proactive and real-time
manner offers so many points that harbour entries for
criminals in the cyber world. Similarly, studies have
shown that these devices might be vulnerable to
hacker attacks if the security is unsound or if the
equipment involved is old-fashioned (Riggs, et.al.,
2023). For example, a ‘hacked’ sensor might feed the
operational team bad information, leading them to
make undesirable decisions, including calling for
power off or damaging equipment. The other major
weakness established from the research findings is
that most renewable energy facilities involve the
installation of remote access and control systems.
Several current world renewable-powered electrical
installations  incorporate remote control and
monitoring equipment to execute equipment control
from a distance. Further, another capability is
increased adaptability and operating effectiveness
(Faquir, et al., 2021); however, this capability is
linked to certain dangers if online login credentials are
inadequately protected. Any malicious user who gains
access to these systems can manipulate or delete
certain sections, hence bringing about blackouts or
destructions.

The research also highlights that these risks mean
wherever remote access is permitted, strong
authentication mechanisms and encryption algorithms
are a necessity, but the implementation of such
security mechanisms may turn out to be extremely
costly. Similarly (Alotaibi, et al., 2020) also pointed
out that integrating RE sources into the existing power
system also brings an extra dimension to
cybersecurity challenges. The original centralised
grids used by electrical utilities were not designed to
be highly secure, and their extension to incorporate
new renewable distributed services only complicates
the matter further. Furthermore, the research has also
discussed that most renewable energy systems are off-
grid or not fully integrated with the main network, and
as such, it is challenging to protect all the components
and substations. Moreover, (Tang, et.al., 2023) found
that the modern prosumer is in touch with distributed
generation and available for electrical grid use, thus
making it possible to have a significantly higher
number of interfaces points that hackers can penetrate
easily. Certain new challenges have been the growth
of larger and more diverse grids, besides CS, which
needs better monitoring systems and integrated
response measures. Another CS issue concerns the
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fast and continuous advancement of renewable energy
technologies. For example, applying Al and ML in
smart management systems in the energy sector raises
efficiency and creates additional risks if protected.
Managing technological change and ensuring security
measures are up to date among main concerns of
energy providers (Zografopoulos, et.al., 2023).

The research has also highlighted that legal factors
also affect cybersecurity threats and risks since
compliance is a significant problem at the company.
The rules related to cybersecurity in the energy sector
are evolving, and there can be discrepancies in the
expectations of a region and a country. Studies
(Tufail, et.al., 2021) also identified that stakeholders
in the energy field face many codes, regulations,
standards, and practices; it takes much work to align
all the policies. Weak protective legislation may
provide some loopholes for attackers to launch
attacks. Improving the cybersecurity of renewable
energy appliances requires improving and unifying
regulations in the mentioned field (Krause et al.,
2021). Additionally, the research has underlined that
the social dimension is crucial in organisations'
cybersecurity threats.

Moreover, poor training and awareness may lead
to a high risk of disclosing secrets to unauthorised
people or having weak passwords without their
knowledge (Pléta, et.al., 2020). The research also
discussed that to avoid such dangers; it is necessary to
guarantee that every worker involved in renewable
energy activities knows information protection
measures. Security awareness programs, training
sessions, and periodic exercises assist in reminding
personnel of security issues, communicating current
threats, and recommending security measures to them.
(Venkatachary, et.al., 2020) also found that
outsourced equipment and services bring more
cybersecurity risks to the organisation. Many
Performance Evaluation Reports (PER) require
purchasing components, software, and services from
different vendors, and their security policies may be
distinct.

Holes in any of these third-party systems are
disastrous since they cause vulnerability in the general
framework. Hence, the research has highlighted that
valid systems assessments and insurance that the
vendors stick to high levels of security are effective
procedures for minimising such risks. In addition, the
research has discussed that the adversity and weak
linkages associated with CS in renewable energy
facilities are complex and comprise various aspects
including the prevention form ransomware and any
phishing attacks. Previous studies also identified that
including the number of newly connected IoT devices,
smart grid applications, contractors and third parties,
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remote access, integration of renewable energy
systems into traditional grids, the growing rate of
technology innovation, legal and regulatory
challenges, people-related risks, and third-party risks
are covering the area of cybersecurity (Djenna, et.al.,
2021). The research has highlighted that to overcome
these challenges, there must be integrated
technological solutions, sound security measures in
practice, continuous training, and appropriate changes
to relevant legislation. In this way, stakeholders can
enhance the dependability of renewable energy
sources in the face of changing cyber threats to
address the mentioned weaknesses.

5.2 CS Strategies, RM, and Best Practices

The results derived from the research have supported
the observations made in the literature review,
regarding the significance of cybersecurity policies
and RM in the modermn context of a highly
technological society. Since threats in cyberspace are
constantly increasing in terms of their sophistication
and incidence, organisations need to apply integrated
strategies to protect their digital resources. The place
to start any strong cybersecurity policy framework is
to describe what that means and what is needed for
any organisation (Ogbanufe, et.al., 2021). This
encompasses risk  assessment, critical asset
identification, and developing a security regime that
complements organisational objectives (Lee, 2020).
The research has also highlighted that an essential
component of the strategic approach is formulating an
firm’s CS policy that defines postholders’
expectations, authorities, and procedures for
responding to cyber threats.

Therefore, it has been evident from the research
that this policy should be backed by governance that
should comprise cybersecurity (Benz & Chatterjee,
2020). Another significant component identified from
the research is using the technique known as defence-
in-depth or multi-tiered security (Fraser, et al., 2021).
This approach means employing multiple safeguards
to protect information and systems against various
threats. In the same way, a multilayered security
approach may contain physical security like a firewall,
IDS or IPS at the network level, antivirus, encryption
at the operating system level, code review, and
vulnerability assessment at the application level.
Thus, the layered approach makes sense as it allows
firms to induce dispersion to various potential threats
that can occur and achieve better security resilience.
Moreover, the research has also underlined that RM
is a key aspect of any CS strategy in any firm.

It entails risk evaluation and ranking processes as
much as resources can be adequately channelled
towards threatening factors that pose maximum
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dangers. Similarly, research also identified that RM
can be initiated with the risk evaluation procedure,
which consists of identifying assets, risks, and threats
and assessing the consequences in case of threat
implementation and their probability (Benz &
Chatterjee, 2020). This assessment assists an
organisation in understanding the areas of a business
that are most vulnerable and how they are likely to
affect it (Lee, 2021). Moreover, the research has also
discovered that organisations could formulate a RM
plan comprising risk control measures after risk
assessment. There are other aspects which need to be
incorporated into risk logs like vulnerability, risk
rating, threats, and protective measures. Integrating
those aspects would help firms consider such risks in
a much more effective manner and cover all aspects
of CS threats. This should be done to identify the risks
that firms should deal with first, according to the
extent of their impact and the probability of
occurrence. Some management control measures may
involve security measures like access control and
encryption, and others may include developing
responses that prevent incidents and recoveries in case
of an incident (Fraser, et.al., 2021). Likewise, the
current research has also identified that one reason for
a RM plan’s regular update is the appearance of new
threats or changes in the threat probability. Hence,
studies also recommend that organisations incorporate
ways by which the systems and networks of an
organisation can be continuously scanned for security
threats (Alahmari & Duncan, 2020). Further, RM
means to display the flow and evolution of security
controls and processes. This allows the auditor to
recognise areas where specific controls have been
substituted or missed and, therefore, guarantee they
remain effective all the time. This way, the threat
keeps changing, and a strong security plan is always
safer for an organisation (Cheng and Wang, 2022).
Moreover, the research has also highlighted that
following CS best practices is crucial if one would like
to risk being exposed or wanting secureness. The first
of these best practices is the requirement of sound
access controls in any system. It entails using Multi-
factor authentication (MFA) techniques to ensure the
user’s identity and limit their access to confidential
data. MFA makes it even harder for the attacker to
penetrate the user’s account by insisting on two or
more kinds of verification, such as a password and
biometric scan or token (Cheng and Wang, 2022).
Furthermore, the research found that the second
practice includes the principle of least privilege,
which should be used so that users get only the access
required by their responsibilities in the organisation.
Other fundamental matters are also called best
practices; they include the regularity of software
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updates and the management of software patches
(Lee, 2021). Studies found that hackers can easily
target likely weak points in software and get
unauthorised access or pull off an attack (Alahmari &
Duncan, 2020). This means an organisation is safe
from being attacked again by a virus or a hacker since
all software and systems contain updated security
patches. Therefore, the research has discussed that this
can be challenging, which is why integrating
automated patch management solutions can assist in
the proper execution of the process of patch
management. Another important practice identified
from research findings is the training and awareness
undertaken with the employees in the organisation.
Employees can often be the weakest link to cyber-
security, and as such, should be trained in security
risks and methods. Studies shown some topics that
must be presented in the training sessions include
scams, passwords, and policies (Benz & Chatterjee,
2020). Moreover, the research has also indicated that
data encryption is important to enhance data and
information security in motion or storage. Encryption
is a process that transforms data into unintelligible
data, which can only be transformed back into
intelligible data using cyphers (Hubbard & Siersen,
2023). Using encryption, firms can protect data in a
way that if the data is intercepted or pirated, it cannot
be read. Encryption of certain data, including personal
or financial information, is a must to ensure that data
is safe from breach (Syafrizal, et.al., 2020)

In addition, the research has also discovered that
programs should have response and recovery plans
tested periodically or immediately when an incident
occurs. As much as one may employ strict security
measures, there might still be a security incident. An
incident response plan defines measures for detecting,
reporting, and combating security threats and plans for
restoring the systems (Fraser, et.al., 2021). Still,
periodic revisions and updates of the plan help adapt
it to new threats and risks that may appear. It also
reduces organisations' vulnerability should a security
breach occur and assists firms in getting back onto
their feet in the event of disruptions. It also brings the
point closer to firms, pointing out the importance of
implementing good CS practices, managing risks, and
following industry standards to be safe and protect
from threats and risks. Furthermore, the research has
also found that firms must establish long-term
systematic CS plans, adopt effective RM frameworks,
and adhere to secure themes that can ensure better
security posture and protect the valuables. This means
that firms can be more prepared for the challenges and
dynamics of CS threats to the technology and
information they own; by making a regular
assessment, adaptations can be made to these
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measures to counter these threats (Shah, et.al., 2024;
Lee, 2021).

The  section analysed research  results
quantitatively and qualitatively to synthesise the
study’s results. This approach allowed the procedure
of defining general patterns and associations in the
data. Furthermore, the research has also discovered
that new technologies and innovations entail some
weaknesses that need to be discovered and fixed when
the technologies and innovations are being
implemented.

6 Conclusions and Future Research

This study investigated the key cybersecurity
challenges facing RE infrastructure and evaluated
strategies to strengthen protection. Through a mixed
methods approach, insights were gained from both
quantitative and qualitative data collection and
analysis. As the need for sustainable energy increases
and technology plays a larger role in overseeing these
systems, new risks start to surface. The vulnerabilities
stem from the incorporation of industrial control
systems (ICS), SCADA systems, and IoT into
renewable energy infrastructure. The research
emphasizes the importance of these systems in
effectively managing energy but also reveals that they
have several vulnerabilities that could be exploited by
cyber attackers. As countries around the world
increase all dedication to reaching renewable energy
goals, the risk of cyber threats targeting this sector is
also growing. Moreover, the continuous digitization
in this field, enabled by IoT for remote monitoring and
management, brings forth a mix of possibilities and
obstacles. Enhancing operational effectiveness also
makes these systems vulnerable to potential cyber
threats.

The research highlights important issues, including
the absence of thorough protection plans for important
sectors as hospitals and banking systems that rely
more on sustainable energy sources. It also
emphasizes the necessity of efficient response
strategies for incidents and the significance of secure
remote access to prevent cyber-attacks. Furthermore,
it highlights the increasing complexity of cyber-
attacks, requiring consistent adjustment and
enhancement of cybersecurity protocols. The study
recommends a comprehensive cybersecurity strategy
that includes strong defence measures, ongoing risk
evaluations, and training for employees, based on
these discoveries. Emphasizing the significance of
creating a robust cybersecurity culture in
organizations that oversee renewable energy assets is
crucial. Consistently monitoring and updating
cybersecurity protocols, along with utilizing advanced
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threat detection technology, are essential for
preserving a strong renewable energy network.

In general, this study adds to our knowledge of the
cybersecurity threats linked to RE ventures and
provides practical suggestions for improving their
security. The protection of RE sources from cyber
threats is crucial for both national security and the
safety of the public as they play an increasing role in
the global energy supply. With the ongoing growth
and digital transformation of the renewable energy
industry, it is becoming a more appealing target for
cyber threats. Ensuring the security of renewable
energy infrastructure involves implementing a variety
of strategies, such as strong cybersecurity measures,
ongoing employee education, and regular monitoring
and updating of security protocols. Some of the key
recommendations for future research derived from
the study are:

* Adding renewable sources to traditional
centralised systems also was deemed to amplify cyber
threats because the older infrastructure does not have
enough protection (Aliero, et.al., 2021). There was the
recommendation of a multi-faceted approach with
special emphasis being placed on increasing the
security measures, reinforcing existing systems, and
including the check-up on security systems as part of
a frequent schedule.

=  Network segmentation should split existing
technology and renewable innovation until the entire
network is updated; additional monitoring tools give
some glimpse (Culler, et.al., 2022).

=  New Cyber policy and reporting format for
renewable sector-specific applications would mean a
higher baseline being set across the renewable sector
companies.

* Informed scrutiny of new and innovative
social engineering and phishing techniques is crucial,
fundamentally because insiders were initially
involved in most breaches.

= [t proposed that learning paths according to
role that could be generalised from general threats
down to system-specific risks might be an effective
way of dealing with it.

= [t was if implementation would need super-
ordinate leadership commitment, but it was associated
with long-term gains in managing business operations
and catering to customer requirements (Franza, et.al.,
2022).
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