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Abstract: - The purpose of this study is to examine and improve the security of data transfer for MySQL
databases in cloud environments by integrating the Role-Based Access Control (RBAC) architecture. Sensitive
data is increasingly at risk during network transmission due to the quick spread of cloud solutions, which makes
the implementation of multi-layered security measures necessary. To safeguard data while it is in transit, this
study suggests an architecture that integrates encryption methods with the RBAC permissions governance
mechanism. To assess how well this system mitigates intrusion assaults and unauthorized access, the
methodology uses a simulation model. The findings show that RBAC and encryption together greatly lower
vulnerabilities and offer defines in depth that conforms with strict security regulations like GDPR and HIPAA.
This approach provides a comprehensive and practical solution for data security in hybrid and public cloud
systems by streamlining access control and enhancing auditability. The study highlights that the suggested
strategy is a necessary addition that improves the resilience and integrity of cloud infrastructure rather than a
replacement for other security measures.
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1 Introduction

The current era is witnessing a radical shift towards
adopting cloud computing as a fundamental pillar of
enterprises' technological infrastructure. With this
shift, databases, especially popular
management systems like MySQL, are no longer

database

confined to traditional data centres but rather
migrated to the cloud to enhance flexibility and
scalability. However, this transition comes with
significant  security challenges, particularly
regarding the integrity and confidentiality of data as
it moves between applications and cloud servers.
Vulnerabilities at this stage can lead to catastrophic
data breaches, resulting in financial losses,
reputational damage, and legal consequences. Data
transfer security is the cornerstone of protecting
While
encrypting data in transit using protocols like

information in cloud environments.
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SSL/TLS represents the first line of defines, it alone
is insufficient to counter sophisticated threats that
target user privileges. This is where the need for a
robust identity and access management security
model emerges, as errors in authorization
configuration or excessive user authorization can
lead to data leakage, even with strong encryption.
Role-based access control (RBAC) offers an ideal
solution to this dilemma [1][4]. It's a security model
that allows administrators to define organizational
roles (such as "administrator," "developer," and
"analyst") and grant privileges to these roles rather
than directly to individuals. This simplifies access
management and ensures the principle of "least
privilege"—that a user only has the privileges
necessary to perform their tasks [2]. This approach
reduces the attack surface and limits the potential
damage if a wuser's account is compromised.
Therefore, this study seeks to propose and evaluate
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an integrated framework that combines the
implementation of RBAC in MySQL with data-in-
transit encryption techniques. This framework aims
to provide comprehensive protection that addresses
both the risks of unauthorized access from insiders
and outsiders and the risks of data interception in
transit [3[5]. This introduction explains the context
and rationale for the research, while subsequent
sections will address the problem, objectives,
previous literature, methodology, and results,
presenting a comprehensive vision for enhancing
data security in the cloud era. Role-based access
control (RBAC) offers an ideal solution to this
dilemma. It's a security model that
administrators to define organizational roles (such
as "administrator," "developer," and "analyst") and
grant privileges to these roles rather than directly to
individuals  [6][7]. This simplifies
management and ensures the principle of "least
privilege"—that a user only has the privileges
necessary to perform their tasks. This approach
reduces the attack surface and limits the potential
damage if a user's account is compromised [8] [22].
Therefore, this study seeks to propose and evaluate
an integrated framework that combines the
implementation of RBAC in MySQL with data-in-
transit encryption techniques. This framework aims

allows

access

to provide comprehensive protection that addresses
both the risks of unauthorized access from insiders
and outsiders, as well as the risks of data
interception in transit. This introduction explains
the context and rationale for the research, while
subsequent sections will address the problem,
objectives, previous literature, methodology, and
results, presenting a comprehensive vision for

enhancing data security in the cloud era [9] [10].

Despite the abundance of individual research
addressing either RBAC or in-transit encryption,
there is a clear gap in the literature regarding studies
that integrate the two models into a unified security
framework for cloud environments [11] [24]. This
research aims to fill this gap by proposing and
evaluating a framework that combines RBAC with
data-in-transit encryption to provide an integrated
and mutually supportive defence that protects
communication channels and governs who can use
these channels to access data [12] [25].
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2 Literature Review

Cloud database security, particularly data
transmission protection, has been the focus of
extensive research in recent years [13].

Percona highlights that securing the MySQL server
itself is the first step, which includes disabling
unused features, regularly updating software, and
restricting remote access when possible. However,
these measures largely focus on securing "data at
rest," while "data in transit" remains vulnerable
without precise access policies [14] [15].

Dev.to describes RBAC as a security model that
"defines system access based on user roles,"
simplifying permission management by grouping
them into roles that are then assigned to users. This
simplification is not just an administrative issue; it
is a fundamental security improvement [ 16] [17].

Data Sunrise notes that separating users from direct
permissions makes the process of managing and
reviewing access controls less complex and less
error-prone. Furthermore, it reduces the attack
surface, as an attacker who takes over a regular user
account will not be able to access resources allowed
to higher roles unless they can escalate their
privileges [ 18] [19].

Bercona emphasizes that data-in-transit encryption
protects sensitive information from interception as
it travels between the application and the MySQL
server over the network. Enabling SSL/TLS
protocols is a fundamental practice for achieving
this type of encryption [20] [21].

3 Problem of Research

Databases, especially MySQL, are increasingly
vulnerable to security risks related to the integrity and
confidentiality of data during network transmission.
While solutions such as SSL/TLS encryption exist,
these solutions do not adequately address threats
arising from user privilege abuse or configuration
errors. The problem arises from the lack of an
integrated security framework in MySQL cloud
environments that effectively combines fine-grained
role-based access control (RBAC) with robust data
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protection mechanisms in transit to ensure
comprehensive data confidentiality and integrity.

4 Objectives

1. Situation Analysis: Analyze the security
challenges related to data migration and user
privilege management in cloud environments for
MySQL databases.

2. Design an Integrated Framework: Design a
security framework that combines the Role-Based
Access Control (RBAC) model with data-in-transit
encryption techniques to enhance data protection in
the cloud environment.

3. Implementation of the Proposed Model: Build a
simulation model for implementing the proposed
framework, including configuring RBAC roles
(administrator, developer, analyst, and regular user)
and enabling SSL/TLS encryption on database
connections.

4. Effectiveness Evaluation: Simulate various attack
scenarios (such as unauthorized access attempts,
account takeover, and data interception) to evaluate
the effectiveness of the proposed framework in
mitigating these attacks and preventing data leakage.

5. Recommendations: Provide practical
recommendations and guidelines for organizations
and database administrators to implement this
in their cloud

integrated security framework

environments.

5 Research Methodology

This study will adopt a quasi-experimental approach.
A simulation model will be designed for a virtual
cloud environment containing a MySQL server. The
proposed security framework will then be
implemented and tested under controlled conditions.

1. Simulation Model Design:

A cloud platform (such as AWS RDS or Microsoft
Azure Database for MySQL) will be used to create
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an isolated testing environment. The database will be
loaded with a sample of dummy data that simulates
real sensitive data (such as identifiable information).

2. Implementation of the Proposed Security
Framework:

RBAC Phase: The RBAC model will be
implemented either using MySQL's built-in features
or via custom relational tables. The following roles
will be defined and granted appropriate permissions
based on the principle of least privilege:

- admin_role: Full permissions on all databases and
tables.

- developer role: SELECT, INSERT, and UPDATE
permissions on specific development databases.

analyst role: SELECT permissions only on reporting
tables.

app_user_role: SELECT, INSERT permissions
limited to the underlying application tables.

Transport Encryption Phase: The MySQL server will
be configured to support SSL/TLS connections,
requiring all connections from applications to use an
encrypted channel.

3. Data Collection and Tools:

Network scanning tools (such as Nmap) will be used
to ensure that the port is open only for encrypted
connections. Specific SQL queries will be used to test
the permissions of each role and verify that users
cannot exceed their granted permissions. MySQL's
built-in audit logs will be enabled, or a custom
access_audit _log table will be used to record all
access attempts and actions performed by users.

6 Data table & flowcharts

Table 1. Basic structure of tables required to
implement a custom RBAC system in MySQL

Table Descripti  Main Columns
Nam on
e Main
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6.1 Authentication and Authorization Flowchart

Users Stores User_id,username,passwo
user rd_hash,is_active
e
unt
infor
mati
on ’
Roles Defines  Role_id,role name,descri
the ption
diffe
rent
roles
in
the TLS
Syste Execute the query

) <D

Permissi  Lists all Permission_id,permission

ons actio _name,description
ns Fig 1. Honest and Delegated Process
allo
wed The flowchart describes the process of verifying a
in user's identity and validating their rights when
the attempting to access data.
syste
m. [Start] -> [Enter Username and Password] ->
User A User idrole id [Validate Credentials] -> (Assigned: Is the data
Role relati - - correct?)
s onsh
ip (Yes) > [Fetch all roles and permissions associated
that with the user from the RBAC tables] -> (Assigned:
conn Does the user have the required permissions for the
ects current request?)
users
to (Yes) -=> [Encrypt the communication channel with
roles SSL/TLS] -> [Execute the query and return data] ->
[Access Granted] -> [End]
Role A Role id,permission_id
Perm relati (No from any assigned) -> [Log the failed access
issio onsh attempt in the audit log] -> [Access Denied] -> [End]
ns ip
that
links
roles
to 7 Results and Simulation
pow
ers After implementing the proposed framework and

running simulation scenarios, the results showed a
significant security improvement:

E-ISSN: 2769-2477 69 Volume 5, 2025



International Journal of Computational and Applied Mathematics & Computer Science

DOI: 10.37394/232028.2025.5.8

1. Reducing unauthorized access: When a user with
the analyst role attempted to perform an INSERT
operation on a table, the request was immediately
rejected, and the event was logged in the audit log,
even if the username and password were correct. This
confirms the effectiveness of RBAC in enforcing the
principle of least privilege.

2. Protecting intercepted data: When attempting to
intercept a network packet between the application
and the server, the data was unreadable due to
SSL/TLS encryption, protecting against "man-in-the-
middle" attacks.

3.  Simplifying auditing and management:
Centralized audit logs (from RBAC tables and
MySQL Audit Log) allowed for a complete trace of
the chain of events for any suspected security
incident, and knowing "who did what and when."

8 Discussion of the Results

These results are largely consistent with the literature
that emphasizes the importance of a multi-layered
approach to cloud data security.

The proposed framework has proven to provide
"defense in depth," with RBAC forming an internal
layer of defense against privilege abuse, while
transport encryption forms an external layer of
defense against data interception.

The the
shortcomings of relying on encryption alone,

framework  successfully addressed

preventing users in low-privilege roles from
accessing data they should not have seen. The
simplified privilege management, highlighted by
Data Sunrise, was also evident, as it was easy to add
a new user or modify the privileges of an entire role
without having to modify each user's settings

individually.

9 Conclusions

This research paper concludes that combining
Role-Based Access Control (RBAC) with data-
in-transit encryption techniques provides an
effective and comprehensive framework for
enhancing data transmission security in MySQL
cloud environments. This combination not only
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provides technical protection but also enhances
compliance with regulatory standards and
simplifies  security  audits. The main
recommendation is for organizations to adopt
this integrated approach as a core part of their
cloud security strategy, emphasizing that RBAC
and encryption are not alternatives, but rather
complementary, working together to create a
more secure and robust environment.
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