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Abstract: - This research explores clients' awareness of banking fraud at a commercial bank in Bahrain and
indicates considerable gaps in understanding various types of fraud. As digital banking becomes increasingly
ubiquitous, the risks of online fraud have skyrocketed, posing daunting problems for both customers and financial
institutions. The knowledge and experiences of 251 participants—including customers of Bahrain's Commercial
Bank and other banks—regarding financial fraud were evaluated. According to the research, only 30.3% of
respondents had a moderate understanding of fraud, particularly regarding investment fraud and phishing.
Furthermore, 20.7% of respondents reported being victims of fraud, underscoring the urgent need for better
consumer education. Although 70.5% of participants reported that their banks had provided information on
preventing fraud, the effectiveness of these communications appears inadequate, endangering many people. This
study emphasizes the urgent need for improved consumer education initiatives regarding banking security in
Bahrain. Among the study's distinctive aspects are its focus on demographic differences in fraud awareness and
its comparison of Commercial Bank of Bahrain clients with those of other banks. The findings suggest that
targeted training programs could significantly reduce the risk of banking fraud, enhancing everyone's financial
security. In the expanding world of digital banking, filling in these knowledge gaps is essential to building
resilience and trust.
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1 Introduction against online banking fraud for both individuals
The emergence of digital banking, which provides and financial institutions.

users globally with unparalleled accessibility and Even as f.raud has becqme more common, many
ease, has totally changed financial services. Mobile people remain unaware of its various manlfestatlops,
banking and digital payments, which offer leaving them Vulnergble to al?use. Although prior
significant benefits such as time savings, cost- research ha§ empha§1zed the importance of pubhc
effectiveness, faster transactions, and user-friendly awareness in reducing these hazards, information
experiences for clients, businesses, and financial gaps remain, especially among spe.mahzed groups
service providers, have made financial services [3]. Fraud is defined in academic literature as
accessible to many individuals [1]. However, this behavior intended to secure an unfalr advaptage over
technical improvement has also contributed to another by concealing esser{tlal information [4]. In
increased digital fraud, posing substantial issues for the banking context, fraud is often perpetrated by
users. As more financial transactions move online, attackers exploiting wlnerabilities - in electronic
the security of online transactions is at risk, and gateways, resulting in financial service denials for
unscrupulous actors exploit weaknesses through customers [2].

social engineering, malware, and fraud. Since ) .

fraudsters are always looking for ways to gain access This research aims to evaluate customers'
to financial networks, information system security awareness of banking fraud at a commercial bank in
issues are an inevitable part of this progression [2]. Bahrain. The study W%u 1Qentlfy at-r-lsk demographic
This shift necessitates strengthening safeguards groups, evaluate familiarity with different forms of

fraud, and offer helpful suggestions to improve fraud
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awareness by giving a structured questionnaire to
bank customers and those of other institutions.

This article's central question is: How well do
Bahraini citizens comprehend the dangers of
financial fraud, and what factors affect their
knowledge of these risks? This study aims to address
gaps in the literature and support the development of
more effective fraud-prevention strategies. Our goal
in conducting this research is to strengthen the entire
security framework in Bahrain's banking industry by
providing consumers with vital information.

2 Literature Review
2.1 Fraud Typologies
The four basic categories of financial crime are
corruption, fraud, theft, and manipulation. While
many types of corruption, such as bribery and
kickbacks, are mostly institutional problems, the
following types are particularly related to banking
crimes committed by customers:

e Payment Fraud: This includes criminal activities
across various payment channels, such as card-
present transactions at points of sale (POS) or
ATMs, and card-not-present transactions online
[4]. The growing popularity of online and
mobile payments has contributed to an increase
in card-not-present fraud [5], [6].

e Identity Robbery: This entails the unauthorized
collection of an individual's personal
information to commit fraud. To obtain this
information, criminals use tactics such as
phishing and ATM  skimming. Once
compromised, these details are often exploited
across multiple platforms, making identity
robbery particularly damaging [4].

e Financial Scams: These encompass a wide array
of deceptive practices aimed at defrauding
individuals, including phone scams and targeted
schemes targeting vulnerable populations, such
as older people. The connection between
financial scams, identity theft, and account
takeovers underscores the need for effective
detection methods [1].

e Account Takeover: This occurs when a
cybercriminal gains access to a customer's
online banking credentials, allowing them to
steal funds [1]. Account takeover is closely
linked to cybersecurity threats, including data
breaches and vulnerabilities [7], [8]. Enhanced
authentication methods and security practices
are crucial for mitigating these risks [9].

e Remote Attacks: These aim to interrupt or
redirect a system's session without altering the
victim's machine. Common types include:
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o Phishing: Hackers create fake versions of
targeted websites to deceive victims into
entering their login details [10].

o Fishing: This involves direct social
engineering, where hackers trick victims
into revealing confidential information [11].

o Smishing: This form of phishing utilizes
SMS to deceive recipients into disclosing
sensitive information, capitalizing on users'
trust in text messages [12].

o Vishing: Voice phishing utilizes voice
messages to steal identities and financial
resources, with increasingly sophisticated
tactics [10].

o Cloned Voice-Banking Systems: Hackers
replicate legitimate voice-banking systems
to appear official, soliciting customer calls
to fraudulent numbers [12].

o Pretexting: This involves using fictional
backstories to manipulate individuals into
providing private information, such as
claiming to have lost a device to bypass two-
factor authentication [11].

2.2 Fraud Awareness Determinants
Online banking fraud poses a serious threat to
customers and financial institutions, underscoring
the need to understand its complexity. Fraud is
characterized as unlawful deception or breach of
trust that impacts financial institutions, particularly
banks, and is usually driven by financial gain. Cyber
threats such as malware and phishing often lead to
online banking fraud, although they are typically
handled separately [13]. These methods aim to
unlawfully obtain funds or personal data,
underscoring the need for greater public awareness
[14]. Online banking fraud is made more difficult by
threats such as malware and identity theft. Fraud is
enabled by poor control and weak defenses [8], [15].
Continuous improvement of protective measures is
necessary to manage these threats effectively.
Additionally, the banking sector monitors both
online and card fraud, underscoring the importance
of raising public awareness as a key strategy for
lowering digital fraud [16].

2.3 Behavioral Responses

Digital banking services have evolved significantly,
contributing to the rise of sophisticated fraud
methods, including ATM, online bill payment, and
card-not-present  fraud. Each has unique
characteristics that can affect and weaken the
performance of the fraud detection algorithm, driven
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by differences in device types, transaction volume,
and authentication levels [17].

To effectively tackle banking fraud,
establishing secure systems that authenticate user
identities and authorize transactions is crucial [2].
Many existing solutions react to fraud only after it
has happened, which is counterproductive [17].
Preventing unwanted access requires a proactive
strategy. With the increased use of mobile devices,
which are more susceptible to theft, educating the
public on fraud prevention strategies is crucial [10].
Regulatory agencies are actively working to enhance
online banking security and build consumer trust
through comprehensive identity verification and
improved regulations [6].

The primary measures to avoid fraud are as
follows [2], [11]:

e Verify Recipient Information: To minimize
issues, users should thoroughly review
information before sending money.

e Take advantage of Al and machine learning:
Contemporary  technology can identify
anomalous transaction patterns and notify users
of possible fraud.

e Include Biometric Security: Account security is
significantly enhanced by features such as
fingerprint and facial recognition.

e Use Security Questions: Knowledge-based
identification provides an additional defense
against unauthorized access.

e Utilize SMS Verification Codes: Interim codes
provided to users' mobile handsets can be
utilized to verify identities during login
attempts.

e Adopt Dynamic Security Images: Prevent
phishing by giving users the option to select
specific images for their login screens.

Data imbalances impact fraud detection, and
criminals continually change their fraud methods,
creating a dynamic environment that is challenging
to address with static, rule-based systems [2], [18].

To address increasing fraud, a mechanism has
been introduced to integrate real-time analytics,
machine learning, and graph-based anomaly
detection, enabling the detection of more complex
patterns in unusual transactions and the
identification of suspicious devices. Among the
most important techniques are the following [1],
[19].
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e Device fingerprinting: This involves identifying
the distinctive characteristics of a user's device
to detect any unusual access.

e Behavioral monitoring involves comparing user
activities with typical detection patterns.

e Blocklisting/Allowlisting Systems: Devices are
classified based on risk scores.

e Comprehensive and Differential Analysis:
Evaluating activities across different devices to
detect fraud rings.

2.4 Institutional Communication

E-banking fraud has become one of the most
lucrative forms of cybercrime today [20]. The
growing complexity of these attacks makes
detection and preventive strategies more difficult,
which encourages the growth of fraudulent
activities. Such illicit transactions impose a
significant financial burden on both service
providers and clients, who risk suffering losses due
to negligence. Educating clients is essential to help
them evade fraudulent schemes, and a shift toward
co-liability should enhance client relationships [21].
Key factors influencing client relations include
perceived risk, e-security, trustworthiness, and
privacy concerns regarding online transactions [10],
[22]. In an era of increasing digitalization, the
perceived dangers of cybercrime have become more
salient, as clients face potential losses from
fraudulent transactions and misuse of personal data
[12].

Financial institutions have a unique opportunity
to strengthen their relationships with stakeholders
and customers thanks to the internet. It can provide
crucial information on topics such as fraud
prevention and dispel misconceptions. Studies show
that fraud-prevention tools are frequently
inadequate, especially in developing nations, despite
the growing recognition of the importance of
proactive online communication. Studies also
underline the need to leverage websites alongside
traditional media to convey fraud-prevention and
risk-management techniques to both staff and
clients. Trust, contentment, and a cooperative
approach to risk management are the cornerstones of
strong customer relationships [23].

The expanded functionality of e-banking
transactions enables clients to overcome the hurdles
provided by a fragmented media ecosystem.
Engaging clients through proactive communication
and knowledge management (KM) is essential.
These communications should not only educate
clients about typical fraud schemes but also provide
reassurance. The internet can either spread
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misinformation or enable the rapid dissemination of
vital knowledge. KM theory is crucial for
developing effective fraud-detection messages,
highlighting the importance of various types of
knowledge [24].

A conceptual framework, whether presented
visually or described in detail, outlines the primary
constructs and variables to be examined, along with
their relationships. A framework for assessing e-
banking fraud prevention focuses on three KM
dimensions to support proactive client engagement.
Knowledge acquisition involves providing clients
with tutorial information about websites when new
fraudulent activities emerge and reminding them of
known cybercrime tactics. Three key message
categories should be created: fundamental
information about fraud, updated insights, and new
alerts. These communications should inform clients
about what to expect and how to respond to
suspicious circumstances [24].

3 Methodology

This study employs a quantitative, cross-sectional
approach to assess clients' knowledge of banking
fraud at a commercial bank in Bahrain (Appendix).
The study combines primary data collected through
an online survey with secondary demographic data
from government sources, such as the Bahrain Open
Data Portal [25], to explain the findings. The
purpose of this study is to assess awareness levels,
individual experiences of fraud, and behavioral
patterns related to fraud prevention, comparing
various demographic groups and commercial bank
customers with other bank customers.

The data was analyzed; trends were identified
using descriptive and analytical statistics, and
outcomes were effectively and clearly visualized
using dashboards. High ethical standards are upheld
throughout the study design, ensuring anonymity,
privacy, and voluntary participation at all times.

4 Results
To gather primary data on Bahraini public
awareness, experiences, and perceptions of banking
fraud, this study employed a structured, self-
administered online questionnaire. Using Google
Forms, 251 valid questionnaires were distributed;
only 189 were returned. The survey was distributed
via direct messaging applications and social media.
Purposive and snowball sampling were two non-
probability sampling techniques utilized in the study
to gather data. A Google Forms survey link was
distributed via WhatsApp for purposive sampling. In
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the snowball sampling method, participants were
encouraged to recruit friends to participate in the
study. To assess the findings, accuracy and
environmental relevance were ensured by obtaining
official population data from the Bahrain Open Data
Portal [25] and using them as a standard for
demographic comparisons.

4.1 Demographic Profile of Respondents
There were 37.5% female (n = 94) and 62.5% male
(n = 157) respondents in the survey sample. Male
respondents outnumbered female respondents by
approximately 10 percentage points. Compared
with Bahrain's national gender distribution, where
males account for 52.03% of the population and
females for 47.97% (Figure 1).

By Age, respondents in the 35-44 age range
made up the largest group (23.5%), followed by
those in the 18-24 (21.1%) and 25-34 (19.1%) age
groups. Respondents aged 35 and older were
somewhat overrepresented relative to national
statistics, suggesting that the largest age groups are
25-34 and 18-24. The oldest and youngest
categories were underrepresented; however, more
than half are employed (Figures 2 and 3).

The sample employment distribution was
balanced across active and inactive economic
groups: 53.8% of participants were employed,
23.1% were students, and 23.1% were retired.
Further comparison of awareness and perception
levels between the commercial bank and other bank
customers was possible because 30.3% of
respondents (n = 76) identified as current customers
(Figure 3).

37.5% 62.5%

= Male

Female

Fig. 1: Gender
Source: Created by the authors

2.8%
11.2% 3.6% u Under 18
21.1%
" 18-24
18.7% " 25-34
u 35-44
19.1% 4554
23.5% 55-64
Fig. 2: Age

Source: Created by the authors
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Student
= Employed
= Retired

53.8%
Fig. 3: Employment Status

Source: Created by the authors

4.2 Awareness and Experience with Banking
Fraud

Respondents were asked to rate their knowledge of
banking fraud. 35.9% reported being quite familiar,
51% reported being familiar, and 13.1% reported
being completely unfamiliar. 78.5% of respondents
reported experiencing phishing emails or texts,
making it the most commonly reported form of
fraud. Phone scams followed this step in 71.7% of
cases (Figure 4).

Nearly half (48.6%) of respondents said they had
experienced investment fraud, while online banking
fraud was the next-biggest concern, affecting 59.8%
of respondents. The fact that fewer participants
knew about identity theft (47.4%), ATM skimming
(41.8%), and card cloning (41%) suggests that,
while some types of fraud are well known,
awareness varies by category, and respondents may
choose more than one (Figure 5).

Regarding exposure to fraud, 30.3% reported
falling victim to bank-related fraud. The majority of
these were categorized as "Unauthorized
transactions" (46.1%), with identity theft (28.9%),
phishing schemes (21.2%), and others (22.4%)
following closely behind (Figure 6).

Surprisingly, no responder mentioned scams as
the type of fraud they had experienced. This
outcome can indicate a lack of technical know-how

or a more constrained public comprehension of
fraud.

13.1%

35.9%

m Very familiar

Somewhat
familiar
51% m Not familiar
Fig. 4: Familiarity with banking fraud
Source: Created by the authors
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Identify theft 119 (47.49%)

Investment scams 122 (48.6%)

Card cloning 103 (41%)

Online banking fraud 150 (59.8%)

ATM skimming 105 (41.8%)

180 (71.7%)
Fake bank calls (vishing)

197(78.5%)
Phishing emails or SMS
50 100 150 200

Fig. 5: Awareness of Types of Fraud Fraud
Source: Created by the authors

Others 17 (22.4%)

Phisging scam 16(21.1%)

Identity theft 22 (28.9%)

Unauthorized transactions

0 10 20 30 40
B Unauthorized transactions
Identity theft
B Phisging scam

Others
Fig. 6: Individual fraud exposure

Source: Created by the authors

4.3 Fraud Prevention and Bank Communication
Two-factor authentication (2FA) is used by about
59.4% of people for online banking, compared to
roughly 1 in 5 (19.9%) who do not use it at all and
20.7% who are unsure. This result suggests
confusion about basic banking security practices
(Figure 7).

When it comes to updating passwords, the
numbers are even more concerning. Just 4% of
respondents said they changed their internet banking
passwords monthly, 9.2% every 3 to 6 months, and
25.1% once a year. Remarkably, 61.8% of
respondents reported never changing their banking
passwords, indicating a severe lack of safe online
practices (Figure 8).

20.7%

59.4%

n Yes
= No
19.9%
Not sure

Fig. 7: 2FA Usage of online banking
Source: Created by the authors
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Monthly

= Every 3-6
months

25.1%
Once a year

1 Never

Fig. 8: Frequency of online banking password
changes
Source: Created by the authors

Regarding institutional fraud education
initiatives, 50.6% of respondents reported receiving
explicit fraud-prevention guidelines from their
banks (Figure 9), while 70.5% reported receiving
fraud-awareness messaging (Figure 10). Satisfaction
with their efforts, however, differed. The fraud
education provided by their bank was deemed
"absolutely effective" by 7.6% of respondents,
"moderately  effective" by  34.3%, and
"unsatisfactory" or "undecided" by the remainder.
These findings suggest that while communication is
taking place, its impact and efficacy may not be
sufficient to change behavior. Of the respondents,
34.3% felt it was "moderately effective,” while the
remainder were either perplexed or less satisfied

(Figure 11).

Among the commercial bank customers, 57.7%
expressed trust in the bank's fraud protection
systems, 7.7% distrust, and 34.6% remained
uncertain. Although commercial bank clients
demonstrated marginally higher engagement in
fraud prevention behaviors, their perception of the
bank's educational effectiveness did not differ
significantly from that of other institutions (Figure
12).

32.3%

50.6%

= Yes

= No

17.1% Not sure

Fig. 9: Satisfaction with banks fraud prevention
Guidance
Source: Created by the authors
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14.3%
15.1
= Yes
= No
MNot sure

70.5%

Fig. 10: Received fraud awareness messages from
bank
Source: Created by the authors

7.6% 9.2%
= Not at all
20.79% i
28.3% = Slightly
= Moderately
Mostly
Absolutely

34.3%

Fig. 11: Perception of banks efforts in fraud
education in Bahrain
Source: Created by the authors

57.7%

m Yes
5 No

Not sure

7.7%

Fig. 12: Fraud prevention guidance from the
commercial bank customers
Source: Created by the authors

4.4 Integration with Secondary Data

The study used national statistics from the Bahrain
Open Statistics Portal to assess the sample's
representativeness and to provide a basis for
analyzing demographic realities. As previously
stated, although men constitute 52.03% of Bahrain's
population (Figure 13), they accounted for 62.5% of
the sample. Similarly, only 37.5% of poll
respondents are female (Figure 1), although women
constitute 47.97% of the country's population.
Comparisons of age distributions also showed that,
although they are significant in the national profile,
the 2534 and 1824 age groups are
underrepresented. The dashboard containing all the
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information gathered from responders is shown in
Figure 14.

47.97%

52.03%

= Male

Female

Fig. 13: Bahrain population
Source: Created by the authors

4.5 Spearman Correlation Test
Although the dashboard of collected data is shown
in Figure 14, additional analytical results are
presented in Table 1 (Appendix), obtained using the
Spearman correlation test.
Table 1 (Appendix) correlates the demographic
predictors of Age, Gender, and Employment Status
with all criterion variables using Spearman rank
correlations, ~ which  are  appropriate  for
ordinal/binary survey data. Spearman's rank
correlations were computed pairwise with listwise
deletion per pair. Predictors (Age 1-7, Gender 1-2,
Employment 1-3) are regarded as ordinal codes.
Cells show (p-value, N) after p with significant stars.
*p<.05, **p<.01, and ***p<.001. The pairwise N,
corresponding p-values, and p with significance
stars are shown in the table. Predictors were handled
like ordinal codes: Gender (1-2), Age (1-7), and
Employment (1-3). Criterion variables included
Customer status, trust & guidance, Action
frequency, reported fraud, familiarity, received
messages, Perceived education, Victim status,
General bank guidance, Password change
frequency, and 2FA usage

Gender shows small but statistically
significant negative associations with use of 2FA
(p==0.261, p<.001) and received messages
(p=—0.128, p<.05), and with familiarity (p~—0.158,
p<.05). Employment status has small positive
associations with received messages (p~0.134,
p<.05). Age has small positive associations with
Received messages and Victim status (both p<.05),
but effects remain modest in magnitude. Given
mixed measurement levels (binary + Likert), these
are nonparametric rank associations. For binary
outcomes (e.g., 2FA and victim), logistic regression
may provide more precise effect estimates.

5 Discussion and Conclusion

The public's understanding of banking fraud in
Bahrain is an important and increasingly pertinent
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issue that this essay addresses, especially
considering the country's rapid digitalization and the
proliferation of financial crimes enabled by
cyberspace.

In conclusion, 30.3% of respondents from the
commercial bank showed moderate awareness of
banking fraud, while 20.7% were Bahraini clients.
This familiarity is primarily with phishing emails
and texts, and roughly half of respondents have
encountered investment scams overall, suggesting
that banking fraud is increasing and spreading
broadly, whether originating with commercial bank
customers or other bank users.

Demographic imbalance in the sample can
significantly raise awareness levels. Men and
women, for instance, frequently use different social
networks and media. Because men make up most of
the sample, awareness levels may represent male-
preferred venues rather than the general population,
such as certain financial forums or sports-related
advertising. While men-friendly advertising (such as
risk-taking and investing vocabulary) may raise
perceived awareness among women who could
prioritize security or family-oriented financial
decisions, it may also understate the gaps among
women.

Younger people, who are overrepresented,
usually rely on social media and smartphone apps
for information. Young adults are frequently
exposed to a range of fraud risks, including student
loan fraud and internet fraud. Due to the
underrepresentation of older people, awareness
scores will be skewed toward traditional media (TV,
newspapers), thereby concealing shortcomings in
digital outreach.

The results showed that unauthorized
transactions are the most common type of fraud
respondents are aware of, with phishing emails
accounting for the highest percentage (78.5%) and
vishing (false bank calls) the second highest
(71.7%). Consumers are increasingly exposed to
evolving online criminal techniques, as less obvious
risks such as identity theft, card cloning, and ATM
skimming remain undetected.

Regarding fraud prevention, 70.5% of
respondents reported receiving fraud awareness
messages from their banks, and 50.6% reported
receiving specific fraud-prevention guidance. This
result suggests that banks, whether commercial or
other financial institutions, continually raise
awareness and prevent fraud among their clients.

Sixty-eight percent of participants never
change their banking passwords, and over forty-one
percent are either unaware of or do not use two-
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factor authentication. These behaviors demonstrate
fundamental behavioral and cognitive deficiencies.

Regarding clients' trust in the commercial
banking system, 57.7% reported trusting the bank's
fraud protection measures, 7.7% reported not
trusting them, and 34.6% reported uncertainty. This
score indicates significant uncertainty and a lack of
awareness or confidence; this group is not inherently
bad, but it does suggest a potential area for
development. In conclusion, many people have
fallen victim to financial fraud, indicating that this
problem is becoming more prevalent and that raising
awareness is essential to stopping it.

The Technology Threat Avoidance Theory
(TTAT) explains how people choose to protect
themselves from technology-related risks, such as
malware, phishing, and data breaches. It is based on
the notion that when people detect a threat and think
they can successfully escape it, they take preventive
measures [26].

The Protection Motivation Theory (PMT) also
helps explain why customers adopt security
measures, such as using strong passwords, enabling
two-factor authentication, and avoiding suspicious
links [27]. If customers perceive high severity and
vulnerability (e.g., financial loss or identity theft),
they are more motivated to act. They are more likely
to adhere to fraud prevention standards if they
perceive security measures as realistic and simple to
implement (high response efficacy and self-efficacy,
low response cost). On the other hand, low threat
perception or high response costs (such as the hassle
of multi-factor authentication) lower compliance.

To promote safer behavior, banks can apply
PMT principles to awareness programs that
highlight the gravity of fraud and the ease of taking
preventive measures. By emphasizing the gravity of
fraud and the ease of prevention in their awareness
programs, banks can enhance risk and coping
evaluations. For instance, marketing that
emphasizes the financial and psychological effects
of fraud while offering straightforward methods for
account protection can significantly improve
adherence to security procedures.

The study's findings collectively highlight the
need across all demographic groups. Reactive
techniques are no longer effective in the digital Age,
when fraud is becoming complex and prevalent.
Financial institutions, such as commercial banks,
can reduce fraud frequency, increase client trust, and
strengthen long-term digital banking security by
implementing these precautions.

To improve fraud prevention outcomes and
close the awareness and behavior gap, we suggest
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the following strategic recommendations for banks,

notably the Commercial Bank:

e Improve campaigns for Customer Education:
Start ongoing multi-channel awareness
campaigns using SMS, email, mobile
applications, and social media.

e To make them credible and emotionally
engaging, use anonymous, real-life fraud
stories.

e Use visual materials (movies, infographics)
suitable for a variety of age groups and reading
levels. Use wvisual content (movies,
infographics) suitable for a variety of age groups
and reading abilities.

o Required Workshops on Digital Literacy:
Organize virtual and in-person training
sessions that emphasize safe online conduct,
password hygiene, and various types of
fraud.

o Exercises in Simulated Fraud:
Utilize phishing simulation campaigns to
assess and educate bank staff and
customers. Those who fall for simulated
attempts  should receive immediate
feedback and instructional materials.

e Enhanced default security procedures:

o All users should be required to utilize two-
factor authentication (2FA).

o Enforce a minimum password change
frequency using system prompts.

Future studies must integrate a wider variety of

experimental and simulation results, ideally
corroborated by computational models.
Incorporating comparative tables would

significantly improve the clarity and depth of the
analysis and discussion of results.
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APPENDIX
Table 1. Spearman Demographic Correlations with Criterion Variables
Predict | Trust | Guidan | Actions | Reporte | Familiarit | Receive | Educat | Victim | Bank Passwo
or ce Frequen | d Fraud y d e Guidan rd
cy Messag | Enoug ce Change
es h
Age -0.057 -0.025 0.100 0.149 0.056 0.133* | 0.059 | 0.148* | 0.061 0.026 -0.018
(p=0.68 | (p=0.86 | (p=0.475 | (p=0.20 | (p=0.3795 | (p=0.03 | (p=0.3 | (p=0.0 | (p=0.33 | (p=0.68 | (p=0.78
52, 06, 8, N=53) 63, , N=252) 47, 55, 2, 09, 35,
N=53) N=53) N=74) N=252) | N=252 | N=252 | N=252) | N=252) | N=252)
) )
Gender | -0.088 0.083 0.107 0.114 -0.158%* -0.128* | 0.045 | -0.114 0.005 -0.076 -
(p=0.53 | (p=0.55 | (p=0.443 | (p=0.33 | (p=0.0121 | (p=0.04 | (p=0.4 | (p=0.0 | (p=0.93 | (p=0.23 | 0.261**
09, 44, 6, N=53) 23, , N=252) 24, 802, 720, 22, 22,
N=53) N=53) N=74) N=252) | N=252 | N=252 | N=252) | N=252) | (p=0.00
) )
N=252)
Employ | 0.194 0.028 0.171 0.060 0.025 0.134* | 0.058 0.089 0.048 -0.051 -0.060
. Status | (p=0.16 | (p=0.84 | (p=0.222 | (p=0.61 | (p=0.6983 | (p=0.03 | (p=0.3 | (p=0.1 | (p=0.44 | (p=0.41 | (p=0.34
42, 19, 2, N=53) 00, , N=252) 39, 556, 580, 90, 64,
N=53) N=53) N=74) N=252) | N=252 | N=252 | N=252) | N=252) | N=252)
) )
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Appendix: Banking Fraud Awareness Survey
1. Choose your Gender:

Male (1)

Female (2)

2. Choose your Age:

Under 18 (1)
18-24(2)
25-34(3)
35-44 (4)
45 -54(5)
55-64(6)

65 and above (7)

3. Choose your Employment Status:
Student (1)

Employed (2)

Retired (3)

4. Are you a customer of the Commercial Bank in Bahrain?

Yes (2)
No (1)

5. How likely are you to trust the Commercial Bank in Bahrain to protect you from fraud?

0 Not at all

1

2

3

4

5 Completely

Jood Mirza, Rawan Alkhajah, Fatima Saleh,
Afnan Alkhabbaz, Minwir Al-Shammari

6. How often do you take efforts to protect yourself from fraud (e.g., reviewing financial statements, avoiding questionable links or messages)?

Never (1)
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Rarely (2)
Sometimes (3)
Often (4)
Always (5)

7. Do you believe banks in Bahrain are doing enough to educate clients about fraud?
Not at all (1)

Slightly (2)

Moderately (3)

Mostly (4)

Absolutely (5)

8. To what extent do you know about banking fraud?
Very familiar (2)

Somewhat familiar (1)

Not familiar (0)

9. Do you feel the Commercial Bank in Bahrain provides enough fraud prevention guidance?
Yes (2)

Not sure (1)

No (0)

10. Which of these types of fraud are you familiar with? (Click on everything that applies).
Phishing SMS or emails

Vishing, or phony bank calls

ATM scanning/skimming

Fraud in online banking

Card cloning

Investment scams

Identity theft

11. What kinds of fraud are you aware of? (Check all that apply).
Yes (2)
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Not sure (1)
No (0)

12. Have you ever been a victim of bank fraud?
Yes (2)
No (1)

13. Do you believe Bahrain's Commercial Bank offers sufficient fraud prevention guidelines?
Yes (2)

Not sure (1)

No (0)

14. How frequently do you update your password for internet banking?
Monthly (4)

Every 3-6 months (3)

Once a year (2)

Never (1)

15. For your online banking, do you employ two-factor authentication (2FA)?
Yes (2)

Not sure (1)

No (0)
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