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Abstract: - This study aimed to identify the Impact of Cybersecurity Framework (Protect, Detect, and 
communication) on the System Quality Among Universities in Jordan, the study used the descriptive 
correlational approach to suit the purpose of the study, and a sample of the study consisted of Information 
Technology Systems (IT) employees in Public Jordanian Universities which were (315) participants. The study 
showed that the level of Cyber Security Framework (Protect, Detect, and Communication) and the system 
quality among Universities in Jordan of a medium level, and the results showed that there are statistically 
significant impacts of Cyber Security Framework (Protect, Detect and communication) in the System Quality 
among Universities in Jordan. The study recommended the need to raise the level of information security in 
Jordanian universities.  
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1   Introduction 
In an increasingly digital world, the nexus between 
cybersecurity frameworks and the robustness of 
systems within educational institutions, particularly 
universities in Jordan, stands as a pivotal axis. The 
intricate dance of protection, detection, and 
communication within these frameworks 
profoundly influences the quality and resilience of 
the systems they safeguard. Within the context of 
Jordanian universities, exploring the impact of 
cybersecurity frameworks becomes an imperative 
endeavor, unraveling the intricate tapestry that 
interlaces technological security and educational 
integrity. 

Cybersecurity frameworks, characterized by 
their multifaceted approach encompassing 
protection, detection, and communication, serve as 
the bastions shielding critical university systems 
from a myriad of digital threats. Examining how 
these frameworks manifest within the unique 
landscape of Jordanian academia unveils their role 
in fortifying the quality and reliability of 
educational systems. The efficacy of these 
frameworks in bolstering defenses against cyber 
threats while ensuring seamless operations and 
safeguarding sensitive information becomes a 
cornerstone in the educational infrastructure. 
Understanding how these frameworks are 
implemented, the challenges faced, and the 

resultant impact on system integrity serves not only 
to fortify educational institutions but also to 
contribute to the broader discourse on cybersecurity 
within academia. 

This study seeks to quantify the impact on key 
system quality metrics. This investigation will 
involve a comprehensive analysis, combining 
quantitative assessments to measure the correlation 
between framework adoption and system 
reliability, as well as qualitative inquiries to capture 
stakeholders' perspectives on the efficacy of these 
frameworks. Through this multifaceted approach, 
the study aims to uncover the nuanced relationship 
between cybersecurity frameworks and the 
enhancement of system quality, offering insights to 
fortify cyber defenses and improve operational 
integrity within the Jordanian higher education 
landscape. 

The researcher used artificial intelligence (AI) 
in this part of the research, especially the chatbot, 
because it helps clarify the introduction of the 
study, especially since this study is new and the 
researcher did not find any references that talk 
about the topic. 

 
 

2   Study Problem 
The advent of the mobile workforce and growing 
dependence on cloud services have caused the 
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traditional campus network boundary to 
"disappear" in recent years. Because of its 
complexity and slowness, this "traditional" 
approach to information security was fraught with 
politics and frequently failed or hindered university 
work. In order to achieve their goals, universities 
must quickly adapt to a more contemporary, 
practical, and flexible approach.  

The (AI) Chatgpt helped in revealing the study 
problem, and this helped the researcher a lot. 

To do this, they must have strong processes and 
capabilities for monitoring information-related 
activity and taking proactive measures to maintain 
the necessary level of information security while 
enabling the interactions needed for contemporary 
university business operations. Thus, this study 
aims to investigate and evaluate the tangible 
influence of cybersecurity frameworks—
encompassing protection, detect, and 
communication components—on the overall 
System Quality within Jordanian universities. 
 
 
3   Study Objective  
The study aims to achieve the following objectives: 

- The level of Cyber Security Framework 
(Protect, Detect, and Communicate) among 
Universities in Jordan. 

- The level of System Quality in the 
Universities in Jordan  

- The statistically significant impact of Cyber 
Security Framework (Protect, Detect, and 
Communicate) in the System Quality 
among Universities in Jordan. 

 
 

4   Study Questions 
-  What is the level of Cyber Security Framework 

(Protect, Detect, and Communicate) among 
Universities in Jordan? 

-  What is the level of System Quality in the 
Universities in Jordan? 

-  Is there a statistically significant impact of 
Cyber Security Framework (Protect, Detect, and 
communication) on the System Quality among 
Universities in Jordan? 

 
 
5   Significance of the Study  
The theoretical significance lies in several key 
aspects: 
5.1 Cyber security Framework Development 
It contributes to theoretical advancements by 
providing empirical insights into the effectiveness 

of cyber security frameworks—specifically protect, 
detect, and communication components—in 
educational settings. This adds depth to the 
theoretical underpinnings of cybersecurity 
frameworks' applicability and efficacy in 
safeguarding diverse institutional environments. 
 
5.1.1   System Quality Theory  

The study augments existing theories related to 
system quality by exploring how the 
implementation of cybersecurity frameworks 
influences data integrity, operational continuity, 
incident response, and overall system reliability 
within the specific context of Jordanian 
universities. This contributes to refining theories on 
factors impacting system quality in educational 
institutions. 
 
5.1.2  Cyber security and Higher Education 

Interface  
It enriches the theoretical understanding of the 
intersection between cybersecurity practices and 
higher education by delving into the intricate 
relationship between robust cybersecurity measures 
and the maintenance of educational operations and 
data security within academic settings. 
The practical significance is extensive and 
multifaceted: 
 
5.1.2.1   Enhanced Cyber Resilience 

Understanding the effectiveness of cybersecurity 
frameworks in Jordanian universities practically 
strengthens the institutions' ability to defend 
against cyber threats. It enables these universities to 
enhance their cyber resilience by implementing 
robust strategies for protection, detection, and 
communication in response to evolving cyber risks. 
 
5.1.2.2   Data Protection and Integrity  
Practical insights derived from this study can guide 
universities in Jordan to fortify their data protection 
measures, ensuring the integrity and confidentiality 
of sensitive information related to students, faculty, 
and research endeavors. This is crucial for 
maintaining trust and safeguarding the reputation of 
academic institutions. These factors were identified 
through Chatgpt, due to the lack of information 
specific to this study. 
 
5.1.2.3    Resource Allocation and Optimization 

Practical significance extends to resource allocation 
within universities. Findings from this study can 
guide institutions in allocating resources effectively 
towards cybersecurity measures, optimizing their 
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investments to strengthen system quality without 
unnecessary expenditure. 
 
 
6   Study Limits 
The study is limited by the following: 
 
6.1   Human Limits  
Information Technology Systems (IT) employees. 
 
6.2  Time limits  
The study is limited to a period of time extending 
between December and January. 
 
6.3  Spatial limits  
Public Universities in Jordan. 
 
 
7   Prior Studies 
The first study [1] aims to assess the cybersecurity 
preparedness of Indonesian higher education 
institutions by taking into account elements related 
to cybersecurity preparation as well as the 
perspectives of users and managers. Respondents 
who use and administer information systems 
participated in an online survey. The 
Sociotechnical System-Cybersecurity Framework 
(STS-CF), which evaluated the infrastructure's 
(hardware and software) readiness and 
organizational support, served as the foundation for 
three parts of the assessment. The survey's findings 
highlighted the significant relationship between 
social and technical preparedness and cybersecurity 
readiness in higher education. While the majority 
of these institutions are prepared to adopt 
cybersecurity, a number of elements still need to be 
improved, including infrastructure access, 
cybersecurity policies, and standardized data 
security procedures. 

The second study [2] aims to bridge the gap in 
the literature and provide institutional cybersecurity 
methods from a system viewpoint for HEI 
executives and policymakers. The environment of 
cybersecurity has changed over the past few 
decades, and it first reviews the most recent trends 
and predictions for the upcoming ten years. It 
synthesizes its findings with a set of institutional 
strategies, with takeaways intended to better equip 
HEIs to address cybersecurity threats in the future. 
It does this by taking an extensive literature review 
and desk research of methods that could respond to 
the cybersecurity vulnerabilities of the next decade. 
According to the study, cybersecurity can be 
protected in the upcoming ten years if relevant HEI 

stakeholders thoroughly evaluate these measures 
and work together. It emphasizes the need to 
reevaluate priority areas and suggests a system-
wide strategy to protect HEI cybersecurity. 

The third study [3] aims to develop a web-
based cybersecurity readiness assessment tool in 
universities. The engineering design process and 
design science methodology were used to achieve 
this. An overview of the university's level of 
preparation is given by the model. The platform's 
entry point is the registration module, according to 
the report. In order to conduct a defensive 
cybersecurity preparation assessment, it is 
necessary for any respondent to register on the 
platform. According to the study, this technique 
needs to provide the system with information such 
as the user's name, email address, institution, 
username, and strong password in order for the user 
to access the system during subsequent logins. It 
recommends that future studies consider scalable 
identity management and traceback techniques for 
identifying attackers, as well as secure defensive 
cyber security systems. 

The fourth study [4] aims to determine, inside 
HEIs, whatever cybersecurity approach is advised 
and how thorough these studies are. The 
methodology employed for the literature analysis 
was founded on Kitchenham's systematic review, 
which was intended for the software engineering 
community. A systematic review of the literature is 
done to find, analyze, and assess research that is 
pertinent to a given topic. According to the survey, 
risk management has been regarded as a crucial 
task for putting an efficient cybersecurity plan into 
practice. Risk management strategies that improve 
cybersecurity in universities are found by 
estimating the potential effects of security threats. 
Since the standards examined in the articles are not 
focused on HEIs and necessitate significant 
implementation changes, they suggest their own 
security measures. 

The fifth study [5] investigate cybersecurity 
governance in higher education institutions, 
discussing challenges and strategies. While it 
doesn't focus on specific frameworks, it addresses 
the importance of governance structures in 
enhancing cybersecurity. It conducted interviews 
and surveys with key stakeholders in higher 
education institutions, including IT personnel, 
administrators, faculty, and students to gather 
qualitative data about existing cybersecurity 
governance practices, challenges, and perspectives. 
The study incorporated perspectives from different 
stakeholders within these institutions, showcasing 
diverse viewpoints on cybersecurity governance 
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practices and potential discrepancies or alignments 
among stakeholders' opinions. It provided 
recommendations for improving cybersecurity 
governance in higher education institutions and 
suggested future directions for research or practice 
in this domain. 

 

 

8   Operational Definitions 
 
8.1  Cyber Security Framework  
Cyber Security Framework refers to a structured 
and organized set of guidelines, standards, best 
practices, and procedures designed to manage and 
mitigate cyber risks, enhance resilience against 
cyber threats, and fortify the security posture of an 
organization or system. It includes a methodical 
approach to locating, safeguarding, spotting, 
reacting to, and recuperating from possible cyber 
events or vulnerabilities. 
 
8.2   System Quality  
System Quality refers to the comprehensive 
assessment and evaluation of a system's attributes, 
performance, and capabilities, emphasizing its 
effectiveness, efficiency, reliability, and 
functionality in fulfilling its intended purpose or 
objectives.  

The researcher used (AI Chatgpt) to define this 
variable, because it provides an accurate 
description. 
 
 
9   Literature Review 
Cybersecurity in academic institutions has become 
a pivotal concern due to the rising threats in the 
digital landscape, as reported by AI from Chatbot. 
Implementing robust cybersecurity frameworks, 
encompassing protection, detection, and 
communication strategies, is essential for 
maintaining system quality in universities. 
 
 
10 Importance of Cybersecurity 

 Frameworks in the System 

 Quality among Universities 
The Internet of Things and artificial intelligence are 
two recent examples of new technological 
advancements that have led to an exponential rise 
in cybersecurity concerns. Organizations are under 
a lot of strain as a result of the cybersecurity 
threats' swift and frequent change in means and 
aims. Cybersecurity issues affect almost every 

significant industry, but the higher education sector 
is especially susceptible, [6]. Higher education's 
security flaws are caused by a number of factors. 
First off, there are dangers associated with hacks 
that go beyond monetary damages to the higher 
education sector. In fact, a great deal of sensitive 
data, including private student records, confidential 
research data, and priceless intellectual property, is 
kept in higher education institutions, [7]. A 
university's reputation might suffer greatly and the 
persons concerned could be seriously threatened by 
information loss or compromise, [8]. Second, 
higher education institutions are frequently the 
location of user-intensive systems and vital 
infrastructure that a country or community must 
rely on; any cybersecurity events could have 
catastrophic consequences. Thirdly, in contrast to 
corporate corporations, many higher education 
institutions' IT systems are characterized by a 
decentralized structure. Given their disparate 
technological needs, it makes operational sense for 
different faculties or departments to run under 
separate IT frameworks. But this kind of disjointed 
configuration leaves clear security holes that 
hackers might take advantage of. Fourth, there are 
security flaws in the distinctive ethos of academia, 
which takes pride in being more transparent and 
open than most other industries. Higher education 
institutions have always been designed with public 
accessibility in mind, meaning that their networks 
are as accessible as their physical campuses, [9]. 
Ultimately, since the COVID-19 pandemic in 2020 
caused a drastic shift to remote employment and 
online education, the importance of cybersecurity 
has never been higher as more personal devices that 
aren't given by universities are connected to the 
higher education institutions network and IT 
systems, [10]. 
 
 
11 Protect, Detect, and 

 Communication Framework  
The National Institute for Standards and 
Technology (NIST) Cybersecurity Framework 
breaks down its information into 23 "categories" or 
"functions" inside its "core" material. There are 108 
subcategories in all, each of which defines a 
number of cybersecurity outcomes and security 
controls. For every subcategory, it also provides 
"Informative Resources" that provide links to 
specific sections of many other information 
security standards. The National Institute for 
Standards and Technology, [11] has provided the 
following list of some of the categories and 
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functions from the framework document, along 
with definitions and unique codes for each. 
 
11.1   Protect 
"Develop and implement the appropriate 
safeguards to ensure delivery of critical 
infrastructure services". 
 
11.1.1   Access Control (AC)  

Assets and associated facilities are only accessible 
to authorized individuals, groups, or equipment, as 
well as to authorized actions and transactions. 
 
11.1.2   Awareness and Training (AT) 
The company provides cybersecurity awareness 
training as well as adequate training to enable 
partners and employees to perform information 
security-related duties in compliance with 
applicable policies, guidelines, and agreements. 
 
11.1.3   Data Security (DS)  
Records and data are handled in compliance with 
the organization's risk strategy in order to protect 
the availability, confidentiality, and integrity of 
information. 
 
11.1.4 Information Protection Processes and 

Procedures (IP)  
Security policies, methods, and procedures (which 
address the goal, scope, roles, responsibilities, 
management commitment, and coordination among 
organizational entities) are used to maintain and 
apply information systems and asset protection. 
 
11.1.5    Maintenance (MA)  
Information system and industrial control 
components are serviced and repaired in 
compliance with policies and procedures. 
 
11.1.6   Protective Technology (PT)  
Protective Technology (PT) involves the 
management of technical security solutions to 
ensure the safety and durability of systems and 
assets. This is done in accordance with relevant 
policies, procedures, and agreements. 
 

 

12   Detect 
"Develop and implement the appropriate activities 
to identify the occurrence of a cybersecurity event". 

 
12.1   Anomalies and Events (AE)  
Potential consequences of events are recognized, 
and abnormal activity is promptly identified. 

12.2  Security Continuous Monitoring (CM)  
Security Continuous Monitoring (CM) involves the 
regular monitoring of the information system and 
its assets at scheduled intervals. The purpose is to 
identify any cybersecurity events and assess the 
effectiveness of preventive measures that have been 
implemented. 
 
12.3   Detection Processes (DP) 
Detection Processes (DP) involve the verification 
and maintenance of processes and procedures to 
ensure timely and sufficient awareness of any 
abnormal events. This helps in promptly 
identifying and addressing any anomalies that may 
occur. 
 
 

13   Communication 
When it comes to incident response, 
communication is essential since it facilitates the 
timely and precise distribution of information 
during cyber incidents, [12]. 
 
13.1  Efficient Incident Response  
During cyber incidents, communication tactics are 
essential for promptly and accurately disseminating 
information. 
 
13.2 Stakeholder Engagement and 

 Transparency  
Effective communication encourages involvement 
with stakeholders and promotes openness regarding 
cybersecurity precautions and hazards in higher 
education.  
 
13.3 Raising Awareness and Offering 

 Training on Cybersecurity Best 

 Practices 
Communication frameworks incorporate 
educational programs to do this. 
 
13.4 Crisis Management and Reputation 

Protection  
Crisis Management and Reputation Protection 
assisting organizations in safeguarding their public 
image and reputation both during and after cyber 
catastrophes, [13]. 
 
 
14   Methodology  
The study used the descriptive correlational 
approach to suit the purpose of the study related to 
The Impact of the Cybersecurity Framework 
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(Protection, Detect and Communication) in the 
System Quality Among Universities in Jordan. 
 
 
15   Participants  
The participants of the study consisted of the 
population and sample. The population consisted of 
Information Technology Systems (IT) employees 
in Public Jordanian Universities and a sample of 
the study was chosen randomly from these 
employees which were (384) regarding [14], the 
researcher distributed (384) questionnaire on the 
participants Online by Google survey system, (315) 
questionnaires were returned with response rate 
(82%) and Table 1 (Appendix) show the 
demographical data for the participants. 
 
 
16   Primary and Secondary Sources 
 

16.1  Primary Sources 
The research methodology involved leveraging 
primary sources like books and documentaries to 
construct the questionnaire and subsequently apply 
it. 
 
16.2   Secondary Sources  

The research was based on Journal articles and 
Abstracts of articles related to the literature of 
Cyber Security with a quantitative approach. 
 
 
17   Study Tool 
Questionnaire: Which consists of three sections. 
 

17.1   Section One  
Demographic Variables, contains: (Gender, 
Educational level, Specialization, and Work 
Experience). 
 
17.2   Section Two  
Cybersecurity framework: it contains three 
dimensions:  
-  Protect: which includes (4) statements. 
-  Detect: which includes (4) statements. 
- Communication: which includes (4) statements. 
 
17.3  Section Three  
System Quality and its contains (4) statements. 
 
 
 
 

 18   Validity 
The study examined the validity by using two 
different types of validity, namely content validity 
and internal construction validity respectively. 
 
18.1  Content Validity  
In order to ensure clarity and coherence in the 
research questionnaire, a thorough macro review 
was conducted by academic reviewers who are 
experts in IT, computer science, and management 
information systems from Jordanian universities. 
The questionnaire was carefully examined by seven 
distinct reviewers, who provided their valuable 
input and suggestions for necessary changes. The 
goal of this review process was to accurately assess 
the paragraphs of the questionnaire and ensure its 
alignment with the cybersecurity framework and 
system quality scale. The expertise and insights of 
these reviewers helped enhance the questionnaire, 
making it more robust and reliable for the research 
study. The researcher used this information through 
(AI) Chatgpt, because his specialization is not 
related to statistics. 

The researcher solicited suggestions for any 
essential modifications in each dimension from the 
experts and reviewers. After reviewing the opinions 
and remarks of each arbitrator, the researcher 
ultimately decided to accept the wording that was 
supported by at least 80% of the arbitrators. Some 
changes have been made in response to the 
recommendations and remarks of the arbitrators. 
Certain phrases were eliminated because some 
arbitrators found that they were incompatible with 
the chosen dimension or that they expressed two 
meanings in one word. As a result, only fourteen 
phrases remained on the scale when it was finally 
deployed. 

 
18.2  Construct Validity  
To ensure the internal construction validity of the 
scale, Pearson's correlation test was conducted to 
determine the correlation coefficient of each 
dimension within the scale. The results of this test 
can be found in Table 2 (Appendix), providing 
insights into the strength and direction of the 
relationship between each dimension and its 
corresponding items. 

According to a person correlation test, all 
statements within the cyber security framework, 
including measures related to protection, Detect, 
Communication, and System Quality, showed a 
significant relationship with their respective 
dimensions. The values exceeded 0.30, which is 
considered acceptable based on the criteria set, 
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[15]. This indicates a strong association between 
the statements and their dimensions, further 
supporting the validity of the cyber security 
framework. Additionally, the significance level of 
0.01 suggests a high level of confidence in the 
results. In total, there were 16 statements that were 
evaluated, all of which demonstrated a significant 
relationship with their respective dimensions within 
the framework. 

 

 

19   Reliability 
The study is based on the "Cronbach's Alpha" test 
to calculate the reliability of the study tool 
statements, to show internal consistency for this 
tool and the "Cronbach Alpha" values will be 
accepted if they are more than (0.60) and if the 
"Cronbach's Alpha" values between (0.60-70)= 
good, (0.80 and more) = excellent, and the results 
of "Cronbach's Alpha" values were between (0.802 
– 0.980) and its very closed with value of (1.00), as 
shown in (Table 3, Appendix). 
 

 

20  Statistics Used 
The research hypotheses were tested, and the 
gathered data was analyzed using Social Sciences 
(SPSS). During the data analysis process, the 
following statistical methods and tests were 
applied: 

Descriptive statistical techniques were 
employed to describe the demographic data, 
including "Means", "Standard deviations" and 
Multiple Regression tests was used to demonstrate 
the impact of the cybersecurity framework on 
system quality among Jordanian universities. 
Cronbach's alpha reliability (α) was used to show 
the correlation between questionnaire items. 
The research type scale included five Likert scales 
as follows:  
Strongly Disagree = 1, Disagree = 2, Neutral = 3, 
Agree = 4, Strongly Agree = 5 and the values of 
means estimation were as follows: 
- The "low level" of the responses from 1.00- 

2.33. 
- The "medium level" of the responses from 2.34 

– 3.67. 
- The "high level of the responses from 3.68 – 

5.00. 
 
 

21   Results 
The study used descriptive analysis and multiple 
regression to show the impact of Cybersecurity 

Framework (Protection, Detect and 
communication) in the System Quality Among 
Universities in Jordan as follows. 
 
21.1 The level of Cyber Security 

 Framework (Protect, Detect and 

 Communication) among Universities 

 in Jordan 
The study used the descriptive method including 
"Mean, Standard deviations", to show the level of 
Cyber Security Framework (Protection, Detect and 
Communication) among Universities in Jordan. 

The participants responses shown in Table 4 
(Appendix), the average score for the Cyber 
Security Framework across Jordanian universities 
was 3.35, with a standard deviation of 0.72, 
indicating a medium level. 

With a mean of 3.37 and a standard deviation 
of 0.66, Communication came in first place and 
Protect came in second place with a mean of 3.35 
and a standard deviation of 0.78, both of which are 
at a medium level. 

With a medium level mean of (3.33) and 
standard deviation of (0.67), the Detect came in 
third and last. 

Additionally, Table 5 (Appendix) displays each 
statement's level for the Jordanian universities' 
Cybersecurity Framework. 
 

21.2 The Level of System Quality in the 

Universities in Jordan  
The study used Means and standard Deviation, to 
show the level of system quality in the universities 
in Jordan. 

According to Table 6 (Appendix) data, the 
average system quality score for Jordan's 
universities was 3.36, with a standard deviation of 
0.76, indicating a medium level. 

There is a system in place that guarantees the 
highest degree of information processing quality, 
with a mean value of 3.68 and with standard 
deviation of 0.99. Simple-to-use software is 
accessible and ranks second with a medium-level 
mean value of (3.55) and a standard deviation of 
1.06. 

Information systems that are easily maintained 
and completed within the allotted time were ranked 
last, with a medium-level mean of 3.08 and a 
standard deviation of 0.89. 
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21.3  The Result of Hypothesis:  

 There is no statistically significant 

impact of Cyber security Framework 

(Protection, Detect and 

communication) on the System Quality 

among Universities in Jordan 
The study used a Multiple Regression test to show 
the impact of Cyber Security Framework 
(Protection, Detect and communication) in the 
System Quality among Universities in Jordan as 
shown in Table 7 (Appendix). 

It is Clear from Table 7 (Appendix) that the 
variables (Protect, Detect and Communication) 
have an impact in the system quality among 
Universities in Jordan, reaching (t) values 
calculated were (13.216, 4.273, 4.341), 
respectively, which values significant at the level of 
significance (α ≥0.05), assuring rejection of null 
hypothesis and acceptance alternative which 
stipulated there are statistically significant impact 
of Cyber Security Framework (Protect, Detect and 
communication) in the System Quality Among 
Universities in Jordan. 

The researcher used stepwise multiple 
regression to show the importance of each 
dimension of the cyber security framework in the 
system quality among universities in Jordan as 
shown in Table 8 (Appendix). 

When conducting a stepwise multiple 
regression analysis to determine the importance of 
each independent variable separately in 
contributing to the mathematical model that 
represents the impact of Cyber Security Framework 
(Protect, Detect and Communication) in system 
quality among universities in Jordan, which shows 
the order of entry of independent variables into the 
regression equation, the Protect variable came in 
first place and explained (78.9%) of the variance in 
the dependent variable, and the Communication 
variable came in second place, and explained with 
the project (84%) of the variance in the dependent 
variable, and the detect came in third place and 
explained with the previous variables (86.8%) of 
the variance in the system quality among 
universities in Jordan. 

The results also showed that the relationship 
between Cyber Security Framework and system 
quality was positive and the higher level of cyber 
security leads to a higher level of system quality 
among universities in Jordan.  

 
 
 
 

22   Conclusion 
Cybersecurity is of utmost importance in 
maintaining the sensitivity and security of 
information within Jordanian universities. It acts as 
a shield against hackers and electronic attacks that 
could potentially disrupt university operations or 
lead to data breaches. 

By prioritizing cybersecurity, Jordanian 
universities can protect the confidentiality of their 
information, ensuring that hackers are unable to 
exploit any vulnerabilities. This is crucial in today's 
digital age, where even seemingly insignificant 
pieces of information can be leveraged by hackers 
to cause harm. 

In addition, cybersecurity plays a vital role in 
the development of cloud services technology. By 
establishing a strong security infrastructure, 
universities can instill trust in users, encouraging 
them to invest in cloud services. This not only 
enhances efficiency but also allows universities to 
confidently store and manage their data. 

Furthermore, by focusing on cybersecurity, 
Jordanian universities gain a competitive 
advantage. Users are more inclined to engage with 
secure websites, especially when dealing with 
sensitive information. This helps universities build 
a solid reputation and maintain the trust of their 
students, faculty, and stakeholders. 

Ultimately, cybersecurity is crucial for 
safeguarding the reputation of Jordanian 
universities and ensuring the protection of their 
valuable information. By investing in robust 
security measures, universities can create a safe 
digital environment that promotes collaboration, 
innovation, and the overall advancement of 
education in Jordan. 

The researcher tried to identify the conclusion 
through (AI) chatgpt, because it summarizes 
everything that came in the study in an organized 
manner. 

 
 

23   Recommendations 
-  Working to protect information in a way that 

ensures it is not hacked, through contracting 
with companies specialized in cybersecurity. 

-  Raising the level of cybersecurity in Jordanian 
public universities, because of its importance in 
preserving information and protecting systems 
at work. 

-  Raising the quality level of information systems 
in Jordanian public universities, while adhering 
to comprehensive quality standards through 
responsiveness and performance improvement. 
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- Training workers in information systems 
departments in Jordanian public universities on 
everything related to cybersecurity. 

-  Conducting many future studies related to 
cybersecurity and its impact on other variables 
such as the performance of organizations or the 
quality of information. 

-   Increasing the use of artificial intelligence in 
the field of cybersecurity. 

- Achieving a balance between technological 
progress and maintaining security in Jordanian 
universities. 

-  Encouraging researchers to conduct many future 
studies related to all forms and types of 
cybersecurity. 

The researcher used (AI) to reach 
recommendations, as it has great knowledge of 
the study topic and helps in broadening the 
intellectual horizons of researchers to conduct 
more future studies. 

 
 
Declaration of Generative AI and AI-assisted 

Technologies in the Writing Process 

During the preparation of this work the author used 
Grammarly for language editing. After using this 
tool/service, the author reviewed and edited the 
content as needed and takes full responsibility for 
the content of the publication. 
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APPENDIX 

 
Table 1. Demographic Characteristics for Participants  

Variable  Frequency Percentage 

Gender   
Male 200 63.5 
Female 115 36.5 
Total 315 100.0 

Educational level   
Bachelor's  234 74.3 
Master 44 14.0 
PhD 37 11.7 
Total 315 100.0 

Specialization   
Information Technology (IT) 182 57.8 
Management information system 78 24.8 
Computer Science. 26 8.3 
Cyber Security  18 5.7 
Network management 11 3.5 
Total 315 100.0 
Work Experience    
From 1 – 5 years 110 34.9 
From 6 – 10 years 98 31.1 
More than 10 years 107 34.0 
Total 315 100.0 

 
 

Table 2. The correlation coefficient of each phrase with the dimension 
Protect Detect Communication System Quality 

# r # r # r # r 

1 .822** 1 .923** 1 .943** 1 .788** 
2 .822** 2 .900** 2 .946** 2 .954** 
3 .822** 3 .940** 3 .939** 3 .945** 
4 .510** 4 .935** 4 .896** 4 .921** 

**: Significant at the level of (0.01) 

 
 

Table 3. Cronbach's alpha coefficient for all the dimensions and total score of the scale 
Variables Statements Cronbach Alpha 

protect 4 0.802 
Detect 4 0.938 
Communication 4 0.951 
System quality 4 0.949 
All Statements 16 0.980 
 

 
Table 4. The level of Cyber Security Framework among Universities in Jordan in descending order 

No dimension Mean Std. Deviation Rank Level 

3 Communication 3.37 0.66 1 Medium 
1 Protect 3.35 0.78 2 Medium 
2 Detect 3.33 0.67 3 Medium 
 Total 3.35 0.72  Medium 
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Table 5. The level of Cyber Security Framework (Protect, Detect and Communication) in the Universities in 
Jordan 

Protect Mean Std. Deviation Level 

The university takes care of risk assessment procedures. 3.26 0.87 Medium 

The university relies on the implementation of security policies and 
standards 3.33 0.54 Medium 

The university is interested in training and educating employees on the 
necessary protection systems 3.38 1.08 Medium 

The university uses security tools and solutions 3.45 0.66 Medium 

Total 3.35 0.78 Medium 

Detect    
The university is interested in detecting breaches to reduce data theft. 3.50 0.76 Medium 

Any new files within the university are verified. 3.42 0.88 Medium 

The university uses several methods that detect intrusions. 3.32 0.60 Medium 

The university is trying to investigate all scenarios that could occur for a 
data breach 3.09 0.55 Medium 

Total 3.33 0.67 Medium 

Communication    
Good communication tools are prepared to assist if information is attacked 
at the university. 3.47 0.87 Medium 

The electronic communications plan is updated in light of training on 
maintaining information security. 3.42 0.73 Medium 

The university works to inform all stakeholders of the problems that the 
university is exposed to, such as hacks 3.41 0.68 Medium 

Employees rely on the internal communications network to report any 
problems related to information security within the university 3.20 0.87 Medium 

Total 3.37 0.66 Medium 

 
 

Table 6. The level of System Quality among Universities in Jordan in descending order 
System Quality Mean Std. Deviation Level 

A system is available that ensures the quality of information processing. 3.68 0.99 High 
Easy-to-use software is available. 3.55 1.06 Medium 
Information is provided on time and as promised. 3.16 0.87 Medium 
Information systems are maintained easily and within the specified time. 3.08 0.89 Medium 
Total 3.36 0.76 Medium 

 
 
Table 7.  Multiple Regression Test to Identify the Impact of Cyber Security Framework (Protection, Detect and 

Communication) in the System Quality among Universities in Jordan 
Cyber security framework B Std. Error Beta T Calculated Sig 

Protect .383 .029 .498 13.216 .000* 
Detect .162 .038 .190 4.273 .000* 
Communication .125 .029 .166 4.341 .000* 
* Significant at level of (0.05) 
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Table 8. Stepwise Multiple Regression Test 
 

Model 
R R Square (F) (F) value Sig. 

1 Protect .888a .789 .789 927.108 0.00*  
1+2 Communication + Protect .916b .840 .840 647.517 0.00*  

1+2+3  Detect + Protect + Communication .932c .868 .868 541.431 0.00*  
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