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Abstract: Industrial Control Systems (ICS) form the backbone of critical infrastructure, enabling automation
and control in sectors such as energy, water, and manufacturing. The convergence of Operational Technology
(OT) and Information Technology (IT) has introduced significant cybersecurity challenges, particularly for
legacy communication protocols like Modbus and HTTP, which were not designed with security in mind. This
paper provides a comprehensive framework for understanding the attack and defense mechanisms associated
with two protocols i.e., Modbus and HTTP, used in ICS. We systematically analyze the inherent vulnerabilities
of these protocols, survey proposed security enhancements including cryptographic solutions, intrusion
detection systems, and security-by-design approaches, and evaluate existing cybersecurity frameworks such as
MITRE ATT&CK, NIST CSF, and the Cyber Kill Chain. The review identifies a persistent gap in integrated,
protocol-specific frameworks that address both attack simulation and defense validation in virtualized ICS
environments. By synthesizing current research, this study highlights trends in threat modeling, machine
learning-based anomaly detection, and the evolution of testbeds, providing a foundation for future work aimed
at developing holistic security frameworks for Modbus and HTTP-based industrial networks.
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1 Introduction benefits. However, it also presents a challenge, as
Industrial Control Systems (ICS) are %ntegrating ICS with external networks, suph as the
integrated hardware and software architectures internet, expands the attack surface, making them
designed to monitor and control industrial more.susceptlble to cyber threats without proper
processes across critical infrastructure sectors, security measures [4]. Although one of the oldest
including power generation, water treatment, and recorded incidents related to Industrl.al Automated
manufacturing. Traditionally, ICS existed in Control Systems (IACS) cybersecurity dates back
isolation from the Internet, but business to the late 1990s, it was not until the 2010 Natanz
intelligence required tracking and managing their nuclear power plant cyberattack (also known as
industrial networks by leveraging commercial Stuxget) that IACS cybersecurity came under the
networks instead of developing dedicated ICS spotlight [6]. . .
networks for the best vision of their production, IC_S h_aS been using complex proprietary
supply chain system [1]. The shift from ‘offline’ to communication protocols, such as Modbus,
‘online’ ICS has unlocked new opportunities for Proﬁbus,. DNP3, IEC, ICCP, OPC, etc. These
efficient information sharing [2]. Improvements in communication prot.oc.:qls comp.lete the ICS Qata
cost and performance have encouraged this exchange and acquisition, bu-smess monitoring,
evolution and resulted in many of today’s “smart” and many other important functions [7]. Modbus is
technologies, such as the smart electric grid, smart the Wor!d’s first truly bus protocol for 1ndustr1?11
transportation, smart  buildings, smart applications. Modbus protocol also appeared in
manufacturing, and the Internet of Things (IoT) many variants, such as those based on a serial link,
[3]. More innovative technologies are being MODBUS RTU, MODBUS ASCII, MODBUS
developed, enabling remote access and control PLUS, and MODBUS TCP, based on Ethernet.
over the internet and within IT environments. This Modbus Protocol uses a master-slave structure and
shift towards increased automation and provides communication between devices that are
connectivity aims to achieve substantial business connected to a different type of client/server [7]. In
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the TCP/IP implementation, the Modbus protocol
is sent as application-layer data. There is no
authentication, authorization, or encryption of the
protocol [8].

The most popular and widely adopted
application protocol over the Internet is Hypertext
Transfer Protocol (HTTP) [9]. The role of the
internet signal within ICS is clear. It serves to
transmit the messages through the ICS network
and make the asset’s devices talk with each other
[10]. HTTP uses the synchronous communication
model for peer-to-peer and request-response
exchange of data [11].

Without integrity and  authenticity,
protocols such as Modbus/TCP are vulnerable to
Man-in-the-Middle (MITM) attacks [5]. ICS are
susceptible to various vulnerabilities. Trend Micro
found that these vulnerabilities are mainly divided
into several categories: 20% memory corruption,
19% poor management of login credentials, lack of
authentication/ authorization mechanism, and
insecure default value of 12%, and 9% of code
injection vulnerabilities [12], [13]. Researchers
have proposed various defensive strategies to
protect ICS from cyber threats. Defensive cyber
deception emerged as a potent strategy to enhance
the cybersecurity of the ICS systems,
encompassing various approaches such as
monitoring, preplanned countermeasures, and
deception techniques [13].

This literature review aims to synthesize current
research on cybersecurity for Modbus and HTTP-
based ICS. Specifically, we:

1. Examine the inherent vulnerabilities of
Modbus and HTTP protocols in industrial
contexts.

ii. Survey proposed defense mechanisms,
including cryptographic  solutions, network
segmentation, and anomaly detection.

iii.  Analyze existing cybersecurity frameworks
and evaluation methodologies.

iv.  Identify gaps in current research and suggest
directions for future work.

The remainder of this paper is organized as
follows: Section II discusses the evolution of ICS
and the role of Modbus and HTTP. Section III
discusses the threat landscape and attack vectors of
ICS utilizing HTTP and Modbus, delving into
historical incidents and emerging threats, and
further exploring various attack vectors. Section
IV discusses various defense mechanisms and
security enhancements, including cryptographic
solutions, network security measures, intrusion
and anomaly detection, as well as security by
design and security enhancements. Section V
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discusses cybersecurity frameworks such as NIST,
STRIDE, and MITRE, and the three types of
evaluation testbeds, which are physical, virtual,
and hybrid. Section VI discusses research gaps and
suggests future directions. Section VII marks the
conclusion of this paper.

2 Industrial Control Systems:

Evolution and Protocol Landscape
2.1 The Evolution from Isolated to
Connected Systems

The First Industrial Revolution, also known
as Industry 1.0, began in England in 1760,
revolutionizing production methods by shifting
from manual labor to machine-based processes.
The Second Industrial Revolution (Industry 2.0)
spanned from 1871 to 1914 and brought further
technological advancements, such as electricity
and the development of the assembly line. The
Third Industrial Revolution, also known as the
Digital Revolution or Industry 3.0, began in the
1970s. This era saw the integration of digital
technologies into manufacturing, with innovations
like computers, microprocessors, and PLCs. The
Industry 4.0 denomination was coined within a
strategic program of the German Government
called Digital Agenda that started in 2009. Known
as Industrie 4.0 in Germany, it was presented at the
Hanover Fair in 2011 and started a new wave of
developments for the digital industry [14]. Industry
4.0 combines physical and digital technologies,
such as the IoT, artificial intelligence (Al), and
cloud computing. By interconnecting machines,
sensors, and data systems, Industry 4.0 in
manufacturing  enables  greater efficiency,
flexibility, and data-driven decision-making [15].
With this development comes the need of qualified
individuals to program, protect and manage this
new technology, there by shaping the education
sector. While Industry 4.0 is expected to enable
interconnection and digitization in traditional
industries, the current state of production processes
still lacks the mnecessary interoperability for
information exchange, especially concerning
legacy equipment [14]. A challenge we have found
with various Industry 4.0 frameworks is that the
solutions they provide are conceptual and hard to
implement in real factories. Another being the cost
of changing ICS components such as field buses,
task often times proves to be unrealistic but
available literature often under mines its gravity.
Instead of effectively promoting convergence,
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Industry 4.0 has led to protocol proliferation,
increasing system complexity and intergration
overhead.

Figure 1 illustrates the industrial evolution from
Industry 1.0 to Industry 4.0.

While Industry 4.0 is expected to enable
interconnection and digitization in the traditional
industries, the current state of production processes
still lacks the necessary interoperability for
information exchange, especially concerning
legacy equiptment [14]. A key challenge we have
identified with various Industry 4.0 frameworks is
that the solutions they provide remain conceptual
and difficult to implement in real factories.
Furthermore, the cost of replacing ICS components
such as field buses often proves unrealistic, yet
available literature frequently underestimates this
gravity. Instead of effectively promoting
convergence, Industry 4.0 has, in practice led to
protocol  proliferation, increasing  system
complexity and integration overhead.

The Four Industrial Revolutions

Automated production,
computers, IT-systems
and robotics

Figure 1: [llustrating industrial evolution [15].

2.2 Modbus Protocol: Design and
Limitations
The Modicon Communication Bus

(Modbus) [2] is one of the most widely used
industrial communications protocols, especially in
industrial control applications, energy
management, and building automation systems
[16]. The Modbus network protocol was designed
in 1978 by Modicon Inc. It provided an efficient
method to transmit control data between
controllers and sensors using mainly an RS232
port [17]. Conventional Modbus messages can be
packaged in RTU or ASCII frames and packed
with a TCP/IP interface so that they can be routed
over the Internet [18]. Due to the emerging need
for fast, reliable multipoint communication, a
network is laid out where a master can
communicate with multiple slaves at a time or can
have point-to-point communication [19]. A typical
Modbus network supports one master and a
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maximum of two hundred forty-seven slaves [20].
The simplicity and reliability of Modbus/TCP in
transmitting data related to sensors and actuators
have driven its extensive use [2].

The Modbus TCP/IP protocol establishes
standards for client/server = communication
between devices on Ethernet TCP/IP networks or
other bus systems. The protocol employs a simple
application data unit (ADU) format to ensure
compatibility among various devices, regardless of
the devices in use. The entire Modbus packet is
embedded within the data section of the TCP
packet and transmitted over the network [21].
Modbus TCP/IP uses two types of ADUs: request
and response frames, both containing the Modbus
application protocol (MBAP) header, function
code, and data segment [21]

Modbus has certain limitations with regard to
current requirements for automation and control
systems, including low transmission rates, limited
numbers of networked devices, single master
topologies, and the absence of mechanisms for
correcting messages corrupted by transmission
errors [16]. While Industry 4.0 promotes
distributed automated systems, the master-slave
architecture of Modbus is centralized that creating
a fundamental architectural mismatch. All slaves
in Modbus must be predefined, this prevents the
plug and play interoperability essential to dynamic
Industry 4.0 environments. The lack of
authentication and encryption in Modbus creates a
big gap in cybersecurity which is essential to
industry 4.0 systems.

23 HTTP
Environments

The most popular and widely adopted
application protocol over the Internet is the
hypertext transfer protocol (HTTP) [22]. It has
been in use by the World-Wide Web global
information initiative since 1990 [23]. HTTP is an
application-level — protocol  for  distributed,
collaborative, hypermedia information systems.
The first version of HTTP, referred to as
HTTP/0.9, was a simple protocol for raw data
transfer across the Internet. The current version of
the protocol is HTTP/1.1, which adds a few extra
features to the previous 1.0 version. HTTP
provides a general framework for access control
and authentication, via an extensible set of
challenge-response authentication schemes, which
can be used by a server to challenge a client request
and by a client to provide authentication
information [23].

Protocol in Industrial
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The HTTP/1.1 protocol can perform optimizations
such as keep-alive (an indicator for connection
operation)  connections, chunked transfer
encoding, byte-range requests, and request
pipelining. A limited connection between client
and server makes a series of requests to wait for
one request to complete before it can fire it off.
This condition is termed head-of-line (HoL)
blocking in HTTP/1.1, and it is a major drawback
of this protocol. This happens when several
requests rise on the web servers. The protocol fails
to respond even to small requests due to the limited
resource volume size on the server side. Hence, it
fails to use the transport control protocol (TCP)
effectively [22]. The extensive use of the internet
has resulted in novel technologies and protocol
improvisation. HTTP/1.1 is widely adopted on the
Internet. However, HTTP/2 is found to be more
efficient over transport control protocol (TCP).
The HTTP/2 protocol can withstand the payload
overhead when compared to HTTP/1.1 by
multiplexing multiple requests. However, both
protocols are highly susceptible to application-
level denial of service (DoS) attacks [22]. The role
of the internet signal within ICS is clear. It serves
to transmit the messages through the ICS network
and make the asset’s devices talk with each other
[14]. However, it needs a gateway to exchange
data over the internet. HTTP uses the synchronous
communication model for peer-to-peer and
request-response exchange of data [11]. Figure 2
shows HTTP in Industrial Systems.

HTTP in Industrial Systems
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Figure 2: HTTP in Industrial Systems [11].

2.4 The Convergence of IT and OT

ICS is composed of two main zones: The
Operational Technology (OT) network, which
consists of hardware and software used to monitor
and control industrial processes, and the
Information Technology (IT) network used for
information processing using workstations,
servers, and databases [24]. OT machinery long
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predates modern computer networks. Specialized
industrial devices like programmable logic
controllers (PLC) and distributed control systems
(DCS) operate advanced automation with
embedded firmware and proprietary protocols.
They power machinery, retrieve sensor data, and
directly control real-time processes, often in
hazardous production environments. In contrast,
enterprise IT ecosystems emphasize Windows or
Linux computers, [P-based networking, and cloud-
enabled software [25]. Originally, OT and IT were
independent concepts in the industrial domain
[24], each optimized for different obejectives, OT
focused on reliability and safety while IT focused
on scalability and data processing. However the
convergence of these two technologies has given
networking capabilities to ICS, enabling cost
savings and flexibility in the remote management
and monitoring of industrial processes with the use
of cyber-components [24]. The integration
facilitates operational efficiency, cost reduction
and enhanced monitoring capabilities by
incorporating cyber-components and network
communication technology. Despite these
advantages, the integration of the OT and IT
worlds introduces significant security
implications. By connecting traditionally isolated
OT systems to digital environment, ICS
infrastructures inherit many of the vulnerabilities
associated with IT networks, thereby significantly
expanding the surface for potential cyberattacks.
Consequently, emphasizing the urgent need for
more robust mechanisms to ensure the security of
assets and safety of human workers as a top
priority [26]. Figure 3 illustrates the convergence
of IT and OT.

I'T/OT integration

T and O have typically resided in different layers of the framework

Integration between IT and OT typically starts in level 3

Business ERP Work Management, Enerprise data Systens
Planning

Operations
Management

Supervisory Control  SCADA, DCS, HM, Indusirial Control Systems
HApplications

T

oT

Process Control Automation Network (PCN), Safety Instrumented
Network (PCN) Systenns (5)

Physical Production  Mechanic
Process and Fi

Intermi odel stondart A5, TROT integration layers

Figure 3: Convergence of IT and OT [27].
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3 Threat Landscape and Attack

Vectors
3.1 Historical
Threats

The threat landscape for ICS is diverse and
continually evolving. Cyberattacks targeting ICS
can have a devastating impact, ranging from
operational disruptions to safety hazards. Several
attack vectors are particularly relevant for Modbus
and HTTP protocols. Only the implementation,
efficiency, and reliability of the Modbus protocol
were considered, and security issues were not
taken into account when it was designed [7]. Thus,
Modbus and HTTP protocols in ICS face
significant cybersecurity challenges due to
inherent weaknesses and evolving attack
methodologies [28].

Traditionally, ICS depend on standard
security measures, while most current attacks on
ICS networks fall under the category of Advanced
Persistent Threats (APTs) [2]. By design, the
presence of APT attacks goes invisible to the
victim, allowing attackers to steal information over
a long period of time [29]. Amer et al. 2025 [2]
study states that detecting these complex APT
attacks requires systems that can capture long-term
causal and contextual information about the fine-
grained behaviors of hosts. While Buchta et al
(2024) in [30] state that various methodologies can
be used to detect APT attacks, among them are

Incidents and Emerging

Rule-based, Anomaly-based, statistical,
classification, and Human Knowledge
methodologies. Several  attacks  have

targeted industrial facilities and their devices, from
the Stuxnet in 2010, to the Trojan Black Energy in
2015 and Mirai in 2016, to recent ransomware
attacks, such as the Wanna Cry in 2017 or the
Locker Goga in 2019, resulting in operational and
financial impact for affected companies [31]. The
2021 Colonial Pipeline cyberattack exposed the
weakness and highlighted the importance of the
supply systems, it marked a turning point in the
history of cyberattacks on critical infrastructure.
This attack was planned by the Dark-Side
ransomware group. It temporarily shut down one
of the largest fuel pipelines in the United States,
which caused major fuel shortages, financial
problems, and concerns about national security
[32].
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Table 1. Cyber Threat Landscape

S Referenc | Type of Attack | System

N e and Attack | Targete
Vectors d
Exploited

1. [33] Modbus PLCs
command
injection, e.g.,

False
Command
Injection
(FCI), False
Access
Injection
(FAI), and
False
Response
Injection
(FRD)

2 [34] Man-in-the- Web-
Middle Attack | based
on HTTP | Control
communicatio Interfac
ns es

3. [35] Distributed Web
Denial of | Servers
Service and ICS
(DDoS) Network
Attack
exploiting
HTTP
vulnerabilities

4, [21] Exploitation Industri
of Modbus | al
Protocol  for | Devices
Command and
Spoofing Sensors

3.2 Attack Taxonomy for Modbus and
HTTP

1. Reconnaissance

A reconnaissance attack, also known as
information gathering, is the first phase of a cyber-
attack. It is an wunauthorized retrieval of
information about a target to identify
vulnerabilities that an attacker can exploit. It helps
the attacker or penetration-tester select the best
tools and methods to carry out a successful attack
on a target. It is a very dangerous attack that could
directly impact the magnitude of the effect of a
completed attack. Reconnaissance can be passive
or active. Passive reconnaissance is more like a
light, non-in-depth approach to gathering
information on a target. This goes on without
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alerting the target. An active reconnaissance is a
more in-depth approach to gathering information
on a target, and this alerts the target [36].
Reconnaissance attacks help the attacker derive a
map of the target network and its IP addressing
scheme. The information collected in
reconnaissance attacks is used to identify
exploitable vulnerabilities that can be used in
future attacks. Reconnaissance is usually followed
by the weaponization, delivery, and exploitation
steps [37].

2. Spoofing and Injection

Among the most dangerous types of attacks is
Domain Name System (DNS) spoofing. DNS
spoofing involves redirecting traffic to malicious
websites by altering domain name resolutions,
enabling attackers to steal sensitive data or
manipulate network traffic. This attack can lead to
Man-in-the-Middle (MitM) scenarios, where
hackers gain unauthorized access to the network,
exposing private data and compromising system
reliability. The potential impact of such an attack
extends beyond privacy concerns [38]. As HTTP
queries, a web application accepts input and
produces SQL statements as output. The SQL
statements created are sent to the database of the
web application to collect, store or change the
values according to the user’s purpose. Here,
HTTP requests are specifically interested in SQL
statement building. The SQL Injection attack
occurs when HTTP requests are not approved. The
malicious user will manage unsecured HTTP
requests to form a new statement that causes the
user harm. The source procedure, for example,
uses an HTTP request to create a SQL statement
[38].

3. Denial-of-Service

Denial-of-Service (DoS) attacks represent one of
the most persistent and evolving threats in the
cybersecurity landscape. These attacks aim to
disrupt the normal functioning of targeted systems
by overwhelming them with traffic or requests,
rendering services unavailable to legitimate users
[39]. A teardrop attack is a DoS attack that intends
to crash the target by transmitting overlapping
fragmented  packets, thus severing the
communication between the target and the other
devices. In particular, the attacker sends
fragmented =~ Modbus/TCP  packets with
overlapping or scrambled fragment offsets to
violate the fragmentation process. The Modbus
payload can consist of either random or specific
values [40]. Flag Flood belongs to the DoS
category. In particular, it tries to flood the target by
using a plethora of TCP packets with specific flags
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(ACK, FIN, SYN, and RST) [40]. The Port Pool
Exhaustion aims to deplete the available
bandwidth of the target. When this attack module
is activated, a plethora of concurrent threads is
generated to connect to the target Modbus TCP
port for a particular time duration, thus destroying
the Modbus communication [40].

4. Teardrop attack [2] is a DoS attack, which
intends to crash

5. the target by transmitting overlapping
fragmented packets,

6. thus severing the communication between
the target and the
7. other devices. In particular, the attacker

sends fragmented

8. Modbus/TCP packets with overlapping or
scrambled fragment

9. offsets in order to violate the fragmentation
process. The Mod-

10.  bus payload can consist of either random or
specific valuesTeardrop attack is a DoS attack,
which intends to crash the target by transmitting
overlapping fragmented packets, thus severing the
communication between the target and the other
devices. In particular, the attacker sends
fragmented =~ Modbus/TCP  packets  with
overlapping or scrambled fragment offsets in order
to violate the fragmentation process. The Mod- bus
payload can consist of either random or specific
values.

1. Replay Attacks

Replay attacks, often referred to as playback
attacks, are a sort of network assault in which
honest data transfer has been repeated or
purposefully delayed. The perpetrator of this
assault could be the one who sent the original data,
or an adversary who intercepted and retransmitted
it, probably as part of an IP replacement packet
spoofing attempt. This technique is regarded as one
of the more basic man-in-the-middle attacks. “One
way to characterize such an attack is”: “an attack
on a security protocol using a replay of messages
in the intended (or initial and expected) sense from
a separate context, thereby fooling the honest
participant(s) into believing that the protocol run
was completed” [41]. The response delay attack
belongs to the category of replay attacks. It utilises
first an ARP poisoning attack in order to insert the
attacker between the two communication points.
Thus, the attacker can obtain the exchanged
request packets and send the appropriate responses
with a specific delay time. In other words, the
response packets are transmitted only by the
attacker with a specific delay. Such delays can
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significant
inherent
methodologies. It allows its exploitation by
malicious
(hackers), as it can easily be intercepted and altered
in the middle of communication (man-in-the-
middle attack), sending malicious (false command
injection), malformed (false access injection), or
delayed (replay attacks) data packets that lead to a
denial of service (DoS) of the system [28].

Modbus
features like authentication, integrity, verification,
and encryption, making Industrial Control Systems
(ICS) vulnerable to cyber threats [42]. It is crucial
to implement sufficient safety measures to enhance
the security [43]. Key precautions involve limited
perimeters,
cryptography, and, notably, segregating the control
network and corporate network through the
defense-in-depth approach [43]. Recently, there
has also been a considerable interest in the use of
emerging technologies such as Digital Twins (DT),
Software Defined Networking (SDN), Network
Function Virtualisation (NFV), Cloud, Edge
Computing (ED), Fog Computing,
learning, and Blockchain for enhancing security in
ICS [44].
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have disastrous consequences in an industrial
environment [40]. The baseline response replay
attack aims at confusing or even interrupting the
communication between two
capturing and replaying the information sent
between two devices. Specifically, the attacker
executes an ARP poisoning attack to receive the
exchanged traffic. Next, some of the packets are
replayed to the
implementation, efficiency, and reliability of the
Modbus protocol were considered, and security
issues were not taken into account when it was
designed [7]. Thus, Modbus and HTTP protocols

endpoints by

destination [40]. Only the

Industrial Control
cybersecurity
weaknesses and

Systems (ICS) face
challenges due to
evolving attack
unauthorized

software or users

Table 2. Summary of Attack Taxonomy

S Referen Attack Taxonomy

N ce

1. [36] Reconnaissance

2. [38] Spoofing and
Injection

3. [39] Denial-of-Service

4, [41] Replay Attacks

4 Defense Mechanisms and Security
Enhancements

Traditional industrial protocols, such as
TCP/IP, lack fundamental security

patch management, robust

Machine
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SDN, NFV, and DT technologies provide
specific  mechanisms to  secure  critical
infrastructures [44]. For instance, the SDN
Controller having an overall visibility over its
network can help to achieve better situational
awareness with respect to detecting attacks. NFV
can provide dynamic enforcement of security
policies. DT enables representation of a holistic
critical ~ environment  using  virtualisation
technology for researchers to visualize and analyse
the impact of attacks and use data analytics to
predict the consequences of ongoing attacks [44].
However, these technologies also have their own
limitations. For instance, the overall network view
available at the SDN Controller can itself be
vulnerable to cyber threats. Issues such as real-
time updates and a single point of failure can affect
the availability of the SDN Controller. Dynamic
placement of security functions using NFV can
itself increase the security vulnerabilities, and DT
can also result in attacks being transferred from DT
to ICS networks [44].

4.1 Cryptograph Solution

By introducing cryptographic proxies acting
as intermediaries between PLCs and external
clients like Human Machine Interfaces (HMlIs), we
ensured secure communication while maintaining
compatibility with existing industrial
infrastructures [42]. Traditional SCADA standards
such as IEC 60,870, DNP3, IEC 61,850, and
Modbus are known to have various security
limitations. However, the AGA-12 standard has
been developed to provide improved security
features compared to these traditional standards
[43]. AGA-12 incorporates three primary
algorithms, namely, AES with a minimum key
length of 124 bits, RSA with a minimum key
length of 1024 bits, and ECDSA with a key length
of at least 160 bits, along with SHA-1 for
cryptographic operations. These algorithms are
utilized in AGA-12 to ensure confidentiality,
integrity, and authentication [43]. Implementing
well-designed key exchange and management
systems is essential for maintaining the security
and resilience of SCADA-based ICS [43]. These
systems are responsible for establishing and
managing cryptographic keys that are used to
secure communication channels, authenticate
users and devices, and protect sensitive
information in the SCADA environment [43].
Mathematical analysis of computational
overhead: In  resource-constrained  PLC
environments, the choice of cryptographic
algorithm significantly impacts performance. Let
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us define the computational complexity for
encryption operations:

° AES (symmetric encryption): O(n) where
n is the block size. For a message of L length bits,
AES requires approximately L/128 rounds of
10/12/14 cycles depending on key size
(128/192/256 bits respectively). This linear
complexity makes AES suitable for real-time
industrial communication.

° RSA (asymmetric encryption): O (k%)
where k is the key length in bits. For RSA-1024
(k=1024), modular exponentiation requires O(log
k) multiplications of O(k?) bit complexity, yielding
O(K?) overall. This cubic relationship means RSA-
2048 is approximately 8x more expensive than
RSA-1024.

For a typical PLC with constrained processing
capabilities, the latency L can be expressed as
equation 1:

L encrypt = O(f(algorithm))
+C_transmit (D)
Where C_process depends on processor speed, and
C_transmit presents network transmission latency.
Empirical studies suggest AES-128 introduces
approximately 1 — 5 ms overhead, making RSA
impractical for real-time control loops with sub-
100ms deadlines.

C process x

Implementing well-designed key exchange and
management systems is essential for maintaining
the security and resilience of SCADA-based ICS.
These systems establish and manage cryptographic
keys used to secure communication channels,
authenticate users and devices, and protect
sensitive information in SCADA environments
[43].

4.2 Network Security Measure

To mitigate the increasing cyber threats
targeting ICS, many government advisory reports
and industrial standards propose Defense-in-Depth
(DID) as the best practice to defend ICS [45]. DID
aims to protect a system by establishing a multi-
layer defense by combining various defensive
controls, such as advanced firewalls with DMZ,
security awareness training programs, a
vulnerability management system, intrusion
detection with effective access policies, and
incident response mechanisms [45]. A DID
approach applies security measures at multiple
layers to provide robust protection. It usually
includes data encryption, access control policies,
an intrusion detection system, etc [46]. At the

policy level, guidelines establish rules for
processes like access control and patch
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management. Best practices need to be defined for
processes like access management, patching, and
backup [47]. The process layer involves technical
protections such as firewalls, intrusion detection,
and authentication controls. At the process layer,
technologies like firewalls, intrusion detection
systems, and access controls provide protection.
Finally, the technology layer strengthens security
at the network, endpoint, and data levels through
encryption, firewalls, whitelisting, and antivirus
software [47]. And, at the technical Ievel,
encryption, VPNs, and traffic filtering safeguard
communications, while endpoint security is
strengthened through hardening, whitelisting, and
antivirus tools. Data encryption is used to ensure
the confidentiality of data transmission, usage, and
storage. The access control policy is a direct way
to protect the ICS from hostile detection [46]. And
the intrusion detection system is a commonly used
way to monitor malicious activity or policy
violations in the ICS [46]. However, as there are
numerous controls involved, it needs a deployment
plan to [46] optimally distribute the defensive
resources over those controls before such practice
could produce the most effective protection with
limited resources [45]. Only a comprehensive DID
strategy implementing complementary controls
across policy standards, operational workflows,
and technical defenses can adequately counter
cyber threats by targeting modern operational
technology environments [47]. Otherwise, the high
financial and managerial costs make defense-in-
depth impractical to fully implement [45].

4.3 Intrusion Detection and Anomaly
Detection

Intrusion detection system (IDS) [48]
represents a critical layer of defense within a
cybersecurity framework. By monitoring network
traffic and system activities for signs of malicious
behavior or policy violations, IDSs provide
organizations with the ability to detect and respond
to threats in real time. The classification of IDSs is
a complex task, as different systems are designed
to address specific operational environments,
threat models, and performance requirements.
Broadly speaking, IDSs can be categorized into
NIDSs, HIDSs, and hybrid IDSs, with additional
distinctions based on detection methodology, such
as  signature-based,  anomaly-based, and
specification-based systems [49].

Anomaly detection creates a model of
“normal” system behaviour and processes, such as
logs, network information, or users’ activities, to
build and keep a historical record. After a baseline
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1S built, all deviations from it—whether
unintentional or intentional—are labelled as
anomalies. Detection models include statistical
methods (e.g., z-scores, moving averages),
clustering algorithms (e.g., DBSCAN, k-means),
as well as machine learning techniques that
classify behaviours based on learned patterns [50].
A novel approach for anomaly detection by
modeling device interactions on the network
through the analysis of Modbus frame sequences
using a Non-deterministic Finite Automaton
(NFA) framework, termed the Modbus-NFA
Behavior Distinguisher (MNBD) model [2]. NFA
is a computational model designed for pattern
recognition and the representation of regular
languages [2]. It extends the concept of a
Deterministic Finite Automaton (DFA) by
incorporating additional flexibility. NFAs are
crucial in theoretical computer science, with
significant applications in formal language theory,
automata theory, and compiler construction. They
are widely used in practical domains such as
lexical analysis, pattern matching, and network
protocol verification [2]. The NFA framework is
particularly effective for this purpose as it can
represent multiple potential states and transitions
within a network, thereby capturing the complexity
and variability of network behaviors. This
capability allows the MNBD model to detect
deviations from normal behavior, identifying
potential anomalies with high accuracy. The
MNBD model was evaluated against several
existing ICS network traffic datasets. The results
demonstrate that the Modbus-NFA approach not
only surpasses traditional machine learning
models but also outperforms sequence-based deep
learning models [2].

The MNBD model represents Modbus
communication patterns as a Non-deterministic
Finite Automaton (NFA), defined as equation 2:
N=(Q,%,6,q90,F) (2) where:
Q = finite set of states representing valid Modbus

communication stages, X = input alphabet
(Modbus  function codes, e.g., read/write
operations), 5:Qx(Zufe}—29) transition
function,

Qoeq Initial state, FEQ = set of accepting

(legitimate) states.

The proposed MNBD model, consists of
two primary phases: the training phase and the
testing phase. The training phase encompasses
three key stages: data chunking, data
preprocessing, and traffic modeling. In the testing
phase, the same data chunking procedure from the
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training phase is utilized and a new stage called
Maximum Likelihood Model Fitting is introduced.

In the proposed approach, NFA is modified
to model Modbus data by implementing two key
changes. First, accept states are deemed
unnecessary because the intrusion detection
system continuously monitors an ongoing and
repetitive data stream. Instead, an NFA where each
state transition, as defined by the transition
function 9, is paired with a specific action is used.
Any deviation from the expected data pattern
triggers a O transition that is associated with an
error action, potentially raising an alert in the
intrusion detection system depending on the
severity of the deviation. Additionally, the start
state is defined as the state corresponding to the
first identified query within the periodic traffic
pattern. [2].ICS Honeynets are virtual simulations
of real ICS systems, which are used to prevent
hackers from attacking real systems [12]. There are
many different types of honeypots, ranging from
emulating specific services such as SSH to a fully-
fledged system running several services at the
same time [51]. The goal of a honeypot is to lure
attackers into targeting it [51]. The honeynet is
very suitable for collecting various realistic
statistics, such as current hacker attack trends,
methods, tools, hacker's geographic location,
number of attacks, and other analysis information
[12]. Although there is almost no statistical
information available for these new systems, they
are likely to reveal the scale of the attack on the
ICS system and the complexity of the attackers.
But ICS Honeynets does provide information that
can help improve the security of the ICS system
[12].

4.4 Security-by-Design and Zero Trust

Zero Trust is a model where different
elements of the architecture do not implicitly trust
each other, but there is a continuous identification
and authorization process for all the components
[52]. The Zero Trust security model is a set of
principles and strategies based on the awareness
that cyber threats exist and can originate from
outside but also inside the perimeter of traditional
networks [52]. It is a cybersecurity strategy that
shifts from a location-centric to a more data-centric
approach for better security controls between
users, systems, data, and assets that may change
over time [53]. Hence, everything must be tailored
to the specific needs and goals of the infrastructure
to which we want to apply it [52]. Security
professionals must eliminate the idea of untrusted
networks and trusted networks (internal networks),
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as it considers all network traffic to be untrusted
and upholds the following three fundamental
principles: all entities are untrusted by default, the
least privilege access is enforced, and
comprehensive security monitoring is
implemented [28]. Zero trust offers numerous
benefits, such as a streamlined security stack,
reduced operational overhead, and more efficient
and flexible onboarding of employees and vendors

[53]. Despite the growing interest in trust
management frameworks, the cybersecurity
community still grapples with significant

challenges. Trust management involves complex
decision-making, relationship assessment, and the
need for continuous adaptation to emerging threats
[54].

Security-by-design [55] requires
manufacturers and system integrators to
implement cybersecurity measures from the design
phase, adhering to the principles of security by
design [55]. Effective cybersecurity, however,
extends beyond merely deploying dedicated
protective components such as firewalls. Instead, it
results from a combination of factors, including
system architecture, component selection criteria,
configuration  strategies, and  operational
requirements  [55].  Additionally,  security
requirements are often intertwined with and
dispersed across system functional requirements.
Consequently, neglecting security during the early
development lifecycle complicates the integration
of its requirements in later phases [55].

The Modbus Organization has laid out a
specification for secure data transmission through
the Modbus-TCP  Security protocol using
Transport Layer Security (TLS) [56]. This new
variant guarantees the integrity and the
confidentiality of the session that is established
between the client device and the server through
PKI (public key infrastructure) and also proposes
the transmission of RBAC (role-based access
control) information using X.509v3 certificate
extension [28]. However, with the rapid evolution
of TLS, standards quickly become obsolete by the
time new industrial devices are introduced [56].

In order to include security mechanisms in
the protocol, in October 2018, the Modbus
organization released security specifications,
which provide robust protection through the
blending of Transport Layer Security (TLS) with
the traditional Modbus protocol. TLS will
encapsulate Modbus packets to provide both
authentication and message integrity protection.
The security features leverage X.509v3 digital
certificates for the authentication of both the server
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and the client. The protocol also supports the
transmission of RBAC information using an
X.509v3 extension to authorize the request of the
client [57].

Table 3. Defense Mechanisms and Security
Enhancements.
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5 Cybersecurity Frameworks and

Evaluation Testbeds

Several cybersecurity frameworks and evaluation
testbeds exist to guide organizations in improving
the security of ICS.

5.1 Standardized Frameworks
5.1.1 The ICSSIM Framework

The ICSSIM framework is a tool to build
customized virtual and semi-virtual ICS security
testbeds that enable researchers to research and
experiment with cyber threats on their local testbed
[58]. ICSSIM testbeds could be used to develop
and evaluate Al-based Intrusion Detection
Systems (IDS) [58]. We can utilize ICSSIM
testbeds to investigate physical process disruptions
induced by cyber incidents and leverage them for
intrusion detection. We can also evaluate the
physical impacts of cyber-attacks to estimate the
risk posed by a particular incident. Attack
simulations on testbeds can reveal ICS
vulnerabilities in industrial protocols and
architecture, thereby opening the door for
preventive or mitigation strategies [58]. Figure 4
illustrates the ICSSIM reference architecture.
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Figure 4: ICSSIM reference architecture [58].

5.2.2 MITRE

Developed in 2013 as part of MITRE’s Fort
Meade Experiment (FMX), MITRE ATT&CK is a
research initiative aimed at enhancing forensic
analysis of cyberattacks by emulating adversarial
and defensive tactics [59]. MITRE ATT&CK (or
Adversarial Tactics, Techniques, and Common
Knowledge) is a curated knowledge base that
details cyber adversary behavior across various

domains, including enterprise, mobile, and
industrial control systems (ICS) [59]. It is a widely
adopted tool for enhancing cybersecurity,

supporting threat intelligence, incident response,
attack modeling, and vulnerability prioritization
[59]. Organized into matrices, ATT&CK outlines
specific adversarial tactics (high-level objectives)
and techniques (specific actions) that describe how
an attacker seeks to compromise or persist in a
system [59]. By enabling the mapping of
adversarial tactics, techniques, and procedures
(TTPs), ATT&CK enhances the systematic
detection and analysis of cyber threats, particularly
advanced persistent threats (APTs) [59]. The
framework serves as a comprehensive knowledge
base of real-world adversarial techniques, focusing
on how attackers interact with systems rather than
the tools or malware they use. It is structured
around four core components: tactics (adversarial
goals), techniques (methods to achieve goals), sub-
techniques (detailed methods breaking down
techniques), and documented usage (procedures
and metadata) [59]. Each TTP in MITRE
ATT&CK comes with a mitigation strategy that
provides solutions to protect critical infrastructures
[60]. Therefore, it can help reliably predict and
mitigate various types of threats that attackers
pursue after an initial intrusion [60]. It addresses
the why, how, and who is cyber-attacking a digital
infrastructure [61]. It has been widely accepted by
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both the research society and the industrial domain
and has already met numerous applications
varying from adversary emulation, red teaming,
behavioral analytics development, to a defensive
gap and SOC (Security Operations Center)
maturity assessment [61]. It has been used as a
foundation for threat modeling in different sectors,
such as government, academia, and industry [62].
In September 2020, McAfee and the University of
California, Berkeley’s Center for Long-Term
Cybersecurity (CLTC), surveyed security leaders
across 325 large (with more than 5000 employees)
and medium-sized (with more than 1000
employees) enterprises in the United Kingdom,
United States, and Australia. Fifty-seven percent
of the survey respondents were large enterprises,
and 62% had an in-house security operations
center. Diverse sectors were targeted, including IT,
technology and telecoms, retail, transport,
financial services, manufacturing, and production.
Based on their findings, more than 80% of
enterprises use MITRE ATT&CK for threat
protection.  Furthermore, 57% of those
participating in the survey declared they use
MITRE ATT&CK to determine gaps in deployed
security solutions in their enterprise, with 55%
recommending it  for  security  policy
implementation and 54% using it for threat
modeling [61]. By studying MITRE ATT&CK
knowledge base and extracting its statistical
insights, significantly valuable recommendations
and defensive strategies can be issued that
cybersecurity experts can apply to digital products,
solutions, and services [60]. To enrich the MITRE
ATT&CK knowledge-base, individuals and
organizations continuously share various threat
intelligence data and information, such that
cybersecurity  professionals  integrate  this
information into the knowledge-base as threat
profiles, tactics, techniques, etc [60]. Figure 5
illustrates the MITRE ATT&CK matrix: tactics
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and techniques.

Tactics

Figure 5: MITRE ATT&CK matrix: tactics and
techniques [63].

5.2.3 Cyber Kill Chain

The Cyber Kill Chain is a widely recognized
cybersecurity framework that outlines the seven
stages of a cyberattack, from reconnaissance to
actions on objectives [64]. Lockheed Martin first
launched it based on a military approach, but it has
since been extensively modified [65]. It enables
security teams to understand and disrupt attack
vectors at various stages, particularly against
Advanced Persistent Threats (APTs). By analyzing
each phase, defenders can intervene early,
reducing the risk of a full-scale compromise [64].
*Reconnaissance: The attackers aim to gather as
much information about the attack targets as
possible to determine the attack surface and
potential breach points.
*Weaponization: In this phase, attackers will
exploit the vulnerabilities discovered during the
reconnaissance phase and create an attack vector.
*Delivery: Attackers have gained access to the
target systems, and they can deliver the payload
that will help to carry out the attack.
*Exploitation: The intended payload has been
delivered, and the attackers can execute the
malicious code within the target system.
eInstallation: In this phase, the malware or other
attack vector will be installed on the target system,
and the attackers have gained access to the target
system.
*Command and Control: The attacker can now
control the target systems and network and access
privileged accounts, search for credentials, and
change permissions.
*Actions on Objectives: Finally, attackers can
perform data exfiltration from the system. Their
main objective is gathering, encrypting, and
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extracting confidential information from the
compromised system [65].

This approach provides insights into attackers’
tactics, techniques, and procedures (TTPs),
improving incident response and enhancing
overall system security [64]. However, it does not
provide the attacker with a detailed description of
the steps taken after the initial compromise and
specifically focuses on completing the attacker’s
goal by launching malware against a target [66].
Although for some goals and attack strategies the
“initial compromise” might suffice, many more
advanced scenarios and TTPs require deeper
penetration into a target’s network and systems
[66]. Figure 6 illustrates the Cyber Kill Chain
Steps.

1. 2. 3.
Reconnaissance | | Wea ponization ) Delivery
6. 5 4
c:omma?gzs]: Contiol €— | gtallaton [ | Exploitation
1.
» Actions on
Objectives

Figure 6: Cyber Kill Chain Steps [64].

5.24 STRIDE

The most mature threat modeling method,
STRIDE, is an industry-developed threat modeling
method [67]. In 1999, Microsoft's Loren
Kohnfelder and Praerit Garg introduced the
STRIDE methodology through the article “The
Threats to Our Products,” which includes the
systematic management of various threats from the
design stage of all Microsoft products [68]. It has
been used by Microsoft and other known
organizations for decades [67]. Thereafter,
Microsoft founder Bill Gates introduced a process
of building secure applications, which eventually
became the origin of Microsoft's STRIDE and
Threat Analysis and Modeling (TAM) (2002) [68].
Spoofing, tampering, repudiation, information
disclosure, denial of service, and elevation of
privilege (STRIDE) [69] focuses on finding the
threats without using an impact terminology and
ranking approach [67]. STRIDE is a threat
enumeration technique that helps to identify
potential threats to a system. STRIDE analyzes the
system components against 6 main security
properties (authenticity, integrity, non-repudiation,
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confidentiality, availability, and authorization).
This method is complemented by a system
modeling approach, called a Data Flow Diagram
(DFD) [67].

Formal definitions of STRIDE security properties:
For rigorous analysis, each security property can
be quantified:

. Confidentiality
Confidentiality=0.599—0.623(CP)+0.341(TSS)—1.
25(MDH) where:

CP = Class Protection, TSS = Total Security
Services, MDH = Maximum Depth of Hierarchy
[70]

. Availability

Availability = % [71][72] Where MTBF

stands for Mean Time Between Failure, MTTR
stands for Mean Time To Repair

. Integrity

Integrity = -, w;1; Where w; = Integrity impact
factor, I; = Weight assigned to each factor [72]

. Authentication

FAR = —X_ Where FP =
FP+TN

(unauthorized users incorrectly accepted), TN =
True Negatives (unauthorized users correctly
rejected). This formula calculates the probability
that a system incorrectly grants access to an

N where FN = False
FN+TP

Negatives (authorized users incorrectly rejected),
TP = True Positives (authorized users correctly
authenticated).The formula calculates the
probability that an authorized user is denied access

False Positives

unauthorized user. FRR =

[73].

. Authorization

Authorization = f(S,0,A,C) where S
Subject/User, O = Object/Resource, A =

Action/Permission, C = Context/Constraints [74]
A DFD is a graphical representation of a system,
and it is composed of four basic elements:
processes, data stores, data flows, and external
entities. DFD can be used to understand the
system's architecture and what information is
exchanged between the different components of a
system [67]. STRIDE mainly focuses on the

security properties of the system (i.e.,
confidentiality, integrity, availability,
authentication, authorization, and non-

repudiation). However, there exist some methods
that focus on other aspects, such as privacy or
safety [75]. STRIDE has been identified by
independent agencies like the European Union
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Agency for Cybersecurity (ENISA) as a promising
starting point for Al threat modeling [76]. Threat
modeling methods (e.g., STRIDE) do not have
strong threat enumeration constructs beyond their
system models. Thus, the success of the threat
elicitation usually depends on the experience of the
experts involved in the work [75]. Figure 7
illustrates STRIDE model threats and security
objective violations.

[71]
Figure 7: STRIDE model threat and security
objective violation [69].

5.25NIST

In response to the complex threat landscape,
the NIST Cybersecurity Framework (CSF) has
emerged as a globally recognized tool for
addressing cyber risks. Introduced in 2014 and
subsequently updated to version 2.0, this
framework provides an adaptable structure that
helps organizations identify, protect, detect,
respond, and recover from cyber threats [77].
The updated NIST Cybersecurity Framework 2.0
serves as a standardized guideline designed to
support organizations across all levelsfrom
management to IT staffin  implementing
comprehensive cybersecurity ~ management
approaches [77]. It also guides industry,
government agencies, and other organizations to
manage cybersecurity risks [78]. It offers a
taxonomy of high-level cybersecurity outcomes
that can be used by any organization, regardless of
its size, sector, or maturity, to better understand,
assess, prioritize, and communicate its
cybersecurity efforts. NIST has emphasized that
accurate security threat models are critical to
designing secure cyber-physical systems [79]. The
framework's flexibility allows for integration with
other standards, as demonstrated by efforts to
create evaluation frameworks that measure
information security maturity by combining NIST
CSF with COBIT 2019 [77]. The CSF does not
prescribe how outcomes should be achieved.
Rather, it links to online resources that provide
additional guidance on practices and controls that
could be used to achieve those outcomes [78].
However, despite its widespread adoption and
proven adaptability, significant questions remain
regarding its implementation effectiveness and
measurable impact on threat prevention across
diverse organizational contexts [77]. Figure 8
illustrates the NIST Cybersecurity framework:
Core functions and their cyclical relationship.
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NIST
Cybersecurity
Framework

Figure 8: NIST Cyberéecﬁrity framework: Core
functions and their cyclical relationship [77].

5.3 Simulation and Testbeds

To successfully carry out a high-impact
industrial control system attack, an attacker must
first acquire system access, then exploit a
vulnerability. Yet, the likelihood of success of such
an attack is reduced if the vulnerability is newly
discovered [65]. Any proposed security solution
needs a reliable test environment that satisfies its
requirements, including repeatability, accuracy,
and fidelity [61]. In a broad sense, a test
environment includes datasets, testbeds, and attack
simulation [62].
1. Physical Testbeds

Several articles have reported the
construction of physical ICS testbeds to provide a
cyber threats research platform. An ICS physical
testbed is a scaled-down version of a control
system [80]. Physical testbed [53] consists of real
hardware and software for conducting a line of
security validation experiments [72]. Physical
testbed implementations require substantial time,
effort, and costs [53]. Several physically simulated
testbeds have been proposed to validate a new
security solution [73]. Mathur and Tippenhauer
[62] created a small-scale water treatment system
(SWaT) testbed for security research. SWaT is a 6-
step water treatment process, with each stage
regulated autonomously by a local PLC. The
footprint of this testbed is approximately 90 square
meters, and still, it is a miniature version of an
operational water treatment system [53]. Another
example of physical ICS testbeds is the National
SCADA Testbed (NSTB), which implements a 61-
mile 138 kV power grid distribution network to
create a testbed. The NSTB was established to
assist the security of the nation’s energy control
systems by providing test scenarios, research
facilities, field-scale control systems, and
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advanced visualization and modeling tools [53].
Swat and NSTB are comprehensive simulations of
operational ICS and can be used for various
cybersecurity research. However, due to their
geographic location, they are not accessible to
most researchers. Moreover, these testbeds are not
easily replicable since creating such testbeds is not
a feasible solution in most cases due to time and
cost constraints [53]. Figure 9 illustrates the
architecture of a cyber-physical power system
testbed.
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Figure 9: Architecture of a cyber-physical power
system testbed [81].
2. Virtual Testbeds

Virtualisation technology is efficient for
developing an affordable security testbed with
high fidelity and flexibility [82]. Virtual testbeds
do not require the wuse of hardware
implementations and could implement all ICS
components using software simulations [58].
Queiroz et al. proposed SCADASIm, a simulation
tool to create SCADA simulations. The strength of
this tool is its ability to integrate external devices
and applications, which makes the testbeds
extremely extensible. However, an interface to use
real physical processes is missing, and it should be
developed by the users. SCADASiIm is built on top
of OMNET++, a discrete event simulation engine.
They extend abstract SScheduler, SGate, and
SProxy in OMNET++ to create SCADA
components such as Remote Terminal Unit (RTU),
PLC, and Master Terminal Unit (MTU). They also
implemented two types of cyberattacks: DDoS and
MITM with spoofing attacks [58]. A SCADA-
specific security testbed was proposed by Yang et
al. to evaluate security vulnerabilities in SCADA
systems. The testbed consists of the main SCADA
components, including HMI, Historian, field
devices, and IEC 60870-5-103 communication
protocols [82]. A malicious host is implemented to
simulate cyberattacks, such as MITM, DoS, and
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ARP spoofing. However, it does not support
fidelity. GridLAB-D is an open-source power
distribution system simulation and analysis tool.
This tool employs advanced modelling techniques
that provide useful information to designers and
operators of distribution systems [83]. Figure 10
illustrates a virtual security testbed for a SCADA
system; the cloud symbolizes the virtual
environment of the testbed.

e S
(/ Virtual Testbed -

Malicious Host

Cyberattacks
+ MITM, DoS
+ ARP Spoofing

Field Devices ~ HMI Historian Hie M

| ———

Virtual Security Testbed for SCADA Systems

‘/
|

Figure 10: A virtual security testbed for a SCADA
system [58].
3. Hybrid Testbeds

Vulnerability assessment on physical
testbeds provides the most accurate results;
however, the cost of implementing such a system
is considerably high. Hybrid testbeds try to address
the trade-off between cost and implementation by
virtualizing some components, such as sensors and
actuators. Other components like PLC and HMI
remain physical [81]. The primary focus of a
hybrid testbed is to provide a testbed for
cybersecurity purposes. In this approach, the
SCADA system can simulate, virtualise, and
emulate physical devices [83]. In semi-physical
testbeds, some essential testbed components, such
as  networking infrastructure, controlling
components, or HIL, are replaced by software
simulations [58]. Gao et al. designed and
implemented the EPS-ICS testbed according to an
ICS layered architecture to facilitate the
development of security standards. They used
MATLAB/Simulink to simulate mathematical
models of HIL and real PLCs to realize a control
system [58]. They also emulated networks using
Emulab, DETERIab, and PlanetLab. Although the
EPS-ICS testbed is a valuable asset for
vulnerability digging on PLCs, it lacks fidelity in
studying common network attacks against ICS
since real network traffic does not exist. Moreover,
using real PLCs increases cost and implementation
time and forces researchers to dig into the
implementation details [58]. Koganti et al. created
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a testbed with a simulated HIL, an emulated PLC
with Matlab/Simulink, and a real network
implementation. The HIL was a power grid
distribution substation simulated in a virtual
machine (VM). SCADA simulator and attack
simulator were two other VMs connected through
a Modbus connection on a real network [58].
Considering software simulation of HIL and PLCs,
this testbed is highly versatile since the change can
only be made in the simulation script. However,
this testbed is not comprehensive in scope and
requires effective implementation of control
system components, such as controlling the HMI.
As a result, this testbed is inadequate for
simulating a wide spectrum of ICS cyberattacks
[58]. Figure 11 illustrates an example of a hybrid
testbed.

HIL & CIL

Physical Testbed
Opal-RT

Co-Simulation Testbed
SDN Switches, rotection Power system < icati

Machine 1
OPAL-RT ‘
Powersystem | Energy/Control
model Center
Machine 2 MATLAB//RTAC

Machine 3
ns3

Power Grid | | !

Opal-RT Protection | PMU '
Component | | |

SDN Switches Relays [ COM600

4 and Security
1| G

f reerees s T e ee e S e e ea e \ 3

HIL & CIL

Figure 11: an example of a hybrid Smart Grid
Testbed (SGTB) [84].

6 Research Gaps and Future

Directions

The increasing integration of Industrial
Control Systems (ICS) with the internet has
brought out significant vulnerabilities, particularly
concerning the Modbus and HTTP protocols, thus
increasing the attack surface of these systems.
While there has been considerable research on
cybersecurity frameworks and defense
mechanisms, several gaps remain that warrant
further investigation.
1. Research Gaps

Despite a lot of research having been carried
out on ICS, there still seem to be various gaps
when it comes to those utilising Modbus and
HTTP.

i. While there are various cybersecurity
frameworks developed for ICS, they often do not
address the unique security requirements of ICS
that specifically use the Modbus and HTTP
protocols.

ii having various defense

mechanisms, there is a lack of standardized
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evaluation metrics for assessing the effectiveness
of defense mechanisms. This means each party
uses their own standard of measure, and while
results may vary, they also cannot be compared.
i Many researchers have addressed the
various threats to ICS utilizing Modbus and HTTP;
there is a lack of comprehensive threat modeling
for these ICS. More detailed models are required
to understand the attack vectors and the potential
effect of successful attacks.

There is limited research on incident
response and detection mechanisms for Modbus
and HTTP. There is a need for adaptive response
strategies that can handle the dynamic nature of
cyber threats in ICS.

Machine learning has been underexplored
when it comes to Modbus and HTTP ICS. There
are various ICS protocols, and while there are
many existing solutions, they are not compatible
with all protocols.

2. Future Directions

This paper suggests various future
directions, including the development of tailored
cybersecurity frameworks. Future research
focusing on developing cybersecurity frameworks
specifically designed for Modbus and HTTP
protocols within ICS would greatly bridge this gap.
Establishing platforms for sharing information
about threats and attacks among organizations
would help improve the industry’s security
posture. Investigating the use of machine
learning for real-time anomaly detection tailored
toModbus and HTTP traffic can enhance the
ability to detect and mitigate against threats.

Encouraging collaboration between various
stakeholder discipline e.g., cybersecurity experts,
industrial engineers, and software developers, can
facilitate more reliable and well-rounded solutions.

7 Conclusion

In conclusion, the security of Industrial
Control Systems, particularly concerning Modbus
and HTTP protocols, is a critical area that requires
ongoing attention. This paper highlights the
diverse threat landscape, existing defense
mechanisms, and the importance of cybersecurity
frameworks in improving ICS resilience. By
identifying research gaps and suggesting future
directions, this paper aims to contribute to the
ongoing discourse on enhancing the security
posture of industrial infrastructures. A proactive,
layered defense strategy, coupled with continuous
research and adaptation, is essential for
safeguarding ICS from evolving cyber threats.
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