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Abstract: - This paper presents a steganographic scheme that conceals two independent secrets in a single QR 
code. The method uses two embedding algorithms which operate in separate domains. The first algorithm 
embeds the secret information into segments. The resulting code is then passed to the second method which 
modifies some modules to hide another secret, exploiting the error correction feature of QR codes. In this way, 
the secret messages do not overlay and are both possible to recover. The secrets may be retrieved separately as 
their embedding areas are different. The presented approach is an example of multi-secret steganography which 
may be used for confidential data transfer. 
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1   Introduction 
QR codes are a popular medium for short message 
storage, [1]. They are commonly used in commerce, 
public services, personal applications, posters, and 
many more. The prevalence of QR codes results 
from their design suited for machine reading, that 
facilitates decoding with mobile devices. 

QR codes appear very characteristic because 
they are built from modules—white and black (or 
sometimes bright and dark) squares. Additionally, 
the code contains some specific patterns that help 
with localization and decoding, presented in Figure 
1. 

 

Fig. 1: An example of a QR code (top); Reserved 
areas of a QR code (bottom) 

 
 The creation of a QR code is a quite complex 
process that consists of a few steps, including data 
analysis, data encoding, error correction coding, 
structure of final message, module placement in 
matrix, data masking, and format and version 
information. During these phases, the input data are 
analyzed to check which modes (data types) are 
optimal, and which version (size) of QR code 
should be used. The encoded data are placed in the 
code outside reserved areas presented in Figure 1. 
 Considering the current state of the research 
field, there are a few ideas of steganography in QR 
codes. Data hiding is usually realized with an error 
correction mechanism. It is a part of the QR 
standard [1] designed to repair some discrepancies 
that may occur during scanning. Thanks to error 
correction, a specific number of modules may be 
damaged and the content is still possible to recover. 
This feature precipitated new steganographic 
algorithms based on introducing deliberate errors to 
the code, [2], [3], [4], [5], [6], [7], [8]. These 
methods use secret sharing or rely on the secret key, 
and frequently deal with Reed-Solomon codewords. 

Other approaches to information hiding in QR 
codes can also be listed. One idea uses a 
segmentation feature [9] to conceal secret 
information. It is done by injecting additional 
segments into regular data. Another algorithm 
creates a QR code that reveals different information 
when scanned in a mirror, [10]. There are also 
techniques of using subcells which serve as a second 
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storage level, [11], [12]. Many more techniques 
adapted a number of approaches to utilize QR codes 
in steganography, [13], [14], [15], [16], [17]. 

As can be seen, various methods of QR code 
steganography hide data in several ways. This paper 
aims to propose a scheme for multi-secret 
steganography that uses different embedding areas 
for secret messages. The proposed scheme uses two 
data-hiding methods for concealing and recovering 
the secrets. The novelty lies in applying multi-secret 
steganography for a single QR code which gives 
two separate communication channels. 
 
 
2  Problem Formulation 
The problem we want to solve is the design of a 
multi-secret steganography system, which allows to 
hide at least two different secrets in one QR code. 
The main assumptions are: there is a single carrier 
and multiple secret messages. Such a scheme should 
be able to conceal secret messages in a QR code and 
retrieve them back. 
 
2.1 Model 
The model of this system is composed of two 
complementary algorithms for embedding and 
extracting the secrets. They are presented in Figure 
2. 
 

 
Fig. 2: A model of multi-secret steganographic 
scheme for QR codes 
 

Secrets are passed to the embedding algorithm 
which generates a QR code with hidden data. 
Optional keys may be used for denoting specific 
secret positions in the carrier. The cover with 
concealed secrets is then passed to the extracting 
algorithm that returns the secrets back. If keys were 

used during embedding, they are again utilized 
during extraction. 

There are multiple possible algorithms that may 
be applied to the presented model. It is required that 
both methods use separate embedding regions so 
that the secrets do not overlap. In this way, all 
hidden data are possible to extract without loss. The 
chosen methods for this paper are: hiding data in 
empty segments and modified modules. The details 
are presented in section 3. 
 
 
3  Problem Solution 
The presented solution is for a single carrier and two 
secrets. The embedding algorithm uses two 
steganographic methods: hiding data in empty 
segments and in modified modules. These methods 
have been chosen because their embedding areas do 
not overlap. The first steganographic method 
introduces additional segments to the QR code. 
They contain no data but encode secret bits with 
their type. The second steganographic method relies 
on an error correction mechanism for data hiding. 
Secret encoding is done by introducing some 
alterations that are later repaired during QR 
decoding. 

The embedding process works as follows. In the 
beginning, the first secret is presented as a binary 
string. Then, for each two bits, one empty segment 
is created. Secret bits are encoded in segment type, 
i.e. numeric for 00, alphanumeric for 01, byte for 
10, and kanji for 11. These empty segments are then 
mixed with regular segments that contain the overt 
message. An additional key may indicate how these 
segments are arranged. In this way initial QR code 
is generated. Currently, the code contains only one 
payload. To conceal the second secret, we cast it 
into a binary string. Then we modify the non-
reserved modules of the QR code. The locations of 
such modifications may be indicated with an 
optional secret key. These errors will be rectified 
later during decoding in the error correction process. 

The extracting process is complementary and 
works as follows. To reveal the first secret, we need 
to decode segments and filter them to retain only 
empty ones. If an optional key was used during 
embedding, it indicates segment position during 
decoding as well. Then, depending on segment 
types, we assemble bits and translate them to the 
first message. Recovering the second secret requires 
the identification of damaged modules. It may be 
done by generating a new code with identical data, 
version, and error correction level as the stego-code. 
The difference between the codes constitutes our 
second secret. Alternatively, error positions may be 
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indicated with an optional key. In such a case, it is 
not necessary to recreate the whole code from 
scratch. 

For instance, if our first secret is “:)” and our 
second secret is “:(“, we may present them in binary 
format as follows: 0011101000101001 and 
0011101000101000. This example does not use 
optional keys. In the first embedding method we 
created eight empty segments of types: numeric, 
kanji, byte, byte, numeric, byte, byte, and 
alphanumeric. These segments are mixed with 
segments of a regular message. The intermediate 
code is shown in Figure 3 (a). When the code was 
created, we flipped non-reserved segments if the bit 
of the second secret was equal to 1. When the bit 
was 0, the module remained unchanged. In this way, 
we altered six modules to hide the second secret. 
The result is presented in Figure 3 (b). In this 
example, the modules were modified from the 
bottom right, but other starting points are also 
possible, because with error correction any modules 
may be damaged, providing that their number is 
below the allowed limit. 

 

Fig. 3: (a) QR code with a single secret hidden in 
segments; (b) QR code with two secrets hidden in 
segments and in modules 
 

The recovery phase of the first secret requires 
segment analysis. There is one segment with a 
regular message and eight empty segments. We read 
their types, which are numeric, kanji, byte, byte, 
numeric, byte, byte, and alphanumeric, then we 
translate them to bits, from which we obtain 
0011101000101001. To reveal the second secret, we 
need to detect damaged modules. Therefore we 
recreated the code with the same settings and 
compared the result with input data. The analysis 
showed that bits on positions 2, 3, 4, 6, 10, 12 were 
flipped. From this information, we may deduce the 
second secret: 0011101000101000. Subsequent 
modules were untouched, so they denote null-
termination of the string. 

To sum up, both secret messages reside in 
separate regions and their lossless recovery is 
possible. Created codes adhere to QR standards and 

may be decoded with a regular QR reader. Then 
only the overt message is revealed. Thanks to this, 
the proposed approach may find application in 
steganographic scenarios, like hidden 
communication channels. 
 
 
4  Conclusion 
The steganographic scheme presented in this paper 
places two secret messages in different areas of a 
QR code. Both secrets may be revealed 
independently as they do not interfere. The first 
secret (hidden in segments) is characterized by high 
robustness. This is because it is stored in a code 
together with regular content, thereby being 
protected with an error correction mechanism as 
well. Conversely, for the second secret, error 
correction is used for embedding data. For this 
reason, the code needs to be distortion-free to 
recover this secret. 

The presented system belongs to generative 
steganography methods. It means that the 
embedding algorithm does not receive an empty 
cover as input. Instead, the algorithm receives both 
overt and covert data needed to create a carrier. The 
final QR code with hidden secrets is generated as 
output. 

Our system may also be used for secret sharing 
[18], [19], [20], [21]. After the secret is divided, the 
shares are placed in separate regions of a QR code. 
To decode the secret, both parts must be extracted, 
and then combined. This increases the security of 
the system because both shares must be found by an 
adversary to recover the final message. Of course in 
this case the QR code has to be intact as well. 

The capacity of a multi-secret steganographic 
scheme is higher than that of a single-secret. The 
reason is that more regions of a QR code are 
utilized. Nonetheless, the capacity of both messages 
is limited in their own ways. The maximum length 
of the first secret depends on the version and error 
correction level of a QR code. With the highest 
version and lowest level of error correction, we are 
able to store a few hundred bytes [9]. The maximum 
length of the second secret is constrained by the 
error correction level—a trait of the QR code 
selected during generation. The highest level is able 
to correct up to 30% of errors, so this is the value 
that can be considered the capacity of the second 
secret. 

QR codes are very popular and useful media for 
short message storage, [22]. Their ubiquity makes 
them interesting carriers for data-hiding purposes. 
One of the most important advantages of QR codes 
in steganography is that they are not only digital 
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carriers. The code may be printed and its payload is 
still decodable, even if some parts of the code are 
damaged or obscured. Such a feature opens a lot of 
future directions for information hiding, as the 
structure of QR codes offers diverse embedding 
areas. This gives the possibility of combining a 
multitude of techniques and creating better 
algorithms. 
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