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Abstract: - Democratic people cannot function properly in today's sophisticated societies (where voting is a
prominent issue) without electronic voting technologies. This study explores the use of hybrid learning
algorithms for biometric authentication of voters, and blockchain technology for secure electronic voting. The
thorough analysis includes a collection of more than 50,000 fingerprint samples using custom Convolutional
Neural Network (CNN), VGG16, VGG19, Xception, and Inception. The algorithms are evaluated using F1-
score, recall, accuracy, and precision. By combining Random Forest with a specially designed CNN, a novel
hybrid learning algorithm is developed for authentication purposes. This blended model provides the best
outcome in terms of accuracy (99.32%) and precision (99.32%). In addition, a web application was developed.
This application integrates blockchain technology for electronic voting using Flask, HTML, and Solidity. By
using blockchain, tampering and unauthorized access are prevented. It also ensures impartial voting and secure
storage. The tabular presentation of the results provides a clear summary of each candidate's total votes.
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1 Introduction electronically with fingerprints resolves the unique
Voting is one of the many aspects that are rapidly issues associated with selecting public officials.
changing due to new technologies. Making sure that A_S blon?etr'lc 1dent1ﬁgat10n becomes popular n
the votes are secure, reliable, and visible to all is e-voting, picking the right techniques is very
essential as paper ballots are transited to electronic 1mportant. Many researchers have seen the use of
ones in Electronic Voting (e-voting). The goal of hybgd learning methods. These 'rnlxed'ways can
this paper is to integrate two significant provide l')etter. results.. The biometric system
technological advancements. One method is analyzpd m thls.paper 1ncludes. VGGle, VGQ19,
matching fingerprints using hybrid learning Xception, Inception, and a modified Convo.lutlone'll
algorithms. The other is improving and securing Neural Network (CNN). Each of these algorithms is
electronic voting with blockchain technology. While applied to spot special shapes in fingerprint
e-voting offers great potential, there are drawbacks 1nformat'1on. This make.s the task of match%ng
as well. The key concerns here are voters’ eligibility fingerprints better and quicker. The reason for using
and ensuring that the people casting votes are the mixed learning methods is because the blended
actual voters. Using biometric identification method can pick out 1mportant details frgm hard
techniques appears promising in this scenario. data, h'elplng o see unique features in each
Significant studies [1], [2] have sparked interest in ﬁngefpflnt- Thls resc.earc.h wants to use the good
the safe and accurate use of fingerprints for voter points of hybrid learning in different ways, [3].

identity confirmation. Like most other fields, voting

E-ISSN: 2224-2872 194 Volume 23, 2024



WSEAS TRANSACTIONS on COMPUTERS
DOI: 10.37394/23205.2024.23.18

Blockchain technology has become a big talk
for its chance to change e-voting systems and make
them safer and more open. Blockchain allows
people to keep records without a big boss or any
person changing the information, and offers a new
way to deal with old problems that come up in
traditional voting methods. An explanation of how
blockchain can change things are discussed in [4]
and [5]. It doesn't just keep voting data safe but also
creates a permanent record of the whole election
process. The blockchain to the voting system is
implemented in this paper by creating a website
using Flask, HTML, and Solidity. This application
connects the voting system on computers with
blockchain. It makes sure votes are safe, can be
checked easily, and counted clearly. This study
wants to fix the worries about vote rigging, sneaky
access, and dishonest actions in elections by using
blockchain's security features.

There are two main goals of this research. First,
it plans to carefully study the chosen mixed learning
methods (VGG16, VGGI19, Xception, Inception,
and CNN) to see how well they work for matching
fingerprints. This approach looks to measure quality
including accuracy, precision, recall, and F1-score.
Second, the study tries to show how blockchain
technology can be added to the design of the voting
system. This gives a safe and open way for storing
and counting votes. Working on the website
application aims to make online voting systems
stronger and grow trust in democracy.

2 Literature Review

The path of Electronic Voting (e-voting) systems
has changed over many years. It grew together with
progress in technology and the change society made
towards becoming more digital. In the middle of the
1900s, punch cards were first used in e-voting
systems. These are like beginning steps for having
e-voting everywhere instead of paper ballots in
polling stations.

In the late 1900s, fingerprints became a main
way to find criminals after it was found out that the
fingerprints were unique, [1]. This important and
useful finding soon took over old ways, like using
body size to find out who did bad things. Using
fingerprints for checking bad people got popular.
The police in many cases used them and made a
database with fingerprints from the criminals. Then
they started using lifted fingerprints found at crime
scenes to know who did the crime and catch them.
Biometric recognition has changed a lot in the past
century. It's now used for safe logins and checks,
making sure people have certain jobs. It's also used
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by legal authorities to figure out who was involved
in a situation or check positive ID of individuals in
many areas.

A combination of Convolutional Neural
Network (CNN) and Back Propagation Neural
Network (BPNN) is proposed in [6] for an improved
Fingerprint Identification System. Although BPNN
is a wonderful choice for hybrid learning, some of
its drawbacks take it to the edge. As a result, CNN
is combined with Random Forest (RF) in this paper
to create a more suitable and robust hybrid learning
algorithm. This gives freedom and is more suitable
for hierarchical structures.

In [7], a method is proposed where the authors
combined a Support Vector Machine (SVM) with
CNN. Using their proposed method, they acquired
an accuracy of 95%. However, Random Forest is
more suited for matching fingerprint algorithms. As
a result, in this study, using the combination of RF
and CNN gives an accuracy of more than 99%.

In [8], another method is presented where for
image preprocessing Improved Whale Optimization
Algorithm (IWO), and for person detection, Teacher
Learning-based Deep Neural Network (TL-DNN)
are used. This proposed method gives the study a
new edge as it combines different algorithms for the
purpose of clear biometric identification.

Hybrid learning, a fusion of different machine
learning architectures, has gained prominence in
various applications, including  biometric
identification. A seminal overview is provided in [3]
of deep learning, highlighting the capabilities of
Neural Networks (NN) in extracting intricate
features from complex datasets. In the context of
electronic voting, hybrid learning algorithms offer
the promise of improved accuracy and robustness in
biometric matching.

Decentralized and tamper-resistant ledger
blockchain has emerged as a revolutionary
technology with remote references for the security
of e-voting systems. The work in [4] clarifies the
basic principles of blockchain and its potential
applications in various areas, including elections.
Blockchain technology can handle vote tampering,
fraud, and unauthorized access in the voting
systems.

Blockchain mining along with the mechanisms
to offer the security of blockchain networks are
discussed in [5]. The integration of blockchain in e-
voting ensures the security of the voter and the
verifiability of the vote by the voter. The blockchain
also mitigates the vulnerabilities associated with
centralized voting databases and provides a
decentralized trusted system for recording and
counting votes.
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The hybrid learning algorithms for fingerprint
matching in this research provide better
performance compared to the relevant existing
works. The evaluation of the VGG16, VGGI19,
Xception, Inception, and CNN algorithms is done
using the performance metrics accuracy, precision,
recall, and F1-score. This provides viability in real-
world e-voting scenarios.

The blockchain technology in e-voting adds an
additional level of security and transparency through
its decentralized and tamper-resistant nature. This
ensures that the votes are stored securely, verifiable,
and tallied transparently in order to address the
integrity of the e-voting system. Thus this research
enhances the security, reliability, and transparency
of e-voting systems by combining both biometric
identification and blockchain technology.

3 Proposed Methodology
This study creates a new path to the future using
efficient algorithms to identify fingerprint matching.
Voter identification and voting security are some of
the greatest threats to democratic countries. This
paper tries to solve them using various methods
containing hybrid deep learning algorithms for voter
identification using fingerprints, and blockchain
technology for the security of the voting system.
Thus, the path to a secure and trustworthy voting
system is clearer. The hybrid deep learning model
for voter authentication is shown in Figure 1.

The algorithm for the hybrid learning model is
shown in Algorithm 1.
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a multi-dimensional array
2. The arrays are shuffled randomly to train
the model efficiently
3. Separating the training image and training
labels
Converting the arrays for training
Creating or importing the model
Training the model
Extracting the features from the images
Using the features to train the Random
Forest Classifier
9. Evaluating the hybrid model

PN

3.1 Data Collection

Data Collection is a crucial part of the study as it
vastly depends on the collected image data for
evaluation of the algorithms. For this purpose, a
team dataset of around 700 students was used. The
open dataset of SOCOFing [9] was also used for the
study. In the SOCOFing’s dataset, it had Altered
Fingerprint images. These Altered Fingerprint
images contained Arch, Left Loop, Right Loop,
Tented, and Whorl fingerprints. Combining this
dataset with the team dataset, the study worked with
upmost 50,000 fingerprint image datasets. All of
these fingerprint images were combined for a more
complex and versatile study. Figure 2 shows some
samples of the fingerprint images.

&5 Input Fingerprint ™ Convert into
— < >
Start ~_ " images arrays Shuffle the array
. Extract the (
Train the RF ‘ Create or import
_ «
Classifier Features using the NN mode!

|

NN model

Evaluation of the
Hybrid Model

Fig. 1: The Hybrid Deep Learning Model for Voters’ Authentication
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Fig. 2: Fingerprint Image Samples for Dataset

3.2 Data Preprocessing

The dataset is loaded as a multi-dimensional array.
Representing images as multi-dimensional arrays
allows thepreservation of the structure of the images
and makes it easier to interpret and process. Deep
learning frameworks like TensorFlow and Keras
work with multi-dimensional arrays as their primary
data structure. Loading image data as multi-
dimensional arrays makes it compatible with these
frameworks. Neural Network (NN) model,
including CNN, VGG16, VGG19, Xception, and
Inception, expect input data in the form of multi-
dimensional arrays. Each of these dimensions
corresponds to a specific aspect of the data, such as
the height, width, and channels for images.
Converting images to multi-dimensional arrays
allows them to normalize according to the needs of
the deep learning algorithms.

3.3 Neural Network Models for Feature
Extraction

Various NN models like CNN, VGG16, VGG19,
Xception, and Inception were used to extract the
features from the images so that the Random Forest
Classifier could be trained upon the features. CNN
is one kind of feed-forward neural network that is
able to extract features from data. CNN does not
extract features manually from the data as opposed
to traditional feature extraction methods, [10], [11],
[12]. This algorithm extracts the features using a
convolutional structure which is very efficient. It
can detect patterns in the images using these layers.
Convolutional layers apply filters to the input to
detect various features and pool layers down sample
the spatial dimensions.
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VGG16 and VGG19 are models that have a
straightforward  architecture with only 3x3
convolutional filters and 2x2 pooling layers, [13].
Although they might have a similar structure,
VGG19 is deeper than VGG16. However, this
increased depth comes at the cost of higher
computational requirements.

Xception short for “Extreme Inception” replaces
traditional convolutions with depth-wise separable
convolutions. Although this reduces the number of
parameters and computational cost it is quite
inefficient in the context of finding matches in the
fingerprint images.

Inception, also known as GooglLeNet, is a CNN
architecture that consists of multiple stacked
Inception modules, [13]. These modules allow the
network to capture features at different scales and
resolutions, enhancing its ability to recognize
complex patterns.

3.4 Random Forest

Random Forest (RF) is used to train the model after
extracting the features from the fingerprint image
data. Combining the RF with other Neural Networks
such as CNN, VGG16, VGG19, Xception, and
Inception creates a unique blend of robustness,
interpretability, and predictive accuracy, making it
suitable for enhancing the performance of hybrid
learning systems.

RF is a learning method based on decision tree
classifiers, [14]. As a result, it brings several key
points to the table which make it especially well-
suited for integration with NN. Particularly RF is
great in bringing the predictive power of multiple
decision trees together, creating a stack that is often
more resilient and accurate than individual models.
RF can also capture complex non-linear
relationships within the data, making them more
effective in the context where the relationships are
not easily modeled by linear algorithms. As a result,
the combination of RF and other NNs is used in this
paper to find out the best combination.

3.5 Evaluation Metrics

Several evaluation metrics such as accuracy,
precision, recall, and F1-score were used to test all
the applied algorithms in this paper. As a result, the
combined models were evaluated thoroughly.

3.5.1 Accuracy

Accuracy is one of the fundamental metrics for
evaluating the performance of machine learning
models by measuring the overall performance of the
predictions, [15]. Equation 1 represents accuracy as
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the total percentage of correctly identified
fingerprints out of the total dataset.

No.of Correct Predictions
Accuracy = x 100 (1)

Total No.of Predictions

3.5.2 Precision

Precision is one of the main evaluation metrics in
the biometric identification system deploying hybrid
learning fingerprint matching algorithms. The
accuracy of positively identified fingerprint
matching among all instances is measured by
precision, [15]. The precision that shows the model's
ability to correctly identify and classify the genuine
matches as True Positives (TP) while minimizing
False Positives (FP) is shown in Equation 2.
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within the dataset is measured by Recall or
Sensitivity [15]. The Recall value is measured using
Equation 3 where a high value indicates that the
model performs better at identifying genuine
matches. It also minimizes instances of False
Negatives (FN) in which cases the original matches
are overlooked.

Recall= —2—x 100  (3)

TP+FN

3.5.4 Fl-score
A model’s performance can be assessed [15] using
F1-score which is measured using Equation 4. The
Fl-score provides measurements of both false
positives and false negatives. A high value indicates
a desirable balance between the precision and recall

values.
Precision X Recall

Precision = ———=x 100 2)
F1— =2X 100 4
TP+ FP score Precision + Recall )
3.5.3 Recall
The ability of a model in order to correctly identify
and capture all relevant instances of positive cases
Table 1. Performance metrics of the hybrid learning algorithms
Algorithm Accuracy Precision Recall F1 Score
VGG16 89.36 88.39 86.96 84.37
Vggl9 90.3 88.51 86.98 84.27
Xception 84.67 82.74 81.26 74.64
Inception 82.9 81.40 80.34 72.06
CNN 99.32 99.32 99.32 99.32
/[ VoterAier
1 Biometric N
Kentification , Felching the s . “San ding the Vote
o ——>» Identification g Gfe!tmgt S - with ID number fo
Number rom the user {he blockchain
Voter
v
‘ Bt the vl q \ Discard thé \
ount Ine Voies an No Checking if the voter has™. Yes | votingand '
_ ' ) g ift .
Show 16 fesul ‘ store them ‘f‘ the voted before within the y redirect
blockchain blockchain again

Fig. 3: Proposed E-voting System using Blockchain Technology
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3.6 Blockchain-based E-voting System
Blockchain is a decentralized ledger that is most
common in crypto-currency. Basically in a
blockchain, the transactions are securely stored as a
chain of blocks.

This chain continuously grows as new blocks
are added after each transaction, [16]. Blockchain is
a revolutionary technology that highlights the need
for decentralized, persistent, anonymous, and
authenticated data security.

The technology integrates the core elements
such as cryptographic hash, digital signatures based
on asymmetric cryptography, and distributed
consensus mechanisms, [16]. It implies that
transactions without the need for a central authority
reduce costs and improve efficiency. As a result,
blockchain technology can be used in various
sensitive fields where data security is crucial. It can
be used in Financial Services, Healthcare Services,
Security Services, and most importantly Voting
Services. In this paper, the blockchain technology
was implemented using Flask, HTML, and Solidity.
Figure 3 shows the voting system using blockchain
technology. The voters are assumed to be
authenticated by fingerprint using the proposed
hybrid learning algorithm, and then voting is
conducted with the blockchain technology as shown
in Figure 3.

The use of blockchain technology ensures
temper-resistant voting records, which can establish
voters’ trust as the records are transparent and
immutable with the decentralized and cryptographic
features of the technology. The use of hybrid deep
learning algorithms enhances the security of the
framework by being able to detect anomalies and
fraudulent activities in real-life implementation. The
paper's innovative approach not only addresses the
core challenges of e-voting, but also opens up
avenues for further exploration in optimizing system
performance, scalability, and usability.

4 Results

This section shows the results of the experiments
along with a comparative analysis of different
algorithms that were applied.

4.1 Performance Evaluation of Hybrid
Learning Algorithms

The hybrid learning algorithms such as VGGI6,

VGG19, Xception, Inception and CNN combined

with Random Forest was subjected to rigorous

evaluation using a dataset of over 50,000 fingerprint

samples. The evaluation metrics shown in Table 1,
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including accuracy, precision, recall, and Fl-score
provide insight into the effectiveness of each
algorithm in biometric fingerprint matching.

4.2 Comparative Analysis

Figure 4 shows the results of different hybrid
learning algorithms. Compared to other algorithms,
the combination of CNN and RF hybrid learning
algorithms provides the highest accuracy of 99.32%
for around 50,000 fingerprint images. This hybrid
algorithm also provides higher precision, recall, and
F1 scores. The combined CNN and RF had the
ability to discern intricate patterns in fingerprint
data, showing its superior performance and
efficiency in biometric identification. Overall the
other algorithms, the CNN and RF got the upper
hand because of the hierarchical feature learning of
the convolutional layers. CNN can find patterns
regardless of their positions in the image since it can
demonstrate translation invariance.

COMPARATIVE ANALYSIS

]
T

[ OONIIONN

B T T S s s rrran

Fig. 4: Comparative Analysis of Hybrid Learning
Algorithms

Compared to Xception and Inception, VGG16
and VGG19 show better performance, indicating the
reliability of these architectures in fingerprint
matching. Though the performance of Xception and
Inception is slightly lower, these algorithms
demonstrate competitive results and have potential
areas for optimization and alternative applications.

Thank You for Voting!

Youe vty ks bocn reconded, Restidts willl bo availablo after the voting period o

Fig. 5: The Page after Casting the Vote by a Voter
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Fig. 7: Showing Voting Results

Table 2. Comparative Study of the Proposed Algorithm with other Published Works

References Fingerprint classification technique Accuracy (%)
[17] Random Forest (RF) + CNN 96.75
[18] ROIFE_CNN on Gabor filtering image of ROI 95.10
[19] CNN 96.01
[20] Decision trees 98.00
[21] SVM algorithm + naive Bayes method 95.60
[22] Random Forest algorithm 96.50
[23] Support Vector Machine (SVM) 94.97
[24] Fuzzy-neural network classifier 98.00
[25] Fusion of CNN and Gabor features 99.87

Proposed Method CNN (Feature Extraction) + RF 99.32

4.3 Blockchain Integration
The integration of blockchain technology into the
electronic voting model demonstrates significant
advancements in security and transparency. The
decentralized and tamper-resistant nature of the
blockchain ensures that each vote is securely stored,
verifiable, and transparently tallied. @ The
cryptographic features of blockchain mitigate
several issues relevant to vote tampering,
unauthorized access, and overall electoral
misconduct. The results indicate that the
blockchain-based electronic voting model provides
an immutable and transparent ledger, addressing
long-standing challenges associated with centralized
voting databases.

Usability testing of the web application revealed
a user-friendly interface, allowing voters to securely
cast their votes with ease. The integration of
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blockchain does not compromise the usability of the
electronic voting system, providing a seamless
experience for voters while enhancing the security
of the overall process. Figure 5, Figure 6 and Figure
7 demonstrate some snapshots of the blockchain
integration into the proposed e-voting system.

5 Discussion

This section compares the findings of the proposed
work with the existing related research works and
assesses the contributions. It also delves into the
practical use of the blockchain and explores
efficient consensus mechanisms.
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5.1 Comparative Study of the Proposed

Algorithms with other Published Works
The results of the hybrid learning algorithms for
biometric fingerprint matching were impressive. As
shown in Table 2, the CNN+RF algorithm
demonstrated exceptional accuracy, precision,
recall, and F1 score. The comparison with other
research papers validates the efficacy of the chosen
algorithms.

The proposed method, combining CNN for
feature extraction and RF, achieves a notable
accuracy of 99.32%. This accuracy is competitive
and comparable to other state-of-the-art techniques
presented in Table 2. The fusion of deep learning-
based feature extraction with the ensemble learning
capabilities of RF contributes to the high accuracy
of the proposed method. The utilization of CNN for
capturing hierarchical representations in fingerprint
images followed by RF for robust classification
demonstrates the effectiveness of the hybrid
approach in achieving superior accuracy compared
to individual methods.

Referring to Table 2, it is notable that in all the
published works the dataset size was much smaller
than the dataset used in this paper. The exception is
in [24] which uses more samples, however the
accuracy is lower (98%) compared to the proposed
method (99.32%). The work in [25] achieved more
accuracy (99.87%) than the proposed method
presented in this paper. However, they have used
only 500 samples whereas the proposed method
includes 50,000 samples.

In this research, the accuracy is found for the
applied deep hybrid learning algorithms. The
algorithm with the highest accuracy can be used in
any e-voting system for biometric identification.
Thus, it will enhance the security of the e-voting
system instead of using the traditional algorithms.
Furthermore, the integration of blockchain
technology also improves the security of voting and
counting and provides transparency.

5.2 Blockchain Systems

The integration of blockchain technology into the
electronic voting model aligns with and builds upon
the transformative potential highlighted in related
research papers. Works in [4] and [5] underscore the

foundational principles of blockchain—
decentralization and immutability—and their
applicability to secure diverse domains. The

findings of the study echo the sentiments of [4],
emphasizing the decentralized and tamper-resistant
nature of blockchain as a robust solution for
securing e-voting systems. The results demonstrate
the successful implementation of blockchain in
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providing a secure and transparent ledger for storing
and tallying votes, mitigating concerns raised in [5]
regarding traditional centralized voting databases.

This paper not only contributes to the theoretical
underpinnings of blockchain security but also
addresses practical concerns related to usability.
Usability testing of the web application revealed a
user-friendly interface, affirming that the integration
of blockchain does not compromise the accessibility
or ease of use for voters.

6 Conclusion
This paper contributes to the advancement of online
voting by identifying a robust biometrics technique
and illustrating how blockchain technology can
further enhance voting security. By incorporating
these tools, the study paves the way for future
advancements in electronic voting systems that seeck
to increase public acceptance of democracy,
accuracy, and transparency.
This research is an innovative attempt to use
cutting-edge technologies to advance electronic
voting systems. The study aimed to strengthen the
security and transparency of electronic voting by
combining the transformative potential of
blockchain technology with hybrid learning
algorithms, such as CNN with Random Forest,
Xception, Inception, VGG16, and VGGI19, for
biometric fingerprint matching. The best hybrid
learning  algorithm was  CNN+RF,  which
demonstrated the highest levels of accuracy,
precision, recall, and F1 score. These results
established CNN+RF as a dependable method for
validating voters. Contributing substantially to the
field, the research addressed critical gaps by
providing a comparative analysis of hybrid learning
models for biometric identification and integrating
blockchain to enhance security and transparency.
The study highlights the necessity of ongoing
usability testing and recommends that future
research concentrate on diverse datasets and
iterative usability improvements while
acknowledging limitations such as dataset
specificity. This study represents a major
advancement in electronic voting systems and
provides a framework for more investigation and
application. When combined with blockchain
integration, the identified CNN+RF algorithm
generates a model that anticipates the changing
requirements of democratic processes. In the future,
electronic voting will strike a balance between
security, usability, and adaptability, fostering
confidence and trust in the political process,
according to the study.
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